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Cobalt Strike= Fortra it CE XMZ2t €A AE0| 7HsSolL). OlE =01, Cobalt Strike@t Fortra 12| 22| ZF HIAE

=711 “Core Impact' @t 871l A8l 2laAE SR Ml EiZE 7|53 floll Beacon HHE7t 7+SSILt.
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2.24. & § 32 (Post-exploitation)

Cobalt Strike2| A|ZIL/X HO]Z=9! Beacon2| S RE2 HIS/| S4at el 2ES X|EolH, HEEH YES
24, Yool Y Hd, F7t HO|Z=E tiZEsks S2f HYS +AlE + UL LS BOF(Beacon Object Files)S At&al
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Communication) | - Al &7} L2|7| HHR0f 2LA0| TS Z10f 0AK
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(Interactive Mode) | - H|S7| S4AIECH 2LSIK|= 2X[T, SOCKS ZEAQL 20| Z2HXQI K017t HRH Z10] O[4XY

2.2.5. ¢ (Collaboration)

Team ServerS Solf HAIZICZ Aol Tfo AIAES HOE = U= 7522, MS SRk A A= SAES

SHotALt ES L2z 4= QU

2.2.6. 211 (Reporting)

Cobalt Strike && EfI2[2I X|HE S5 MSoh= 7IS2=E, PDFt Word ZM2 LHELZ| & =~ UL
[E 7] Cobalt StrikeOIM MB3dt= EXIN S5
p TE oy
SHE KA , 3

: S 2 - Cobalt Strike® S 321 Ef2j2f0!

(Activity Report)

SAE HTA , _ )

2 SAE =N ~ Cobalt Strike7} BAE H2 455t & Q0F (MHIA, X2 B U MM 5)

(Hosts Report)
3 Alsf X|& - fE Q™ENA HIMO| FGHK|E 2E21 RAGH 7|15

(Indicators of Compromise) | — Malleable C2 Z2E A2 THQI HZE MAO| MD5 SHA| A Tt
- Md = X|E g25S A8

4 M 20 - 24 AHOIM ARG S41 2=, 0] 1z Sot

(Sessions Report) o ~

CIATO| MEE M| MD5 SiAl, YAZZ0! & &F Efl2tel § 2t
5| 5t
5 .)\le e - A0 IjY O|H|Yel Zt 2tR2E, 225t ALSAIRt oy ARBAZRE +HE WES EAst
(Social Engineering)

s, 7= # =Rt

6 (Tactics, Techniques, and | — Cobalt Strike #&&= MITRE ATT&CK L T=01 0T
Procedure)
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ZAUS alioh= O] Qo 7IsS2 450 QUCE Cobalt Strike 4.9.1 7[E22 & 98712] 7150| MSEIL,.

beacon> help kill Kill a process
link Connect to a Beacon peer over a named pipe
Beacon Comnmands l ogonpasswords Dunp credentials and hashes with mimikatz

Is List files

make_t oken Create a token to pass credentials
Command Description mimikatz Buns a mimikatz command
E— — mkdir Make a directory
! Pun a command from the history mode dns Use DNS & as data channel (DNS beacon onlw)
argue Spoof araments for matching processes mode dns—txt Use DNS TXT as data channel (DNS beacon onlv)
bloddlls Blod< nonMicrosoft DLLs in child processes mode dns6 Use DNS AdAA as data channel (DNS beacon onlw)
browserpivot Setup a browser pivot session my Move a file
cancel Cancel a download that's in-progress net Network and host enumeration tool
od Change directory note Assign a note to this Beacon
checkin Call home and post data portscan Scan a network for open services
chromedump Recover credentials from Google Chrome powerpick Execute a command wia Unnanaged PowerShel |
clear Clear beacon cueue powershel | Execute a command via powershel | .exe
cl ipboard Attenpt to get text clipboard contents powershel | -inport Inport a powershell script
connect Connect to a Beacon peer ower TCP poid Set parent PID for spawned post-ex jobs
cover tvpn Deplov Covert WPN client printscreen Take a single screenshot via PrintScr method
o Copv a file process_bronser Open the process browser tab for this beacon
data-store Store post-ex items to Beacon ps Show process |ist
dcsyne Extract a password hash from a DC psinject Execute PorerShell command in specific process
deskt op View and interact with target’s desktop pth Pass-the-hash using Mimikatz
dilinject Inject a Reflective DLL into a process e Print current directory
dilload Load DLL into a process with LoadLibrarv() reg Querv the registry
download Download a file renot e—exec Bun a conmand on a remote host
downloads Lists file dosnloads in progress rev2sel f Revert to original token
drives List drives on target rm Remove a file or folder
elevate Spawn a session in an elevated context rport fud Setup a reverse port forward
execute Execute a program on target (no output) rport fud_local Setup a reverse port forward via Cobalt Strike client
execut e-assenblv Execute a local .NET program in-memorv on target run Execute a program on target (returns output)
exit Terminate the beacon session runas Execute a program as another user
file_browser Open the file browser tab for this beacon runasadmin Execute a program in an elevated context
getprivs Enable svstem privileges on current token runu Execute a program under another PID
aetsvstem Attempt to get SYSTHM screenshot Take a single screenshot
getuid Get User 1D screenwatch Take periodic screenshots of desktop
hashdump Dump password hashes setenv Set an environment wariable
help Help menu shel | Execute a command via cmd.exe
history Show the command history shinject Inject shellcode into a process
inject Spawn a session in a specific process shspawn Spawn process and inject shellcode into it
inline-execute Run a Beacon Object File in this session sleep Set beacon sleep time
jobkill Kill a long-running post-exploitation task sodks Start/Stop a SOCKS4a/SOCKSS server to relav traffic
jobs List long—running post-exploitation tasks spawn Spawn a session
jump Spawn a session on a remote host spawnas Spawn a session as another user
kerberos_ccache_use Applv kerberos ticket from cache to this session spawnto Set executable to spawn processes into
kerberos_t i cket _purae Purge kerberos tickets from this session spawnu Spawn a session under another process
kerberos_ticket _use Applv kerberos ticket to this session spunnel Spawn and tunnel an agent wia rport fwd
kev | ogger Start a kevstroke |logger spunnel _local Spawn and tunnel an agent via Cobalt Strike client rportfy
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Aggressor Scripte= Cobalt Strike 3.0 H& OJMUIAN X5t ATFEE AXZ, Cobalt Strike ClientS &5t
7158 SEAIZ 4= QL ‘cna’ YAlo| M2 MR UOH, Cobalt Strike?| Script ConsolediN BES F7He £
ULt Cobalt StrikeOlA X|2ok= 712 EE0HM XSES ¢Igt 7150 8= EXoIK| 20r SHXE2 BeaconO|
A&z MlE = QU &Y 2SS A8t & 752 AEATE HoY £+ 47| M= Github S FFLIE(0]
X0 BEE L AJEES SR 285t UCH, FortraittiiM= 0|28t =7t AFJ-EES ‘Community Kit’

Ho[X|0f SY22 XMToh AHEAt HelotH| Yol EEY & UXE X0l U,

FORTRA

Coba Strike

Commumty K|t

1 10015 3NQ SCripts have been wiitten and published, but they can be chaliénging to locate, Commuriity Kt is a central répositary of extensions written by the user community to extend the capabilities
of Cobat Strike. mcn|>

o
I U Download Script [l Have a Suggestion?

Legend

Indicates update In the last 30 days.

A indicates the project has precompiled binaries

Showe 100 *|entries Search

Last . Github  Has

etate * Cotegory © Owner Name Description Commit Message Sl ey | URL
02410 oo S — (AT Merge branch 'mairt of https:/github.com/trustedsec/CS-Remate-OPs o5 A o
08 BOF

24-10- Jirom xTriboulet-patch- 4 ;

2024-09 - eation ing memory NtAllocatevistuaiMemory might fail . A

0\ por fortra nanc fix compilation issue 1760 a [¥]
16

200409 oo - 6 Siamtional Avarn . . = a o
w ustedsec €5 Situational-Awarencss BOF  Situational Awareness commands implemented using Beacon Object Files Merge branch ldapsearch_patel 1235

22499 gor CCob ! BOFNET A NET Runtime for Cobalt Strike’s Beacon Object Files Create FUNDINGym! 564 A o
Ly — Cumase B orsecomnnenn gy esorscrph 0 automticaly o an oo senal of ope source and e OIS g gt . from EvaniicBroomimai s syt 1 o
202405 pggressor  Redslege | e—— Update README md 174 [v]

4.07- 5
fgz 0] == Cobalt-Strike AR bof_template s_beacon_syscalls exampl ‘obalt Strike 4,10 release. 116 Q

[2& 4] Fortra Ol S7H8t Cobalt Strike Community Kit (cobalt-strike.github.io/community_kit)
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GithubOll 37H=l CHEAQI Cobalt Strike 2H

e [harleyQu1nn] AggressorScripts
5t 717K

Cobalt Strike 3.0 O|& HZTS Qg ATJRE D202 AIRAI HOMS =0|= 7|SHE X&MS QIS
Ctefot It 7152 KAk ULt GithubOlM 1,4807H2| StarE 2RI U0 7H & A2 U= =710|C
& harleyQu1nn / AggressorScripts ' Public L\ Notifications | % Fork 300 ¥7 Star 15k
<» Code (5) Issues 2 1% Pullrequests (&) Actions [ Projects (@ Security |~ Insights
¥ master - ¥ 3 Branches © 0 Tags Q Gotofile About
Collection of Aggressor scripts for Cobalt
& harleyQuinn Merge pull request #16 from OxAsh/master &8 570a7d7 - Isstyear  \E) 189 Commits Strike 3.0+ pulled from multiple sources
I DriverSearcher Updated for Crowd5trike 5 years ago scripts  cobalt-strike  aggressor-scripts
red-team cna a ressor
B Logging Added Newer Symantec processes 7 years ago : 2
[22 5] harleyQu1nn2| AggressorScripts =7 Github H0|X| (github.com/harleyQu1nn/AggressorScripts)

e [mgeeky] cobalt-arsenal

o
110
4
rol
%

Cobalt Strike 4.0 Ol HES ot AJZE ZFO=2 AEA HO|HHLI= SN &8 &+~ U= 7|

215 o I o = o35 (@)
g5t AOH, GithubtlA 1,0307H2] Stars EQ51 QCt.
=] mgeeky/cobalt.arsenal Public  Sponsor L} Notifications % Fork 149 T Star 1k
<> Code () Issues 1 1% Pull requests 1 Q) Discussions  (5) Actions [ Projects (@ Security |2 Insights
¥ master - ¥ 2 Branches © 0 Tags Q Gotofile <> Code ~ About
My collection of battle-tested Aggressor
=] mgeeky Merge pull request #3 from mgeeky/add-code-of-conduct-1 & 41836ee - 2yearsago  <0) 88 Commits Scripts for Cobalt Strike 4.0+
[ 7] img mage 4 years ago beacon aggressor-scripts redteam
cobaltstrike cobalt-arsenal
B mgeekys_arsenal fix 2 years ago

[Z23 6] mgeeky?| cobalt-arsenal =7 Github H0|X| (github.com/mgeeky/cobalt-arsenal)

e [rsmudge] ElevateKit
AZ AMEdl= ATEEZR GithubWIM 885712 Stars EH{SHT

mulo

Cobalt Strike®| BeaconS AMRdo{ HSH A%

HHI0|E |17 QUKX| BITt.

OH

o|O L ALl S
& rsmudge / ElevateKit ' Public O Notifications | % Fork 138 77 Star 886
<» Code 11 Pullrequests (® Actions () Security |~ Insights
¥ master - ¥ 1Branch © 0 Tags Q Gotofile <> Code ~ About
The Elevate Kit demonstrates how to use
rsmudge exit the thread: not the process, due to migrate to winlogon.exe in t... @@ fifofa3 - dyearsago {5 15 Commits third-party privilege escalation attacks
with Cobalt Strike's Beacon payload.
I modules ntegrate CVE-2020-0796 (SMBGhost) LPE from the Metas... 4 years ago

[23 7] rsmudge?| ElevateKit =7 Github HO|X| (github.com/rsmudge/ElevateKit)
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= SN R/ 3 A A M= XAt
HE Mo T3 (Command and Control Framework) -
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ten 3 xI‘I I:II‘OI'O-” [Hol‘ 01__|J.
=
ez 2022 ZE HAE =3 Cobalt Strike Part 1 O|=2% Zmz|0|M
2023 Cobalt Strike Forensic Balasubramanya C
2023 Memory Forensic: Hunting Cobalt Strike in Memory Omar Alanezi
2020 Detecting Cobealt Strike Default Modules via Named Pipe Analysis | Riccardo Ancarani
2021, , , .
Cobalt Strike, a Defender’s Guide The DFIR Report
2022
2022, Cobalt Strike | tigati Lexf
- obalt Strike Investigation exfo
g2 2023 9
=9 Erwan Chevalier,
2021 Hunting and detecting Cobealt Strike Narimane Lavay
and Sekoia TDR
) ) Invictus
2021 Responding to a Cobalt Strike Attack .
Incident Response
Cobalt Strike Analysis and Tutorial:
2022 : I UNIT 42
How Malleable C2 Profiles Make Cobalt Strike Difficult to Detect
2021 Detecting CONTI CobaltStrike Lateral Movement Techniques Cyb3rSn0rlax
HIM 2021 Full-Spectrum Cobalt Strike Detection Recorded Future
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AT O A ME QA
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= A m] =
ASN 27 U 5%

U= MOIH 2 TS 7I2HS O34T,

[0|2% Zmyo|M] & HAE T3 Cobalt Strike®
51, Sentinel-OneOf|A] BHESH ‘CobaltStrikeParser &
SH JHSSH MES [jAtOR TZHXISO| A

0|Zall Malleable C2

Cobalt StrikeQ| 712 % 7|s2 4
Profile 2 1}HS MHAUCL 0|F, Cobalt StrikeE 0|28t AIHIE 2A16H

THEAO!| CHol 2EH3MCE.

[Balasubramanya C] Cobalt Strike Forensic®

27H5HHA Cobalt Strike Forensic2 1 =304 CHaH

>

Cobalt Strike ForensicE {3t OIRIEMS ZSlioh= CHFSH 7|
AHs|11, Cobalt Strike 252 SE75617| floff 010F & £ OtE|HESS| OIS HAHIMLCE

[Omar Alanezi] Memory Forensic: Hunting Cobalt Strike in Memory
1768.py'S 0&3H H|22| O|0|X|0ll Cobalt Strike7} ZAHEHX|

OtE|HEE 2XM5}7| 2|6 Didier Stevens/}t XSt ©
210151, Volatility’ ZHJUYIE AtEsH H22| O|0|X|E 45 2Aok= HH0| CHo AU

[Riccardo Ancarani] Detecting Cobalt Strike Default Modules via Named Pipe Analysis

DES AIRY 1 FHE 0O|Z7} MAMEl= 218 S5 Cobalt Strike AIRS HX[5Hs o]

Cobalt Strike2| &=

CHol ZE3UCY.

[The DFIR Report] Cobalt Strike, a Defender’s Guide®

[ ]
TR, O] B, YE, A dS,

40517 SloH SRS B

Cobalt StrikeE &
Sysmonit Windows O[HIES0]| CHaH AHSHCE,

ZH 0[F)0IM Alge & U=

* dbpia.co.kr/journal/articleDetail?nodeld=NODE 11554248
igloo.co.kr/security-information/ & &-H A&~ -cobalt-strike-part-1-7|sH/

medium.com/@balasubramanya.c/cobaltstrike—forensics—32e6ce68ce42

7 cybersync.org/blogs—en/hunting_cobalt_strike_in_memory
® labs.withsecure.com/publications/detecting-cobalt-strike-default-modules-via-named-pipe-analysis

® thedfirreport.com/2021/08/29/cobalt-strike-a-defenders—-guide/
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Cobalt StrikeE Sall LIS OlS(Lateral Movement) TEUM T2 AIRE £ = HEH0(remote—exec, jump)’t

ARSI Alist 4 QU= OfE[HE CHo) MHCH

e [Erwan Chevalier, Narimane Lavay and Sekoia TDR] Hunting and detecting Cobalt Strike™

HXP}

oH

712 Q15X /1=l Malleable C2 profileg AtZolk= Cobalt Strike C2 AHE &= B0 CHoH AHoHLT,

£B1 0} [fo] OIEUEST YHE O|ZZ S5 Cobalt StrkeS HIXISH= 20| CHo) AHHC,

¢ [Invictus Incident Response] Responding to a Cobalt Strike Attack'
Cobalt Strike0i| CH3H AHS1 Cobalt Strike A0 2828t 4= = OSINT/9IE Q2| HMA S AJNRKCE S Cobalt

Stike 342 F AE(HAX 34, R 3222 274 7l 4 Mt 22| 244 Y0 ol SFUCE

e [UNIT 42] Cobalt Strike Analysis and Tutorial: How Malleable C2 Profiles Make Cobalt Strike Difficult to Detect'
Cobalt Strike2| Z=T0j| Ciol AFolL! 7|2 Z2TS ARSY et HEH =TS ABY [ HIERIT S4I0|M2

10| CHol AL,

e [Cyb3rSnOrlax] Detecting CONTI CobaltStrike Lateral Movement Techniques™

CONTI 2HAM90f 129| Cobalt StrikeZ 0|25+ £ 0|5 7|20] CHa MITRE ATT&CKO| O§EI6H1, Cobalt Strike2)
LY 252 M8t £ 0|82 EXE 4= U= O[HIEO| CHol AL
e [Recorded Future] Full-Spectrum Cobalt Strike Detection'
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?
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' blog.lexfo.fr/Cobalt Strike Investigation Part 1.html
" blog.sekoia.io/hunting—and-detecting—cobalt-strike
"2 linkedin.com/pulse/responding-cobalt-strike-attack-part-i-invictus-incident-response/?trk=article-ssr-frontend-pulse_little-text-block
'3 unit42.paloaltonetworks.com/cobalt-strike-malleable-c2-profile
% unh4ck.com/detection-engineering-and-threat-hunting/lateral-movement/detecting-conti-cobaltstrike—lateral-movement-techniques—part-1
'8 go.recordedfuture.com/hubfs/reports/mtp-2021-0914.pdf
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Cobalt Strike7} =35t &= = 234 7|HS MITRE ATTRCK ZH|UQ|T Me1t IHAGHEH, & 10712] HM=0 sHEEICt.
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0] Ma=2 HEH, HzE(Reconnaissance)O|Lt =& EE(Initial Access) HHAMIAE OHEIEX] 11, ASH(Execution)
CIARE AR e &RI8t 4= QICt Ol Cobalt Strike?t 7| 2 HAUM AFRED U= =7} OHL2 ZIEI}t

=E & & ZZA(Post-exploitation) HAHOIM EXSHE =1AS Q0[S

ATT&CK Matrix for Enterprise

layout: side~  show subtechniques hide sub-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Exfiltration Impact
ontrol
184

10techniques 10techniques 20 techniques 14 techniques 43 techniques 17 techniques 32 techniques

jon Control ‘Account Discovery

Development
acc

Device Driver Discovery

Domain Trust Discovery

Group Policy Discovery
Log Enumeraton

Remote System Discovery.

‘Software Discovery 1y I

‘System nformation Discovery

‘System Network Configuration
Discovery

‘System Network Connections
Discovery

System Owner/User Discovery
System Service Discovery.

[12! 8] MITRE ATT&CK 7|8t Cobalt StrikeOllA| E8 JH53t B2 X1} 7|9 (V15 7|F, W7t SHO=2 HA)
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shell
Execution T1059 Command and Scripting Interpreter run
powershell
T1543 Create or Modify System Process elevate svc—exe
Privilege Escalation
T1068 Exploitation for Privilege Escalation getsystem
inject
T1055 Process Injection dllload
Defense Evasion
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T1620 Reflective Code Loading dllinject
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Lateral Movement jump
T1570 Lateral Tool Transfer upload
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Command and Control T1090 Proxy socks
Exfiltration T1041 Exfiltration Over C2 Channel download
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6.2.1. Beacon SZt WAl SX HM
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0|2 2o} Cobalt Strike®| Beacon HO|2EZ Listener
OZEZ 0|2 5, & LA M2t MEstoty, 2t SN LMSHE SAE AARIO| SXNZ MAXHOZ HAIICY.

2412 Beacon A%, F71H S, BHO| A%, Beacon 2 SO| OJHIER T2} ZICH

6.2.1.1. Listener IREE 3
Cobalt Strike@| Beacon H|0|2E= 5719 Listener Z2EZ(HTTP, HTTPS, SMB, TCP, DNS)S Edlf SAISICY,

B new Listener - m] x

Create a listener.

Name: ’ |

Payload Beacon DNS
Beacon HTTP
HTTP Hdgeacon HTTPS
Beacon SMB
Beacon TCP
External C2
Foreign HTTP

Foreign HTTPS

Max Retry Strategy: [none -

HTTP Host (Stager): [10.10.30,37

Profile: [defaun -
HTTP Port (Bind):

HTTP Host Header:

]
|
1
HTTP Port (C2): 80 }
|
|
|
|

|
|
HTTP Proxy: [
[

Guardrails:

e el

[OJ% 9] Listener Z2EE Y
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JOoM= DNSE HMIQISH 47H9| Listener Z2EZS ol Beacon?| S} HiAl
WAS 2A517| 2f5H 77H| OHIE(Beacon &¥, 7|5 &4, BHO| A, Beacon 3=, HZA(Connect), HZA(Link),
HZA SHM|(UnLink)2 2340 2 HE 2|6H Beacon?| EEi= Windows EXE, BeaconQ| S&t HIAIS Stageless2
ALt A 21}, BeaconO| S415H= Listener Z2EZ R0 LS XI0|M2 25 Team Server L= Beacon 7t

S| ABEl= 41 EEQ| XI0|7} EXRHLE. Listener Z2EZ Q0| [ME Beacon SAI12 X0|Z0f| CHSH A7

[E 11] Listener Z2ZEZE QY0 2 Beacon S419| Xt0|H

meezg 7% oI 21}

. 22 Team Server2to| EMUAN FZ AE|= REUOZ, HTTP GET QO = HHS 7M1,
HTTP POST 2% = G|0|HS HEHES 7|2 20| 2FE0 7| HZ0| 808 ZEHTTP)S SLIo| AFSSITt

=2 OL—

22 Team Server2to| EMUAN FZ AEE|= REUOZ, HTTP GET QO = HHS 7M1,
HTTP POST Q%O = CI0|HS HUES 7|2 20| SFE|0 U7| R0l 443H ZE(HTTPS)S SLI0| ARSI,

=2 O L

HTTPS
HTTP2tQ| X022 BeaconO| A== IFHOIA QISM 2 HKIAEZ], QBN AAZZ(E) X Windows2

A —=

LHE Beacon 7t SA0M F2 AEEl=

0
o
[0
Hu
0g
0z
ul

r

|
SMB ListenerS ‘4d& Iff Pipe 0152l 7|2 %t0| ‘msagent 88’2 HFE|0] A2, 0= 70| 7KSSILt.

7 OIS ARl 446 ZE(SMB)E M0 AMESICE.
71280z K|
SMB ¢iES
oICt.

Ok

= Q! jump'E AMEd SMB Beacons M5k EH XASCZ HZALINKEIXIZL 11 2ofl=

SHSIIXL Sh= CHAOIA Beacons Listening AEHZ CH7|AIZ] CFS link’ HHS Alof HZsH0f

SMB

4

oco=2

SMB Beacong HZ(Link)E I HEZ S1 HA| IPCS'E ALESITY.
7

— LHE Beacon 7t SLI0IM FE AMEE= RICE, TCP A2 SA0| ARSI} TCP Listeners Mdg M, 7|2
HEE= 44442 HHEN UCH, Ol= 0| 7tSSICt.
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike /8 EtX| gfor A

2} OHIE ¥ Listener Z2EZ0]| SHY5H= Beacon?| AfN| SXf HiAl2 Cr2ut ZHT}

1) Beacon &3

Beacong AgHS I ZE ZZEZO0|A O|0|X|(DLL) ZE= OHIEQ} Pipe OHIEV} ZEXOZ HIMIHOM,
HTTPS2t SMBOIA] F7t O[HIET} LHRHCE O|O|X|(DLL) 2EE OMIE= SSEHOE WMIX|DH 2t T=EF HE
ZCL= DLLO x[0l= Z=XHZICE. HTTPSUHIM= ZIXIAEZ| O[HIEO|A QIEY AASZ2|(E) E= Windows 7|Ef
QIEH 2 7|S0 et HX|AEZ] gf HE O[HIET HUHOM, SMBOM= Team ServerOlA] SMB Listeners
dds [ 2ot Pipes ddok= O|HIETL FI12 LY3UCY.

[E 12] Listener Z2EZ S30|| = Beacon A& O|HIEQ| XI0|™

LZEZ 7= OHIE QY oy
O|0|X|(DLL) 2= HTTP Beacon ZZ2M|A 7} MAMZ|HA| O|0|X|(DLL) 2= O[HIE 2
o Ping AlAd 01 0173 HHE PipeS AJAISIT HZGH= O[HIE LA
ipe 9l o -
s ; (BEE Pipe?| 0| YEHl= \MSSE-{HE <At 4XI2[}-server & 74)
0|0JX|(DLL) 2= HTTPS Beacon 2 AMA7} AIME|HA 0|0|X|(DLL) 2E O[HIE Ay
HHE = MM o256 HIE HHAK
Pipe 444 ¥ & 88 PipeS ol AZsl= O[HE 2
TS (BEE Pipe?| 0| YEl= \MSSE-{HE <At 4XI2[}-server & T4)

HTTP Beacon Z2AM|AT7} AMMEHA OIE{L AAZZ2(E) EE= Windows 7|Ef QIE{Ll 2t

AH A
HXIAED] 27X i 3 - )
71500l CHSH HKIAER| ZhS WZsH HOt A% H|ZHAs}

O|0IX|(DLL) 2= SMB Beacon ZZM|AT} AMME|HA] 0|0|X|(DLL) 2= O[HIE 2

HHE PipeS A5t HASH= OHIE Ly
SMB (HEE Pipe| 0|2 HEl= \MSSE-{HE =Xt 4XI2[}-server 2 74)
0|, Team Server0A{ SMB ListenerS AMst ff MX5H PipeE AMASH= OHIE A

Pipe &8 & AZ
(SMB Listener2 A&t M| Pipe 0[20] 7|2 ZOZ “\msagent_88'2 MNE|H OO,
Pipe 0|52 8g + Ch)
0[0JX|(DLL) 2= TCP Beacon Z2M|A7} ME=|HA O|0JX|(DLL) 2E OHIE U3
TCP . = =
Piog Al 2 012 HHE PipeE Aot HESK= OHIE L2
pe S = = _
P (S Pipe2] I HEHi= \VISSE-RHE %X} 4Xj2l}-server 2 74)
12-1] Beacon A3 A| YM5l= O[HIE IEH(HTTPS)
O[HIE ID OHIE 93 L&
7 Image loaded Image=%HTTPS Beacon File%, ImageLoaded=C:\Windows\System32\ntdIl.dll
7 Image loaded Image=%HTTPS Beacon File%, Imagel.oaded=C:\Windows\System32\KERNEL32.DLL
7 Image loaded (A=)
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike {18 BfX| 2ot ¢4
O|HIE ID OHIE 9 L&
7 Image loaded Image=%HTTPS Beacon File%, ImagelL.oaded=C:\Windows\System32\ncryptsslp.dll
17 Pipe Created PipeName=\MSSE—*-server, Image=%HTTPS Beacon File%
18 Pipe Connected PipeName=\MSSE-*-server, Image=%HTTPS Beacon File%

TargetObject=HKU\*\Software\Microsoft\Windows\CurrentVersion\Internet

13 Registry — Value set i ]
Settings\ZoneMap\UNCAsIntranet, Details=DWORD (0x00000000)
) TargetObject=HKU\*\Software\Microsoft\Windows\CurrentVersion\Internet
13 Registry — Value set i .
Settings\ZoneMap\AutoDetect, Details=DWORD (0x00000000)
12 Registry — CreateKey (A2
12 Registry — CreateKey TargetObject=*\EnterpriseCertificates\Trust\CRLs
12 Registry — CreateKey TargetObject=*\EnterpriseCertificates\Trust\CTLs
7 Image loaded Image=%HTTPS Beacon File%, Imagel.oaded=C:\Windows\System32\ntdIl.dll
7 Image loaded Image=%HTTPS Beacon File%, ImageL.oaded=C:\Windows\System32\KERNEL32.DLL

2) 9Z(Connect)

‘Connect HHE2 TCP TZEZOAMTE AI2SH= HAloZ oE HAHS

HEZ HERI7t HEE OHET}

ofm

off TCP BeaconZ} Link =& A|, TCP

L HSUCY.

[B 13] TCP ZE=Z HAE HEQI HZ OME

O|HIE ID OHIE L W&
) Image=%Parent Beacon File%, Sourcelp=%Parent Host IP%, SourcePort=%N%,
3 Network connection o L L
Destinationlp=%TCP Host IP%, DestinationPort=443, DestinationPortName=https
) Image=%Parent Beacon File%, Sourcelp=%Parent Host IP%, SourcePort=%N+1%,
3 Network connection o o
Destinationlp=%TCP Host IP%, DestinationPort=%TCP Port%
) Image=%Parent Beacon File%, Sourcelp=%Parent Host IP%, SourcePort=%N+2%,
3 Network connection o L o
Destinationlp=%TCP Host IP%, DestinationPort=443, DestinationPortName=https
. Image=%TCP Beacon File%, Sourcelp=%TCP Host IP%, SourcePort=%N%,
3 Network connection

Destinationlp=%Parent Host IP%, DestinationPort=%TCP Port%
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥I& EX| ot A7

3) Y&(Link)
‘Link HH2 SMB ZZEZ0|AM0t Af25k= BIAI0|Ct E41 A|, Parent Beacon SAE?} SMB Beacon SAE(Child

Process)’t 712511, 2 SAE Ez AJAHI0| H7[= SX0| =0t

Client

Firewall

Parent Process Child Process

8,

Team Server

@900
’2‘5. .

® /1'46, Child Process
— o- ©,

E)

» ST
.. % —
®

Listener

O Child Process
O Q— Beacon HTTP(S) ——

[O2Z 10] SMB Beacon SZt HiAl

SMB Beacon SAE(Child Process)AA= ‘link’ HEHS Eoif SMB Beacont Link & A|, System ZZMAGIA

Beacon A&l ZA| MMEl Pipedi| HZ5t1 Parent Beacon IP2t SMB(445) EZ LEQT HZ OHIET} SHAMCE

tR
ro
wn
<
o
o
D

Q

Q

o

=}

=}
ol
12
ol
ro
X
ool

goz HERA 220 4=, HEHT 3] Al \\\IPCSH EZdk=

H 14] SMB Beacon(Child Process) — Pipe ¢1Z & Parent Beacon IP2} SMB(445) ZEZ9| L EQF ¢Z4 OHE

OMIE ID OMHIE ¥ L&
18 Pipe Connected PipeName=\msagent_88, Image=System
) Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N%, Destinationlp=%Host IP%,
3 Network connection o o ]
DestinationPort=445, DestinationPortName=microsoft—ds
. Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N+1%, Destinationlp=%Host
3 Network connection o o .
IP%, DestinationPort=445, DestinationPortName=microsoft—ds
i Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N+2%, Destinationlp=%Host
3 Network connection o o )
IP%, DestinationPort=445, DestinationPortName=microsoft—ds
. Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N+3%, Destinationlp=%Host
3 Network connection

IP%, DestinationPort=445, DestinationPortName=microsoft—ds
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@ PLAIN3IT Cobalt Strike Out, SAE 7|¥t29| Cobalt Strike I3 EX| gor A7

[E 15] SMB Beacon(Child Process) - HEQ3 212 48 5 HEQ3I 22 74X = OHIE

O|#IE ID OHIE R¥ LHE

TargetUserName=Administrator, TargetLogonld=4576956, LogonType=3,
4624 HEQ= 202 LogonProcessName=NtLmSsp , AuthenticationPackageName=NTLM, IpAddress=%Parent
Host IP%, IpPort=%N%

SubjectUserName=Administrator, SubjectLogonld=4576956, ObjectType=File,
5140 HIEQE 29 7HMl B2 | IpAddress=%Parent Host IP%, IpPort=%N%, ShareName=\\*\IPC$, SharelLocalPath=,
AccessMask=1, AccessList=%%4416

Parent Beacon SAEW A= Parent Beacon Z2M|A0A Team Server?t HERT HZ O|HIET} LHAHSHLT

[E 16] Parent Process — Team Server2}Q| HEQ3 HZA OHIE

OHIE ID OHIE R LHE

=

Image=%Parent Beacon File%, Sourcelp=%Parent Host IP%, SourcePort=%N%,
Destinationlp=%Team Server IP%, DestinationPort=443, DestinationPortName=HTTPS

3 Network connection

Image=%Parent Beacon File%, Sourcelp=%Parent Host IP%, SourcePort=%N+1%,
Destinationlp=%Team Server IP%, DestinationPort=443, DestinationPortName=HTTPS

3 Network connection

4) Beacon F7|X Sl

Beacon2 Edl Z7|HM0l EAIS 48032 [, SMBE XSt BE DZEZN 2t DZEZO| TEZ FJ|H0|

HEXI ¢Z OMIEI UMsk= IEO| SRIL|UCH SMBL| A2, F7I1HQl SAl YoM HIERT HA OHIETL
LYK BIUT.

H 17] Listener Z2EZ Q30| 2 Beacon F7|X £l 0|HIEQ| XI0|H

OZES 12 OMIE S Y

HTTP Beacon ZZM|ANM Team Server?t HTTP(B0) ZEZ F7|HQI HERF HZ OHIE

HTTP HEYT o1 (€0) T it
A (O], HIEYT HE F7|= M= sleep 240 L2t CHS)
HTTPS Beacon Z2MAMA Team Server?t HTTPS@43) ZEZ F7|X0| HEQF HA

HTTPS HEST ¢z 443) B s
OMIE 2 (O|m, HIEYZ HZE F7|= EHE sleep 0l U2t CHE)

SMB - HIERT HZ O[HIET} 25K ets
TCP B S HZANZI P B OZ2NANM T QF F7|MoI HEQ=

TP HEYT ot CP Beacon2 ¢1ZA|7! Parent Beacon JANIM Team Server?t 7| 1ES
¢ O|HIE 24 (0|, HIERZ HE F7|= HHE sleep 2401 [t CHE)

[E 17-1] Beacon©2 F7|X SA 48 Al WMGH= O[HIE WEI(HTTPS)
o

OHIE ID OHIE S LHE

Image=%HTTPS Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%,
Destinationlp=%Team Server |P%, DestinationPort=443, DestinationPortName=https

3 Network connection
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@ PLAIN3IT

Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

5)

A S{H|(UnLink)

‘UnLink’” &2 SMB ZZESUMZ AZdk= YA0|CE oY FFS HAYE W HZ(Link)i HYE HERS
2720 iHok= Logon IDE 211 O[HIET} AL,
[E 18] HZA(Link)I At HEYI 220 5= Logon ID2 22T O[HIE
O[HIE ID OMIE R LHE
4634 HESZ 2121 TargetUserName=Administrator, TargetLogonld=4576956, LogonType=3

6) Beacon =

Beacon2 ZE}S M, T= TZEZ0|A AASH Beacon ZZMA E= OHIET} LMt S HEQIT HZA OHIET}
T Q402 WAIGI= THEIO| SHOISICY,
[E 19] Listener Z2EE {30 2 Beacon £& O[HES| XI0|H
OZEE 18 OIHE RA HH
HTTP oA E5 HTTP Beacon Z=MA = O[HIE &l S HERT HZA OHIET & H A Ll
HTTPS OZHA E2 HTTPS Beacon ZZAM|A & O[HIE M S HEQT HZ OHIET| & tH G g
SMB O2MA =2 SMB Beacon Z=ZMA = O[HIE &l S HES|F HZA O|HET & H AL Ll
TCP IZMA B2 TCP Beacon Z2MA B O[HIE Wi S HEQT HZA OHIET} & H 01 2y
[E 19-1] Beacon £2 A| YA5H= O|HIE THEI(HTTPS)
O[HIE ID OHE 9 L&
5 Process terminated Image=%HTTPS Beacon File%
) Image=%HTTPS Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%,
3 Network connection o o o
Destinationlp=%Team Server IP%, DestinationPort=443, DestinationPortName=https
) Image=%HTTPS Beacon File%, Sourcelp=%Host IP%, SourcePort=%N+1%,
3 Network connection o L -
Destinationlp=%Team Server |P%, DestinationPort=443, DestinationPortName=https
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@ PLAIN3IT Cobalt Strike Out, SAE 7|¥t29| Cobalt Strike I3 EX| gor A7

6.2.1.2. Beacon H|0|2C Q¥
Cobealt StrikeQ| Beacon H0|2== 7702 SE(HTML Application, MS Office Macro, PowerShell Script, Windows
EXE, Windows Service EXE, Windows DLL, Raw)0| ZXHSHC},

‘.} Cobalt Strike

G Strik Payloads'Attacks Site Management Reporting Help
@ Q| ﬂ | & = ML Appiication

external MS Office Macro user comp

Stager Payload Generator
Stageless Payload Generator
Windows Stager Payload
Windows Stageless Payload

Windows Stageless Generate All Payloads

[22 11] Beacon H0|ZE ¥

e AF0M= 6702 Beacon HO|2E HZ BeaconS AYMS [HO| OHIES EAMICt =2 HJAZS 25|

Fl'F

Beacon?| Listener Z2EZ=2 HTTPSZ Beacon®| S&F A2 Stageless2 ALt £A Z1} BeaconS Ao

ZH| H=Z Beacon A3t HEHO| = X}O|X0| ZXHFHCE,

[E 20] Beacon H|0|2E Q30| 2 Beacon 5419 XI0|H

Oo|2E 72 Gt At
MEXMOZ Executable, PowerShell, VBAZ} ZX5k=0|, HTML Application0|7| THZ0{ mstha.exe ZZAM|AT}
MBS 5191 DEMAR Beacon0] MHMEIC BT HEKS Stager SA WARH X5 WEO| HTTPE)
ListenerZt 444 7Fs3ICt,
Executable2 VBScript2 XHYE|0] RICH, ShellcodeE Beacon EXE MIUZ MMSH & B2 0N AldHisH
. HlTMtL_ 30| BLD ASE EXE TIUDH QA SCE AT
ICation — -
PP PowerShell2 VBScript2 EHIEI0| Q0D PowerShellS Alatsl Base642 QITTIE oMM HO|ZEZ Alatsl|
MH201| mshta.exe Z2MIAT} powershell.exe Z2MAS MM},
VBAS VBScript2 ZHJE|0] QOM, ExcelS AlsHsh OfA 1T FCSE Assl| 20| mshta.exe TEAMAT}
excel.exe Z2MAS MM
_ Microsoft Word E= Excel 2A101 X&E & U= VBA IHHAZE MM} i YEl= Stager S=F WA
M'?/l Office X257 R0, HTTP(S) ListenerZt AAM0| 7K55iCt 2M2] 1322 &25617| IR0 winword.exe, excel.exe
acro _
I2MAZ} rundli32.exe Z2MAS AHSIT}
Beacongs &&A|Z 4 U= PowerShell ScriptE HMiEotal, 32Xt PowrShell Scripts 0{EA| AabSk=710] M2t
Po‘évefsre" AMB5H= H|7F H2IEICE PowerShell Script LIS FE 2ZX0l|A Base64 EncodingZt XOR PIAS 4:3i51= He
I
e S A2 Tpssict
YICONS | Boacon® el THU(exe) MBSV THRON SR} 7H Cleset e Sof e 4 20
. Beacong A&l MA(exe)2 MISSHK|Zt S MIA0| MHIAS Sdlf MMC|0{0F YoHOZ SHISICL MH|IAS Sdf
SW'r_‘do‘éV;E ABHE|7| THE0H| service.exe T2MAT} Beacon E2MAZ MASHT, Beacon T2MAS rundii32.exe T2MAZS
ervice AOH*o'l@‘El'
YIGONS | DLL(Dynamic Link Lirary)2 A8317] 201 rundiG2.exelt DL njection 59| e SaH Aae 4 ct
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

Z} Beacon H0|2= R0 siFol= & U4l2 LSt 2L

[}

1) HTML Application
HTML Application2 =2 L4 O[HYU0| MU= A SEEIEE RELEZM Cobalt Strike| BeaconO|
AHE 4= QA 57| IaH AFRSIC). sHE HO|2== HTTP(S) ListenerZt 2440| 7ksotal, 37H2] Method(Executable,

PowerShell, VBA)Z Eaff M&Fat 4= QICt

B =L application Attack - O *

This package generates an HTML application that run -
1 ¥

Listener: | | =l

Metnod:  [Executable - ]
PowersShell
VBA

[Z& 12] HTML Application S8

Executable2 VBScript2 ZMME|0] UCH, Beacon ShellcodeE EXE MYUZ AN

o

ro

F, WHIIRE0N AT
AlSHO| BLIH MMEl EXE Dfut QA 20E MKISICE PowerShell2 VBScript2 XHYE|0] /9, PowerShellS
AlSHoH Base64 QITEE M H0|Z2ES AMSITt VBA= VBScript2 &0 UOM, ExcelS Ao ot 32
FEE AHSHL HTTP Application R32| Beacon0| AMEHE|US M 37H2| HIAE P& mshta.exe Z=MAT} AAE
3, ofd DZZHAZE Salf 2t HAENAM E2stk= Z2MA(rundli32.exe, powershell.exe, excel.exe)?t F7I2

Y GE[= THEO| HRIZ|UCY,

[E 21] HTML Application Beacon &3 A|, Method & &4 O[HIE X}{0|H
= OHIE R a4
Executable mshta.exe ZEMAE Salf QIX} 20| EXHGHA| S4= rundli32.exe ZE=A|A MM
mshta.exe ZEMAE Sdli powershell.exe ZEMAT} ML,
PowerShell

Process Create powershell.exeZ Eaf QITLE Ho|ZEZ Als

mshta.exe ZZAM|A S AlGHSH S

excel.exe Z2MAT} svchost.exe ZEMAZ E5H AN

VBA
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

I 21-1] Executable MethodZ M=l Beacon A&l A| &gt TZMA MM OHIE

OMIE ID OMIE RY LHE
Image=C:\Windows\SysWOW64\mshta.exe,

1 Process Create o, i . o .
CommandLine="C:\Windows\SysWOW64\mshta.exe" %HTML Application Beacon File%
Image=C:\Windows\System32\rundll32.exe,

1 Process Create CommandLine=C:\Windows\System32\rundli32.exe,
Parentimage=C:\Windows\SysWOW64\mshta.exe

[E 21-2] PowerShell MethodZ MM El Beacon Adl A| Eiiots TZA|A MM OHE
OMIE ID OMIE Y LHE
Image=C:\Windows\SysWOW64\mshta.exe,

1 Process Create o i . o )
CommandLine="C:\Windows\SysWOW64\mshta.exe" %HTML Application Beacon File%
Image=C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe,
CommandLine="C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" —nop ~w

1 Process Create ) )
hidden —encodedcommand %Encoding Code%,
Parentimage=C:\Windows\SysWOW64\mshta.exe

[E 21-3] VBA MethodZ M= Beacon A8 A| LMot= TZAA MM O[HE
OMIE ID OMIE RY LIS

Process Create

Image=C:\Windows\SysWOW64\mshta.exe,
CommandLine="C:\Windows\SysWOW64\mshta.exe" %HTML Application Beacon File%

Process Create

Image=C:\Program Files\Microsoft Office\root\Office 16\EXCEL.EXE,
CommandLine="C:\Program Files\Microsoft Office\Root\Office 16\EXCEL.EXE" /automation -
Embedding, Parentimage=C:\Windows\System32\svchost.exe,
ParentCommandLine=C:\Windows\system32\svchost.exe —k DcomLaunch —p
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike Y& EtX| &ot A7

2) MS Office Macro

MS Office Macro= Microsoft Word = Microsoft Excel 2A10] L&HE 1T 2E MA6k= H0|2E Q02 F2
oA O|H|dof| MEMRIZ MEE|0] ARRXZF Il3 22 6123 Cobalt Strike@| BeaconO| AGHE! 4= QA 517| Lok
ArESITt oY YElil= Stager S2F LAITE X527 | R0, HTTP(S) ListenerZt 40| 7+S3ICE MS Office Macro

9| Beacon0| AAYEZIUS W, UHEA=E HRloh= OHSZAIOIEN 2t WINWORD.EXE HE= EXCEL.EXE

1=_=Io)

SNATL MMEICE oY TZMAZL rundll32.exe TEMAS MMSH & XAQ| TZMAE sl rundl32.exel|

Holl HA AEE Ydoks A2 2RI

[E 22] MS Office MacroZ M=l Beacon &3 A| 2Hist= O|HIE

O|#IE ID Ol

m

0

& Le

Image=C:\Program Files\Microsoft Office\root\Office 16\WINWORD.EXE,
1 Process Create CommandLine="C:\Program Files\Microsoft Office\Root\Office 16\WINWORD.EXE" /n
%MS Office Macro Beacon File% /o "

Image=C:\Windows\SysWOW864\rundll32.exe,
CommandLine=C:\Windows\SysWOW®64\rundli32.exe,

1 Process Create Parentimage=C:\Program Files\Microsoft Office\root\Office 16\WINWORD.EXE,
ParentCommandLine="C:\Program Files\Microsoft Office\Root\Office 16\WINWORD.EXE" /n
%MS Office Macro Beacon File% /o "

Sourcelmage=C:\Program Files\Microsoft Office\Root\Office16\WINWORD.EXE,
Targetlmage=C:\Windows\SysWOW64\rundli32.exe,

GrantedAccess=2097151,

CallTrace=C:\Windows\SYSTEM32\ntdll.dIl+a2044 ~

10 Process accessed

Sourcelmage=C:\Program Files\Microsoft Office\root\Office 16\WINWORD.EXE,
8 CreateRemoteTread Targetimage=C:\Windows\SysWOW64\rundll32.exe,
StartAddress=%Random%, StartModule=-, StartFunction=—

3) PowerShell Script

PowerShell 322 Sofl A|IAY BFE AT Adoke HO|2E FACE, SZX= PowerShellS 0[8dl C2 M2t
SiE Ad86L FIF HO|2EE H2=EsH| flof ARZSHt. PowerShell Script LWE ZE= X0 Base64
Encodingt XOR GAtE 235t M2 Sall AE 7+s0lCt. PowerShell Script 9342| Beacon0| AE|AS [,
powershell.exe TZMATL MHZMA PowerShell Script ™EHS| BeaconO| AZYEIC Al W0y M2t 222

DENAE HEEE= THEO| 2HRI=|ACL,

T 23] PowerShell Script2 A%l Beacon A3 A| &A= TZAMA A OHIE

O|#IE ID OMIE 7Y LHE

Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
1 Process Create

CommandLine=powershell %PowerShell Script Beacon File%

_32_



@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike {8 EX| gfot AL

4) Windows EXE
Ald M SEf(exe)?| HO|ZE RHUCZ, A|AHIA ZH ASHHOF St SHY HO|R2E QTS JZAXPF 71
CIUSH HitHS E5H AMalst £~ QICt Windows EXE 939| Beacon0| ASHE|AS [, Windows EXE SEHS| Beacon

OENA7F WSEL. 2l Ho| Ot 82 Z2MA= HEE= IEO0| SfR1Z|UC

rl
J

[E 24] Windows EXEEZ MXM= Beacon A3 A| 2Mst= TZMHA MM OHIE
E

O|#IE ID OMIE 7Y LHE

1 Process Create Image=%Windows EXE Beacon File%, CommandLine=%Windows EXE Beacon File%

5) Windows Service EXE

Al
=

o2

I FE(exe)Q HOIZE RYCE, ZEXNOE MMtz SHEX| 21 MH|IAS Salf HAoH0F FoEo=

SEBICE Windows Service EXE 32| BeaconO| &[S I, services.exe Z2ENAE Solf Windows Service
SE{O| Beacon ZEMAZ} MM Beacon ZEMAT} QIX}t 20| ZXHSHK| %= rundli32.exe ZEMAZS MAISH 5|
S=ok= IHEO0| SRIEULCY,

[E 25] Windows Service EXEZ M=l Beacon A3 Al

=
O|#IE ID OHIE 7Y LS

Image=%Windows Service EXE Beacon File%,
1 Process Create i )
Parentlmage=C:\Windows\System32\services.exe

Image=C:\Windows\System32\rundll32.exe,
1 Process Create CommandLine=C:\Windows\System32\rundll32.exe,
Parentimage=%Windows Service EXE Beacon File%

5 Process terminated Image=%Windows Service EXE Beacon File%

6) Windows DLL
EMOZ SEol= 20|22{2| IIAU(DLL) HEfQ| HO|ZE R3OZ ZZX= F&E TZMA QIMM(Process Injction)
ZAS S5l E25It Windows DLL S819| Beacon0| ME S M, rundli32.exe Z2M|IAT} Windows DLL SERQ]

Beacon = M|AT} MMEICE

I 26] Windows DLLZ M% Beacon &3 A| 2fM5t= OJHIE

O|#IE ID OMIE 7Y LHE

Image=C:\Windows\System32\rundll32.exe,
CommandLine=rundll32 %Windows DLL Beacon File%,Start

1 Process Create
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

6.2.1.3. Beacon H0|2E FZ} HiA

Beacon HO|2E= & 27}X| WAl(Stager, Stageless)Z2 SAISICE ofE AAMAME 271X SXEH 9Al9] Beacon
HO|ZEE 4AAMS el OMIEES ZEAMUCE 2 ¢7E 2l Beacon?l Listener ZEEZEZ2 HTIPSE

BeaconIi|0|2E A2 Windows EXEZ HEUCt SEF A2 Stageless= AL 24 Z1t Beacon0| AdlEl=

IFH0IN HIERT HE O[HIES| T S=0|A X017} EXHACL.

[E 27] Beacon HO|Z2E S WA0f| 2 Beacon S412| XI0|H

=x 7 AT 2

Q& Team Server0fiA Beacon CIO|HE CH2ZE= O HIZ2] HOM Aok HE0 WEXI A2 OHIEI} +
Stager HOYSIE 01243 S SH2= HTTR(ES) Listener HEHZF 0| 7kSSHt. 8L BeaconOf &A| CiO[E{7}
ZXHSHA| 2471 Wh=0il 19 ~ 20KBL| iR 22 F7|2 T UL,

Beacon LHS0i CIO|E{7t ZEHE|0] AHEHE|7| MZ0H| IEYT HZ O[HIET} oF HHOF SHHSICE 2IF Team Server2t
Stageless s QUL Gl7] W20 2= Listener HEHO|A] 40| 7HsoICt. ESF, BeaconOil &K HIOIEZ7H ZXHst7| T
300 ~ 400KBQ| Stager HAIHLCH 2 F7|2 FME[0] QUL

2t Beacon HOIZE S+ HAl0f Sioks A% WAlS TS} 2t

1) Stager

Stager Beacon2 M|Z2[0]| 22 F=E HX ZESt §, HEYIE Sl 2st HO|2EE CIREESHE WACZ

[L o

S, A2 F7I|2 XIS 2lfotdl, AFE SAENA 2F HO|ZES 7h4et A-USIC Ofie Y492 Qlo

y - O~
HTTP(S) Listenerdi| ATt A4AM0| 7155111, 37H2| Beacon & (Windows EXE, Windows Service, DLL)O 28t A4A0|
7tS0lCt. Stager HA19| Beacon0| AEIAUZS [, Beacon ZZM|AN| Beacon= Adlst £ HERT HA O[HIETL &

—_

H ALK 2 ok= MEO| SRULFACH SourcePort7h 14 S7HACL.

[E 28] Stager Y419] Beacon &3l A| LMst= HERT AZ OHE
OHIE ID OMIE RY L&
. Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%, Destinationlp=%Team
3 Network connection
Server IP%, DestinationPort=443, DestinationPortName=https
) Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N+1%, Destinationlp=%Team
3 Network connection

Server IP%, DestinationPort=443, DestinationPortName=https
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@ PLAIN3IT Cobalt Strike Out, BAE 7|4t9| Cobalt Strike S8 EfX| giot o1

o

2) Stageless

Stageless Beacon2 ZE HZH0{Q} 7|52 Zlot XSt HO|ZER, XMSEE S0 AMEIC Q. MRt =7t

St 80| BA 2 Jhsall HEA SAS AR 4 Uts FHO| AC. HOo=Z=7F of Holl HSE7| W20

A - oo A [
HEAI0MC] 7} E2fES Z0|4 BX| 7582 RE + UM 0l=et YAC= Qlslf 2= Listener YEHZ 4H0|

7bsotal, 5712 Beacon & (PowerShell, Windows EXE, Windows Service EXE, DLL, Raw)22 2440]| 7+solCt.
Stageless WA19| Beacon0| HAEAUS [, Beacon ZZM|AO|A Beacons 2&lst & HERT HZ OHIET} St

HIH Lok= TEIO| HQIE|RAC.

[E 29] Stageless H419| Beacon A

o2

Al Zols HIEXS HZE OHE

O[IE ID OHIE LS

Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%, Destinationlp=%Team
Server IP%, DestinationPort=443, DestinationPortName=https

3 Network connection
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Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

@ PLAIN3IT

6.2.2. 712 X 7|5 EX 24

Cobalt Strike HH 4.9.15 71222 7|=Z0Z HISEl= 2 98710|H, Tiefot ME0M SZ0| 7KsolCt. 1EstE

&4 7lgE s™ol| floiM= Aggressor Scripts AREoHOF St UEFEQI FSHALLOIM 0| EEE= 7|82 7|12

H=S Sol 320 #d 7kS0oICh. Cobalt StrikeQ| CHEES| 7|50 M| LHOAM SEoE| M2, 712 23

AYUe== FHO 4 XS MEo| =2 AVt EXfettt. = A+0A= Cobalt StrkeM|A 7|22 X|Eok=

2
g_y
rjol
it
Hr
1z

THS Y Aol 2t THO| A|AH0 H7 1= EMS EAUCH, Cobalt StrikeQ| SE YAIS 7|tk

HorS H2A5H| floi F7t 20 HH0| MEE AAH(Sysmon 271, ZAERD)M 7|2 27 HF0| MEE AAHOM
ZZt 987He| HHOUE ALY
Victim
Team Server A
: Beacon =
T
Client —- 2 22 X
= (A|AE OFE|HE)
Listener
: Beacon s 4
O Q Victim
Fh 24 48
(Sysmon+ZHAL21)
(2% 13] 712 XY 715 BN HAE 87 PHE
1) F7t 21 8% A
e RE OHIESS

SysmonZ1 SH2 AAHOIA Cobalt Strike?} SAHE To] HEITH OIE[UES Siolat| $lah BRIE
2YIES MFHOH, AN 21 FTOIEUTISANN Hols 21 Y J0IS@EHEN B 21 4% L)
J|EOR MHCY, ORY BE £Vt 22S MHF 21 B=2O0[C,

H30] 21 7} MY =2

2142 AN 2] =58
S Process Create, NetworkConnect, ProcessTerminate, DriverLoad, ImagelLoad, CreateRemoteThread,
smon
4 ProcessAccess, FileCreate, RegistryEvent, PipeEvent, WmiEvent, FileDelete, ProcessTampering
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@ PLAIN3IT Cobalt Strike Out, BAE 7[Ht9| Cobalt Strike $/3! EtX| gfor o1

ERE gy 2] ==

AE 22 (R4 3 |24 AL 7[EH AE 22 OIE ZAD,
A 2| (ERE ALY 22l AL AR A B2| ZAD

Mist F=5 (Z2MA 2HS7| ZiAL RPC OJHIE ZHAT)

EIR/2IQD (T ZAL 22 AL 7[Ef 2112/2128 OMIE ZAL S 2112 ZA
THR| HMIA (T ST ZAY, 7IEH HA| M A OHIE ZIAL)

AJAEY (S22F B 5 ZAD

KN

2) 712 Xd 715 2R

Cobalt StrikeOllAf 71202 HiBste 9870l HS 4ol 7152 B2 Tis3t &S JIEOR 127H9] Y202
ERUCH, 2t 7|0 thet 7HE11=|= Of2Het 2Tt
H 31] 71202 Xfots BY 812 2E
HS =R EInE] ol
1| Beacon A0 ¥ 2] Beacon0| C2 AlH{2t SMats Wittt $ES Hofek= BHOZ 74
2 | ZEAA Hof S AIABI] TRHAS A, MY, BB EE OIHME 4 = YYOR 7Y
3| I CRER XY CifAS AIABIO] THl ARG BA5HT Rt B0 7
4 | HEY M 0l iR AIABIS] IEQIT HE 4T U LIET U 0SS 235k HHOS 7Y
5| A4S W TN AY | O AAHOIN BES SBAPIZILE 915 HE(F2RAS 2YGK ABES BHoR 2
6 | AISK 25 BUER i AIABIO AISXIO| 258 BLERIGH: BZ0i2 74
N I Beaconlt C2 Afef Z19] SHI0) NSl HOIE! 58 £, S A 420l
Argsls gzoR 1y
8 | Ty Y AIYE MY CifAS AIARIOIA Qlojo] BRS MaEhiLE ATRES 2Cals O AISEE o2 74
9 | UEY3 Ealy £5 U 98| | Beacong Saf HIEYT EALS FNGH P35l HYOR 7Y
10 | Clb % R Beacon®| A1 AEHS Iietsf7ILt Ze 591 HHOIS H2Ysks Ol ASEE HHOR 7Y
1| ARE B 47 i AIARIO| MEHS Tiotatn 57t B0l LRst S 23K O ARE= HHo=E 2
12 | ae g Ao j’i ini ;_;g ;E:gom HXIAERIS KA NAHO| HHS HOfts o
g5/ FYOR 7Y
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@ PLAIN3IT

2F Y FHEIAI2| B2 oSk E

oo /T O
[H 32] &Y 7lH22|E 7|2 X|@ BE 55
HS THH 7|12 HHO| AH
1 checkin BeaconO| Sleep AlZ+S CH7[GHX] 411 HA| Team Server?t St
2 link SMB Beacon2 HZ511 HO{HE si=
3 mode dns DNS Beacon?| CI[0|E] X{22 DNS AZ &Y
Beacon
4 mode dns—txt DNS Beacon?| L[O|E] X222 DNS TXTZ AH
Mo 3 22
5 mode dns6 DNS Beacon?| H|0|E{ X{ES DNS AAAAR A
6 sleep Beaconzt Team Server S41 7| &4
7 unlink SMB BeaconO| HZE MM S|
O2MA et ES0M HZ2| A2 &6l
8 argue .
Al IO D= MAS| HHE Q5 AR
Z2A BZI01M Microsoft DLLO] Ofdl
9 blockdlls SiAda
DLLZ RIHf5h= HIO|HE| ME S 2Hdst/H|2dst
10 dllinject LA T2 M AN Reflective DLL I Q|
11 dllload X|&st ¥24 T2 MA| LoadLibrary &5 ol DLL 2E
12 inject CHAF T2M|AO| Beacon HIO|Z2E 2|
; X5t IS A =
13 makA T kill A Het Z2MA S=
14 ppid BeaconOf|A] Alélot= Z2MAC| £ T2 MA XY
15 process_browser CHAF AJAEIO| Process Browser B AlGY
16 ps CHAL A|AEIO| I2HA B2 £
7 psinject CHAF TEAMIAO] NET BIEIUS ZQI6H Moy 32y Als
18 shininject CHAF Z2MIAG| ShellCodeE FRIoH AlaH
19 shspawn CHA DZ2M|AE AEHSIT ShellCodeE FI6H Al
20 cd Beacon T2XM|AQ| Xt C|IE|Z| M2t
ol gl
Ab A|AEI LHEO| IOl X|&ME| A =]
21 Cl2Efa] &fof cp CHAN AJAE! LHEO| milS X|HE AZE 2}
22 download CHAN AJABIO| TS Team Server0l| CHRZE
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike Y& ErX| B0t o

S TE 72 B0 29
23 drives Chal AARIS| E2O|E 55 &Y
24 file_browser M 2 CIHE2|E 7IE2E File Browser B A3
25 Is ClAEZ e MY 3 20 25 &9
26 el g mkdir Chad AARI0 ClE2] ZHd
CI2Ed] 2
27 mv CH&S AAR LHRO| MUS XIFE HEE 0l
28 rm Chad AAE] LHRO| M 3 CIE2] ALK
29 timestomp Chad MUO| MM, ~d, H2 AlZtS APt Mt SUsHA| HE
30 upload SAR AARIO| DIUS iy A|AROZ HZE
3 XIEot AAS 20! YAIS ArZal A CH0H Ml -
1 jum
Jump QIAE 29l HEAL: psexec, psexect4, psexec_psh, winrm, winrm64)
32 net HEQS Y SAE FHE 2EGH= O AEE £ U= net BHO AR
T2 A0 Portscan =72 F26
33 portscan
HEQZ0| gai U= MH|A ZE AJ|E
XIHot AAS 20! YAS ALSal A ol T A
34 HEQ3 remote-exec -
(YA ZZl HFAL psexec, winrm, wmi)
M 20l
EY ZEEZ g1 oY ZER S0{Q& ETE MYol=
35 rportfwd
2|HA HE QI MY
36 rportfwd_local Egfjmls S20|HES Sal| Mol 2|HA HE It MY
37 ssh SSH Ml H-S ARZol SSH M e
38 ssh-key SSH Ml 712 AtEal SSH M4 2
39 chromedump MimikatzS &2l Google Chromedf| XZE XIASH &=
Mimikatz2 &3l AD Domain Controller0{|Af
40 dcsync R,
SOOI AKX NTLM HILHHS SHA| &S
XIEot AAS 20! HAS ALBal Hot 45 A=
41 st At gl elevate =
(YAEZQI 2 sve-exe, uac—token—duplication)
F2HE H
42 getprivs Cied AIARIOIM AL 7FST HEt 55 =5
43 getsystem Beacon2| MM #SHS SYSTEMOZ A5
44 hashdump XIEE Z2MAN hashdump =TS FRI6H AES2| NTLM GiA| &=
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@ PLAINSIT Cobalt Strike Out, SAE 7[H9] Cobalt Strike {18 EAI Y A7

HS THH FE| 12 HHO| 49
Kerberos CCache OIS AtEdH AtH BHE 2
45 kerberos_ccache_use - -
(CCache TYUS Edl i X124 ZHOZ Kerberos E|S UZHI0t AFR)
. CHAF AJABIOIA 2E Kerberos E|Z AMF|
46 kerberos_ticket_purge - _ ° o _ L
(129| EZlg HE[5tHLE MER EjZig UFH7| I3t FH| 7ts)
, XIHE Kerberos E|IZIS ALE3H M0 Q1B
47 kerberos_ticket_use ; _
(EINS ZIFMo= MIMoi| MEah SM MMES s ESIC| HsteZ MY Tt5)
48 logonpasswords MimikatzZ O|2al] A|AHIO| HZ XtzA=HIE NTLM aiA| &S
ot oS 3
49 Fe[HA make_token S MEAt A4 SHO=Z MNA EF 24
50 mimikatz LHEE|0] Y= Mimikatz HEO| AL
51 pth MimikatzE 0|23 AF2AL Het2 ARGH= Pass-The—-Hash &4 4=
SIXf ZEMATLARE S YA AMA EZS
52 rev2self _
22 AFRAt HMA ESOZ Tt
53 steal_token CHal T2MHAQ[ HMA EZ EF
54 clipboard CHefel BIAE SEHEO| LIZS &=
55 desktop CHAL A|AEI VNC MHE FU5HD HZA
56 AEX} B keylogger et AJARIOIN 7] 2123S 7|S3H H|O|E{H|O| A0 K%
2L . o == -
57 printscreen PrintScr HAlS Solf CHa A|ARIS| HY AF2IAF £
58 screenshot LA T2 M AN ScreenShot =15 FIol AT AN &3
59 screenwatch CHAH T2 MIAO| ScreenWatch =TS FRIH F7|XO2 AFRIAF £
60 connect Beacon TCPO{| GiZ&al MO HS &5
61 covertvpn CHar AR Covert VPN HYZE S Al5H
Beacon 24| I(BOF, Beacon Object File)t
62 data—store
NET O{Ml=2|E Beacon?| HIZ2[0f X%
63 S socks SOCKS MHZ AZf5f Beacon0| ESLS TEZA3 & Y2 MY
ooy 2Sst
x86 L= x64 O [HIM2] MER Z=MAE MM XIHE 2|AHE 2[6t
64 spawn
Shell Code
EY AEA AFe Xt ZH(HQ!, ALSXL, 0|, HIYHS)S AtSdl
65 spawnas N
0|2 AlgY
66 spawnto BeaconO| Shell CodeE Fg Z=MA X|H
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike & EfX| tt0

HS HH JE| 12 HHO| AH
67 spawnu XH= TZ2MA IDPID)E £2 TZ2MAZ A6l MZ2 MM A4M
68 N spunnel 00|ME(Agent)S AZE(spawn)oldl 2|HA TE QT E{E MM
OO &¥s3 _
69 18 =2 spunnel_local OIOFE(Agent)S W5t 2|HA ZE 2l 4
70 token—store OZMAL| HMA EZZ S| MEAN| XE
71 execute £ glo] HI2IR2E0M 2SS A
72 execute—assembly CHAS AJARIOIA NET OfdlE2| Al
73 inline—execute CHAF A|AEIOIM Beacon ZHA| IU(BOF) Al3H
i NET 2{0|E2{2|2} OS2 ALS3H
74 powerpick N
PowerShell Z2A|A Q10| M H2A0| AlsY
75 powershell PowerShell Z2MAZS E5 HZI0{ Al3Y
e At 4] IE Al
— AE AJelE Sl
76 ATRIE Al powershell-import CHAF AJAEL| PowerShell ATZIE AlGH
77 run CMD Z=2MA 80| Win32 APl S£8 A5l OS HZ0{ Al
78 runas CIE AFSAL AHoE D273 Al
79 runasadmin BeaconO| A3l SO ALAt MMM EX HES H2|At HeteE 4
OZMA M3l A|, CH2 = 0]0] A8 59 T2NAQ| B TZAAS
80 runu
K|l At
81 shell Windows H& ZTEOE(CMD)E Aol HIIO AlsH
HESRS E2id . E I | Ad
82 a3t @ o3 browserpivot XYE Z2A 2f2X O
83 ! O|H0f| AolE HHOE CIA| A
84 cancel SIXff 2l =01 M CIREES FA
85 clear Beacon?| HHO CH7|E X2
86 Ol 2 = downloads SIxf Tlgl 01 MY CREE 55 =4
87 exit Beacon MA(IZZMA) Z2
88 help 10101 CHSH =22 =2
89 history SR MMOA UEdst HHO| S|IAER| 55 &Y
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@ PLAIN3IT Cobalt Strike Out, SAE 7|H9| Cobalt Strike I8 BA| 4t &7

S HH FHED2] TEY 29

20 jobkill X|&siM =3 S21 Beacon & SX|

91 jobs X|&siM =3 SQ1 Beacon & 55 &8

92 note BeaconOi| M| 2

3 setenv Beacon LHR2| 2t4 4 MY

%4 syscall-method AAE SF SIS A AV 2 EDR EX| 23]

95 windows_error_code | Windows 0fl2{ Z& HS0|| Cist MH &3

96 getuid ST MMt HZEE A H(Hostname/Username) £

PNES=T
97 pwd Beacon?| SiXlf &I ClHER| £
% Al reg CHAF AlABIO| HRIAER| HE &2
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|8t2| Cobalt Strike #18 EX| et A7
3) 712 X# Jls ¥ BX 24 Fit
Z 39712] HHOIM Cobalt Strike AFZ1F #EE =X0| SRIZIUCH, FH 71|12 E S40| YAE FH2 O3
2Lt
[H 33] 7|2 K& ¥ 7HH 122 8 SX0| &QIE FHO ==
a3 FiH12 30
Beacon H|0] & 22| link
T2MA HOf dllinject, dllload, inject, psinject, shinject, shspawn
o 3 CIE2] 2 SM0| 2oIE B o=
HERT & 2 0|5 jump, net, portscan, remote—exec
Tt A5 H F2HE T chromedump, decsync, elevate, hashdump, logonpasswords, mimikatz, pth
AMNEX EE ZLEHE desktop, keylogger, printscreen, screenshot, screenwatch
S 2 G0 ¢S covertvpn, socks, spawn, spawnas, spawnu, spunnel, spunnel_local
HE 3 ATEE Al esecute, execute—assembly, powerpick, powershell, powershell-import, runas, runu, shell
HERS ET =% 2 23] browserpivot
B PAR I SH0| 2RIE BE o=
AAR FH +F SH0| E0IE B o=
AAR 2HF X0} =SX0| ERIE BE gZ
T 72 = SX0| lE FHO| Ciet oM WE= dF2lgt A0|C;. &X0| 2
SIX| WOIOR BB 4 Qi OMIES WZMOR HAICE

SZ2E BARICH, SM U8 &
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@ PLAIN3IT Cobalt Strike Out, SAE 7|H9| Cobalt Strike I8 BA| 4t &7

6.2.2.1. Beacon H|0f & 22|

Cobalt Strike®M X|&5k= 7|2 7Is & Beacon M|0f & 22|0f Zatz|= HH2 77H0|MH, 0| & Cobalt StrikeE
¥

(¢}

= 50| E0IE

=

Z2 17HO|Ct,

o

rr
rlob

S5t 9|z Sxet

A
=2 T

dm
b4

=

[H 34] Beacon M0 3 22| 7iH| 12| HE H =X EX 6{F
HS FHO A|AH] OIE|HE LY EX FLEEE 2O W EX
1 checkin EMGHK| 22 EMGHK| =
2 link Volatile, EventlLog Sysmon Event
3 mode dns ZEXSHK| P43 ZEMGHX| =
4 mode dns—txt ZEXGHK| P43 ZEMGHX| =
5 mode dns6 ZEX{otX| =2 EMotX| =
6 sleep EXHSH| = EXHoH| =
7 unlink EXHSH| A= EXSH| A2
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

MN

T H= 20IE X0 et 82 T3t 2Tt

s

rjob

1) link

o 71 4H™ 21 (Sysmon Event)
SMB Beacon2 HZ5t7| 2lal link HENHE ALE5HH System ZZA|AJF SMB BeaconO| ASHHS [If AMAHE

S5t CHAH(Parent Host)0ll SMB(445) HIEQIT HZ OHIET} HHMSIt Cobalt

Pipelf| H1Z3IC}. O|F link BEE
StrikeOlA] SMB Listeners AA51H Pipe Name?Ql 7|2 Zf2 \msagent 88’2 MHE|0] AU2H, S Pipe Name2
o= +H 7hsoltt.

H 35] link B3 M0 2 Sysmon O[HIE Z7 IHH

O|#IE ID OHIE R LS

18 Pipe Connected PipeName=\msagent_88, Image=System

Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N%, Destinationlp=%Host IP%,

3 Network connection o o i
DestinationPort=445, DestinationPortName=microsoft—ds

o AJAH! OIEIHE (EventlLog)
5t CHA(Parent Host)0| SMB ZEZ HZ0| 3= CHAKChild

mufn

OMIE Z0|M= link BHS Sdli SMB
, HERIF 3% HAHN\\IPCE) UM|ATH OJHIETL SQIECE. Parent

ro
ol

Host)d| HIEQ|T 2125 O[HIET} Al

Host@t Child Host’t SMB ZE=Z HAZE JEOIM FFS dols 42, BE= Al2H0M H= 2XH2 2RI

CEUL.
[E 36] link B M| ME OJHE 27 IE(Security.evtx)
OMIE D OMIE R LS

TargetUserName= %Connected User Name%, TargetLogonld= %Connected Logon ID%,

4624 AY 232 (HEY)
Logon Type= 3, IpAddress= %Parent Host Ip Address%

SubjectUserName= %Connected User Name%, SubjectLogonld= %Connected Logon ID%,

5140 HEY3 2 x| H2
e = ObjectType= File, IpAddress: %Parent Host Ip Address%, ShareName= \\*\IPC$
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@ PLAIN3IT Cobalt Strike Out, SAE 7|%| Cobalt Strike I8 EHX| ot 7
O|#1E 4624, Microsoft Windows security auditing. OIBE 5140, Microsoft Windows security auditing.
U AT ELAS
HESS ] WAt BH2EASLICH
A 202
20H|D: $-1-5-21-2143287176-1347781327-4198479419-500 =R
HE 0|5 Administrator 20H|D: $-1-5-21-2143287176-1347781327-4198479419-500
AZ =0e: WH-TEST-2 AH 0|5 Administrator
232D: 0x45D6BC H® EHO: WH-TEST-2
azs 212 D: 0x0 232D 0x45D6BC
HEI AF 0|5:
HEQ3I A% =0 - HENS HE:
232 GuID: {00000000-0000-0000-0000-000000000000} JhH 8% File
UL Fa 192.168.206.133
ZEhgA HE: g =5 49841
=242 D: 0x0
Z2HA 0F: - 2 me:
ER0E WWIPCS
HEQS BE: z8 7=
Y3 LE|0|H 0| 5: WH-TEST-1
HE HESYI Fa: 192.168.206.133 A O K-
e ZE: 49841 QA OpAS: ox1
WAL ReadData (£+ ListDirectory)

[ 14] link HZ M3lo) 2 O|HIE Z 1 G|A|(Security.evtx)
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ot o1

@ PLAIN3IT Cobalt Strike Out, ZAE 79| Cobalt Strike ¥ EtX|
6.2.2.2. T2 MA X|0f
Cobalt StrikeOflM X|Ek= 7|12 7Is & Z2AMA MO0 ZatE= FHZ 12710|H, 0] = Cobalt StrikeE S¢*
SolE SN 4 QU S| HolE BB HHOICt
[ 37] Z2MA HOf 7tH|122] HH & =X EX 02
k=l Y A|AH OFE|HE L EX FtA¥E 20 W 24
1 argue ZEXGHK| P42 ZHoHA| 243
2 blockdlls EXHoHK| = EMSIX| =
3 dllinject EDN NI = Sysmon Event
4 dilload EDN NI = Sysmon Event
B inject Z=IHolX| 42 Sysmon Event
6 kill EXHSHK| b= ZXokX| =
7 ppid EXHSHK| L= EXoHK| =
8 process_browser EON I NIY= ZEXHotX| k2
9 ps EXHSHK| L= EXoHK| =
10 psinject =N [N RSIe= Sysmon Event
11 shininject EON N Sysmon Event
12 shspawn EDN NI = Sysmon Event
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

1=

|

rjol
1A
=2
=
ro
=
o
rlo
o
0jo
=
my
o

g E=

s

1) dllinject

o 71 4H™ 21 (Sysmon Event)
Beacon Z2MAE dlinject BHE S T Z2MAN| 214 AYES MM

[E 38] dllinject & A0 [HE Sysmon O|HE Z7 i

O[HIE ID OMIE 7Y LS

Sourcelmage=%Beacon File%, Targetimage=%Target Process%,

8 CreateRemoteTread i
StartAddress={Random}, StartModule=—, StartFunction=

2) dllload

e FJI 4™ 21 (Sysmon Event)
Beacon EZZMAE dllload HHS £3iat [ TZA|AN KERNEL32.DLL 2=9| LoadLibraryA()

ook
4>
i
>
00
=O£

QU7 AYEZ MMBICY,

OO L

[H 39] dllload HE A3H0f| E Sysmon O|HIE =7 IHE

O[HIE ID OMIE 3 LHE
Sourcelmage=%Beacon File%, Targetlmage=%Target Process%, StartAddress={Random},
8 CreateRemoteTread , . .
StartModule=C:\Windows\System32\KERNEL32.DLL, StartFunction=LoadLibraryA
3) inject

e FJI 4™ 21 (Sysmon Event)
Beacon D= A= CHA DZMAN| A A EE MAMSiCh 0|F CHA ZIZMAOA Beacon Aal IHEAXEH

O[DIX|(DLL) Z2E, HX|AEZ| O[HIET} W)= THEHO| HRI=|X|2t Pipe O|HIE= HWSIX| h=Lt.

[E 40] inject BH M0 ME Sysmon O|HIE 27 I{H

O|#IE ID OMIE 7Y LHE

Sourcelmage=%Beacon File%, Targetimage=%Target Process%, StartAddress=%Random%,

8 CreateRemoteTread
StartModule=-, StartFunction=—

0|2 Target ProcessOllA| Beacon &3 INEIX{Z! O|O|X|(DLL) 2&, HX|AEZ| O[HIET} L[
Pipe O|HIE= LMEX| =2
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

4) psinject
o 71 4H™ 21 (Sysmon Event)
Beacon ZZAMAE ALXI0AH 2 #2 CommandS PIDO| 1 AEE MMof| AT,

[E 41] psinject B& AlsH0f| 2 Sysmon O[HE Z71 I{H

O|#HIE ID OMIE R LHE
,Sourcelmage=%Beacon File%, Targetimage=%Target Process%,
8 CreateRemoteThread )
StartAddress=%[Random]%, StartModule=-, StartFunction=—
17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe
18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
5) shinject

o X7 4H™ 21 (Sysmon Event)
Beacon L2AA7} & D2AA0 HO|ZE FAS ol 27 AZSE MA6ICE Ol LMete ZRMA HZ

O[fIE= HO|=Z=0M Z2S Alich= 0T st

.

B 42] shinject B A30j| 2 Sysmon O[HIE 2 IHE

OMHIE ¥ Ly

Sourcelmage=%Beacon File%, Targetimage=%Target Process%,

8 CreateRemoteThread
StartAddress=%[Random]%

Sourcelmage=%Target Process%, Targetimage=%Payload Process%, GrantedAccess=2097151,
CallTrace=C:\Windows\SYSTEM32\ntdll.dI+a2044|C:\Windows\System32\KERNELBASE.dll+4be72|
10 Process accessed C:\Windows\System32\KERNELBASE.dIl+48a8al|

C:\Windows\System32\KERNELBASE.dII+48616|
C:\Windows\System32\KERNEL32.DLL+5f34b|UNKNOWN(%[Random] %)
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SAE 7|Ht9| Cobalt Strike &8 EfX| ghor &t

@ PLAINSIT Cobalt Strike Out,

6) shspwan

e 7} MX™ 27 (Sysmon Event)
ZEZMNA MM rundli32.exesS Aol FZot= OHIE

T

Beacon 2N A7t HIO|Z2E FUZ 2f6l 7|12 4H

IHE0| 2HRIEICY.

[& 43] shspwan HZ AlsH0f| 2 Sysmon O[HIE Z7] IHH

OHIE ID OMIE 7Y LHE

Image=C:\Windows\System32\rundll32.exe,
1 Process Create ] ] ]
CommandLine=C:\Windows\system32\rundll32.exe, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%,
Targetlmage=C:\Windows\system32\rundll32.exe, GrantedAccess=2097151,
CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|

C:\Windows\System32\KERNELBASE.dI+48a8a|C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢c153| UNKNOWN(%[Random]%)

10 Process accessed
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@ PLAINSIT Cobalt Strike Out, SAE 7[Ht9] Cobalt Strike {13 HX| Yot A
6.2.2.3. oY I Cl&EE2] =HA
Cobalt StrikeOIAf XI2isk= 712 75 5 W o Clalef2] &0 matel= B2 11740/, sy BYS 2
Cobalt StrikeE St W= EHY = U= SH2 YAHEX| YRUCE
[H 44] oY 3 C)EE2| &Y 7tH12] HE 8 =X ZX o2
HS THO AAH OFE|HE L EX FtEEE 2O W EX
1 cd EMGHK| L2 EXHoH| Y=
2 cp EXHSHA| L= EMoIX| =
3 download ZEXoHK| P42 EMoIX| =
4 drives EXHSH| = EXHoH| =
5 file_browser EMotX| Y= EMotX| =
6 Is EXHSH| = EXHoH| =
7 mkdir EXHSH| A= ZEXSH| A2
8 mv EXHSH| A= ZEXSH| A=
9 m EXHSH| = EXHoH| =
10 timestomp EON [l NIEe= EXfotX| 242
n upload EIHEHK| 222 EXH5IK| e
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥I& EX| ot A7
6.2.2.4. HE93 M % 0|5
Cobalt StrikedlM X|&Esk= 712 7Is & HERS BM X OIS0 ZEl= 2 8710|H, 0] F Cobalt StrikeS
S5t YOIZ SWE 4 Q= SX0| QI FHS 47Ho|Ck
(2 45] HESRZ M 2 0|3 7iEHIU2] B & &8 &1 6F
HS 330 A|AH OfE|HE L &4 FHEYE 2O W =X
1 jump Metadata, EventLog, Registry Sysmon Event
2 net ZIHGHK| 42 Sysmon Event
3 portscan ZEXoIX| S-S Sysmon Event
4 remote—exec Metadata, EventLog, Registry Sysmon Event
5 rportfwd EXHotX| = ZXokX| =
6 rportfwd_local EON [ NIEe= ZEXifotX| k=
7 ssh HIAE Cie ofd HIAE et ofd
8 ssh—key HIAE Cie ofd HIAE et ofd
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

g 2

Hu

=

21

rjol
1A
=2
=
ro
=
o
rlo
o
0jo
=
my
o

MX 27 (Sysmon Event)

LHMEH AAZZAI2 37H(psexectd, psexec_psh, winrm64)0|H, 2t AUAZZQl HE =25t LY

it

[E 46] jump BHS Sofl HAESH 3749 A ZZ(psexecbd, psexec_psh, winrm64) Sysmon O[HIE T{E

olAZzgl A& a7 2

psexect4

System Z2MAZS £ ADMIN$(C:\Windows) ZZ0| %Random%.exe IHAU0| AAISITY

Mot IS MH|AZ SESH AHASHH, 0|F Z2NA HE O[HIET S EICE

%Random%.exe ZEMAE= HHE PipeS Mo ¥ HZESHN, QX 20| EXHGHK] %= rundl32.exe ZEMAS
MAMSITE 0| rundli32.exe ZZM|IAOA Beacon A& IHEIXE O|0|X|(DLL) Z2E, ZXIAEZ| O[HIEI L LME|X|2t

Pipe O|IE= LHMSIA| Q=L

cmd.exe2 Sl AMH|AZ} AX|(Encoding CodeZS A8HA|I7|= PowerShell SZf)EICH.

psexec_psh PowerShell0| SAt51HA QUA| DIUS0| AfA 2 ALF|E| T, SMB(445)2 HIEQT HZ O[HIET} SIS}

=<
0% powershell.exe Z2A|A= HHE PipeS AMadolCt,

winrm64

Beacon ZZM|AGIA Encoding CodeE Aalioh= powershell.exe Z2MAS Mot HASICL,

PowerShell0] SZ{GIHA| UA| MIASO0| o 2 MH|EL, Y SAEN WinRM(GEI85)2E HESRI HZ OMET}
LASHTY,

CHAF SAEOM= svchost.exe Z2MAT} wsmprovhost.exe Z2MAZ MA5IT PowerShell0] SEIGHH,

0|& WinRM &3 PipeZt MAMEICY,

[H 46-1] jump psexec64 BH A0 M2 Sysmon OHIE 27 IHH

OHIE ID

OHIE RY Ly

"

File created Image=System, TargetFilename=C:\Windows\%Random%.exe

12

Image=C:\Windows\system32\services.exe,

Registry — CreateKe
gty v TargetObject=HKLM\System\CurrentControlSet\Services\%Random%

13

Image=C:\Windows\system32\services.exe,
Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\Type,
Details=DWORD (0x00000010)

13

Image=C:\Windows\system32\services.exe,
Registry — SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\Start,
Details=DWORD (0x00000003)

13

Image=C:\Windows\system32\services.exe,
Registry — SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ErrorControl,
Details=DWORD (0x00000000)

13

Image=C:\Windows\system32\services.exe,
Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ImagePath,
Details=\\%HOSTNAME%\ADMIN$\%Random%.exe
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike |8 EfX| Htot

%7

O[HIE ID O[HIE Q3 LHE
Image=C:\Windows\system32\services.exe,

13 Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ObjectName,
Details=LocalSystem
Image=\\%HOSTNAME%\ADMIN$\%Random%.exe,

1 Process Create i )
Parentlmage=C:\Windows\System32\services.exe
25 Process Tampering Image=\\%HOSTNAME%\ADMIN$\%Random%.exe, Type=Image is locked for access
17 Pipe Created PipeName=\MSSE—*-server, Image=\\%HOSTNAME%\ADMIN$\%Random%.exe
) Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N%, Destinationlp=%Host IP%,

3 Network connection o o i
DestinationPort=445, DestinationPortName=microsoft-ds

18 Pipe Connected PipeName=\MSSE—*-server, Image=\\%HOSTNAME%\ADMIN$\%Random%.exe
Image=C:\Windows\System32\rundll32.exe,

1 Process Create CommandLine=C:\Windows\System32\rundll32.exe,
Parentlmage=\\%HOSTNAME%\ADMIN$\{Random}.exe

5 Process terminated Image=\\%HOSTNAME%\ADMIN$\%Random%.exe

23 File Delete Image=System, TargetFilename=C:\Windows\%Random%.exe
0| rundli32.exe Z2MA0A Beacon &3 DEIXE O|0|X|(DLL) EE, 2XIAEZ| O[HIET}
LYE|LE Pipe O|HIE= HMEX] 42

[H 46-2] jump psexec_psh B A&0] MZE Sysmon O|HIE 27 IHE
OMIE ID OMIE R LHE
] Image=C:\Windows\system32\services.exe,

12 Registry — CreateKey . .
TargetObject=HKLM\System\CurrentControlSet\Services\%Random%
Image=C:\Windows\system32\services.exe,

13 Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\Type,
Details=DWORD (0x00000010)

Image=C:\Windows\system32\services.exe,

13 Registry — SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\Start,
Details=DWORD (0x00000003)

Image=C:\Windows\system32\services.exe,

13 Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ErrorControl,
Details=DWORD (0x00000000)

Image=C:\Windows\system32\services.exe,
) TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ImagePath,

13 Registry — SetValue _ _ .
Details=%COMSPEC% /b /c start /b /min powershell —-nop —w hidden
—encodedcommand %Encoding Code%
Image=C:\Windows\system32\services.exe,

13 Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ObjectName,

Details=LocalSystem
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike |8 EfX| Htot

%7

O[HIE ID O[HIE Q3 L&
Image=C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe,
CommandLine="c:\windows\syswow64\windowspowershell\v1.0\powershell.exe" ~Version

1 Process Create 5.1 =s ~NoLogo -NoProfile,
Parentimage=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
ParentCommandLine=powershell -nop —w hidden —encodedcommand %Encoding Code%
» i o Image=c:\windows\syswow64\windowspowershell\v1.0\powershell.exe,
ile create
TargetFilename=C:\Windows\Temp\__PSScriptPolicyTest_*.ps1
» - ted Image=c:\windows\syswowb4\windowspowershell\v1.0\powershell.exe,
ile create
TargetFilename=C:\Windows\Temp\__PSScriptPolicyTest_*.psm1
2 Fie Delet Image=c:\windows\syswow64\windowspowershell\v1.0\powershell.exe,
ile Delete
TargetFilename=C:\Windows\Temp\__PSScriptPolicyTest_*.ps1
- Fio Delet Image=c:\windows\syswow64\windowspowershell\v1.0\powershell.exe,
ile Delete
TargetFilename=C:\Windows\Temp\__PSScriptPolicyTest_*.psm1
. Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N%, Destinationlp=%Host 1P%,
3 Network connection o o i
DestinationPort=445, DestinationPortName=microsoft—ds
, PipeName=\status_*,
17 Pipe Created i _
Image=C:\Windows\SysWOW864\WindowsPowerShell\v1.0\powershell.exe
[E 46-3] jump winrm64 H M0 2 Sysmon O[HIE 21 I§E(Parent Host)
OMIE ID OMIE R LHE
Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
1 Process Create CommandLine=powershell —nop —exec bypass ~EncodedCommand %Encoding Code%,
Parentimage=%Beacon File%
Sourcelmage=%Beacon File%,
Targetimage=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
GrantedAccess=2097151, CallTrace=C:\Windows\SYSTEM32\ntdll.dI+-a2044|
10 Process accessed n AN
C:\Windows\System32\KERNELBASE.dI+4be72 |C:\Windows\System32\KERNELBASE.dIl+48a8a|
C:\Windows\System32\KERNELBASE.dI+48616|C:\Windows\System32\KERNEL32.DLL+1¢153|
UNKNOWN(0000000003B51019)
» i g Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
e create TargetFilename=C:\Users\Administrator\AppData\Local\Temp\1\__PSScriptPolicyTest_*.ps1
1 i o Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
e create TargetFilename=C:\Users\Administrator\AppData\Local\Temp\1\__PSScriptPolicyTest_*.psm1
- Fie Del Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
lle Delete TargetFilename=C:\Users\Administrator\AppData\Local\Temp\1\__PSScriptPolicyTest_*.ps1
23 Fie Del Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
e Delete TargetFilename=C:\Users\Administrator\AppData\Local\Temp\1\__PSScriptPolicyTest_*.psm1
3 Network Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe, Sourcelp=%Parent Host
connection IP%, SourcePort=%N%, Destinationlp=%Target Host IP%, DestinationPort=5985
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

[H 46-4] jump winrm64 Hg H&0f| M2 Sysmon O[HIE 21 I{E(Child Host)

O#IE ID OHIE R¥ LS

=

Image=C:\Windows\System32\wsmprovhost.exe,
CommandLine=C:\Windows\system32\wsmprovhost.exe ~Embedding,

1 Creat
Process Create Parentimage=C:\Windows\System32\svchost.exe,
ParentCommandLine=C:\Windows\system32\svchost.exe ~k DcomLaunch —p
» i g Image=C:\Windows\system32\wsmprovhost.exe,
e create TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.ps1
_ Image=C:\Windows\system32\wsmprovhost.exe,
N File created

TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.psm1

Image=C:\Windows\system32\wsmprovhost.exe,

23 File Del . ) .
lle Delete TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.ps1

Image=C:\Windows\system32\wsmprovhost.exe,

23 ile Delet » ) .
File Delete TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.psm1

Network Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N%, Destinationlp=%Target Host IP%,

connection DestinationPort=5985

PipeName=\PSHost.*.DefaultAppDomain.wsmprovhost,

17 Pipe Created
Ipe Create Image=C:\Windows\System32\wsmprovhost.exe
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

e AJAH! OIE|HE (Metadata, EventLog, Registry)

HAEE £3MgHH AASZQIL2 37H(psexectd, psexec_psh, winrm64)0|H, Zt AASZQl HZE =25 LIRS

[ 47] jump BHS Edl HAESH 3749 AAZZl(psexec64, psexec_psh, winrm64) A|AE! OIE|HE Zu}
OAERA & OtE[HE 1= it 2t
# $Usndml
Metadata PsExec HZ0| M5t AL, C:\Windows\{ZHE IIYH}exe TIU0| MMEUCHt AK|El=
HE0| o, dME= T2 AX|E MH|AH} SUSICE
# System.evtx
61 PsExecHZ0| M85t AR, AMH|A HX| O[HIE(Event ID: 7045)7t LH4SHCE,
sexec
B EventLog Ojij, AH|A 0|52 HE EXIE (AL, G ARKF ) 7AR2|2 M0 JUCh
MH|A IIY 0|22 C:\Windows\{ZHE IIUH} exeC 2, MX|E MH|A Hi} SAUS|ICE
PsExec Z&0(IA AlE HHO| 2HE O[HIE= 2UE[X| =L
_ # SYSTEM
Registry - _ o =1n1=
MHIA MX| 7|7} MME|H, ImagePath ValumeZ Salf H3 122 8015t 4= QlCt,
# Usndrnl
Metadata PsExec HZ0| H3%t 22, C:\Windows\Temp ZE0i| UA| mfefdl mUO| 4-E 0[20]
ZEXHStrt.
# System.evtx
PsExec HZ0| &35t AR, AH|A HX| O]HIE(Event ID: 7045)7+ ZXHSILY.,
psexecpsh | £\ ontlog MHIA 0|22 Y 2RIH(ERAL, HO AZK B 7AI2|2 FA(0f ULt
MH|A O 0|22 encodedcomandZ CITZE PowerShell H™E FEO=Z AMELCH
PsExec Z&0(A] A= HHO| 2HE OME= =X =Lt
) # SYSTEM
Registry B} 3 o ==
MH|A MX| 7|7} MAME|H, ImagePath ValumeE Sl & 128 31015t 4= QICt
# Microsoft-Windows—-WinRM/Operational.evtx
‘WSMan A OIE= = 0|2k= O[HIE(Event ID: G)UIN HAE ZXIHES ‘%Attacker
IP%,/wsman?PSVersion=%PowerShell Version%L|Ct.’ 2t 20| 22X} IP 2! PowerShell
A|o 3o
winrm64 EventlLog 4 EX &210] 7KSott.
# Security.evitx
2| O[HIET} st 0|F At BH R8d ZAY, S Hst €Y, AE 232(Logon Type:
3) O[HIEY} AKX OZ UHMSITE 0|, AP 232 O[HIENIA Z4Xt IPS 2f0Igh 4 It

_57_



@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

2) net

o 71 4H™ 21 (Sysmon Event)

net B2 YEYT Y SAE YuS SEGH=C| ARRE 2 U0, [pid]Lt [arch] 20| net FRH Azet ZL, AN

OO L—

-

D2NAS AEsl HASITL HAEE 270K Yeknet B, net [pid] )22 +AMCH, Zik= Thadt 2T,

[E 48] net T Mgl Zu}

oz o 2
; Beacon ZZMATJ} net BES AIEol7| QloiMeE 712 MY ZHEZAMA MA)QI rundli32.exeS AldHetd MISICY,
e SIS foi Mo 3 AAHE Pipe 0152| HEl= “\postex {HiEst 24t & KAt 4K = 450 T
t [oid] Beacon ZEMAT} net ZES ARBSEI| foH ARBXIL XISt ProcessOl ABEIL WMELCEL SAS 2ol 4y 2
net [pi
P HEE PipeQ| 0152 = “\postex {HHESH 22Xt Y =X 4X[2|F 2 FLEE|0 UL
[E 48-1] net B M0 T2 Sysmon O[HIE 27 IHH
O[#IE ID OMIE S LIS
Image=C:\Windows\System32\rundli32.exe, CommandLine=C:\Windows\system32\rundll32.exe,
1 Process Create .
Parentimage=%Beacon File%
7 Image Loaded Image=C:\Windows\System32\rundli32.exe,ImagelLoaded=C:\Windows\System32\netapi32.dll

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process CallTrace=C:\Windows\SYSTEM32\ntdll.d+a2044|C:\Windows\System32\KERNELBASE. dI+4be72|
accessed C:\Windows\Systern32\KERNELBASE. dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616)|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random] %)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundli32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%

H 48-2] net [pid] BE A0 2 Sysmon O[HE Z7 IHH

O[IE ID OHIE Y LHE

Sourcelmage=%Beacon File%, Targetimage=%Target Process%,

8 CreateRemoteThread )
StartAddress=%[Random] %, StartModule=-, StartFunction=

17 Pipe Created PipeName=\postex_*, Image=%Target Process%

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
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ot e

Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike /& EX|

@ PLAIN3IT

3) portscan
D= MAE ARSI} Beacon

F7t 4™ 27 (Sysmon Event)
portscan HY MG Al S ZRNAS XS] 2OH 7|=HOR rundi32.exe ZEA|
LSS DEMAS HHE PipeZ AMASIT Beacon

[ ]
= rundli32.exe Z2ZMAS MGt FISIC}, 6
AZWSHY, €N U= Port0f| CHaH HIE 1 O[HIET}

maATt QIRt Q=
D= MATL MME PipeOfl AZSICL Ty HIERFS| PortE
SIASHL SysmonOilA= Portscan ZPHOIA $1Z40] AMZ(Port?} OpenZl0 QL=)st 0[240] CHaHA! HWIEYT A

O[HIET} elick= THEIO| SQIE(ULCE
[E 49] portscan EZE A3l0]| (2 Sysmon O[HIE 27 IHH
OHIE ID OMIE 3 LH&
Image=C:\Windows\System32\rundll32.exe
1 Process Create .
CommandLine=C:\Windows\system32\rundli32.exe, Parentimage=%Beacon File%
Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151, CallTrace=C:\Windows\SYSTEM32\ntdll.dll+a2044|
C:\Windows\System32\KERNELBASE.dlI+4be72|
10 Process accessed )
C:\Windows\System32\KERNELBASE.dIl+48a8al|
C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153] UNKNOWN(0000000000961019)
17 Pipe Created PipeName=\postex_*, Image=C:\Windows\system32\rundll32.exe
18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
) Image=C:\Windows\system32\rundll32.exe, Sourcelp=%Host IP%, SourcePort=%N%
3 Network connection o o
Destinationlp=%Target IP%, DestinationPort=3389
) Image=C:\Windows\system32\rundll32.exe, Sourcelp=%Host IP%, SourcePort=%N%,
3 Network connection
Destinationlp=%Target IP%, DestinationPort=445
) Image=C:\Windows\system32\rundll32.exe, Sourcelp=%Host IP%, SourcePort=%N%
3 Network connection o o
Destinationlp=%Target IP%, DestinationPort=135
) Image=C:\Windows\system32\rundll32.exe, Sourcelp=%Host IP%, SourcePort=%N%
3 Network connection ] o
Destinationlp=%Target IP%, DestinationPort=80
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@ PLAIN3IT

Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

4) remote—exec

o 71 4H™ 21 (Sysmon Event)

remote—exec

HH= A AIA”0| PsExec, WinRm, WMIE 0|8df HZES AAle & UCH, HAEE 2749

Method(WinRM, WMI)ZE A3l XIGHRHCE

[E 50] remote—exec B3 A3 Zu}

T 7= i it
WinRM MM AZ O[HIEY 2ZE|H, o O|HIES Soll SZX} IP 2iQ10| 7kSolLt.
WinRM EESH Event ID 60IA ‘PSVersion="0] 7|2&|H WinRMS S5t I H20| M=l Z{OZ mrtst 4 QL)
in
MM Hadl AR MM HZ 0]S “wsmprovhost.exe ~Embedding” O[HIES Windows PowerShell.evixOi|A] A184
olg &l 4= ULt
WMI WIME &8¢ I, WMI & HX|AEZ| 7| 44 3! BeaconO| BAX|Z HAL|= OHIET} STt
Q174 T2 A AlsH A|, WmiPrSE.exeS Sal| AlS#5IC}
[E 50-1] remote-exec WinRM g Aa0f| [}Z Sysmon O[HE 21 IjH
O[HIE ID OMIE R LIS
Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,

1 Process Create CommandLine=powershell -nop —exec bypass —EncodedCommand %Encode Command%,
Parentlmage=%Beacon File%

Image=C:\Windows\System32\conhost.exe,
CommandLine=\??\C:\Windows\system32\conhost.exe Oxffffffff ~ForceV1,

1 Process Create Parentlmage=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
ParentCommandLine=powershell -nop —exec bypass ~EncodedCommand %Encode
Command%

, Image=C:\Windows\system32\wsmprovhost.exe,
11 File created . . . )
TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.ps’
_ Image=C:\Windows\system32\wsmprovhost.exe,
11 File created . . . .
TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.psm1
Image=%Command Process%, CommandLine=%Command Process%,

1 Process Create Parentlmage=C:\Windows\System32\wsmprovhost.exe,
ParentCommandLine=C:\Windows\system32\wsmprovhost.exe ~Embedding
Image=C:\Windows\System32\conhost.exe,

1 Process Create CommandLine=\??\C:\Windows\system32\conhost.exe Oxffffffff —ForceV1,
Parentimage=%Command Process%, ParentCommandLine=%Command Process%

, Image=C:\Windows\system32\wsmprovhost.exe,
23 File Delete i . . :
TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.ps’
_ Image=C:\Windows\system32\wsmprovhost.exe,
23 File Delete . . . .
TargetFilename=C:\Users\Administrator\AppData\Local\Temp\__PSScriptPolicyTest_*.psm
) Image=System, Sourcelp=%Parent Host IP%, SourcePort=%N%, Destinationlp=%Target Host

3 Network connection o

IP%, DestinationPort=5985
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

[& 50-2] remote-exec WMI HZ M3l 2 Sysmon O[HIE 27 IHH

O|#IE ID OHE 23 LHE
Image=%Command%, CommandLine="%Command%”,
1 Process Create ) .
Parentlmage=C:\Windows\System32\wbem\WmiPrvSE.exe
) Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%,
3 Network connection o . .
Destinationlp=%Target IP%, DestinationPort=%N%, DestinationPortName=-
12 Registry - CreateKey | Image=%Beacon File%, TargetObject=HKLM\SOFTWARE\Microsoft\Wbem\CIMOM
17 Pipe Created PipeName=\msagent_*, Image=C:\Windows\System32\rundll32.exe
18 Pipe Connected PipeName=\msagent_*, Image=%Beacon File%

H 51] remote-exec BHE ol HIAES 3742 AAZZES(psexecbd, psexec_psh, winrm64) A|AH OE|HE Zut

oAZSEA & OlEIME FL& o At

# $Usndrml

Metadata PsExec 0| 833t 42, C:\Windows\{ZHE T1UH}exe MAUO| MHEACIIE AR|El=
20| Wilioll, YaE= T2 HX[IE My|AEN S f
# System.evtx
PsExec®Z0| M35t B2, AMH|A MX| O[HIE(Event ID: 7045)7} LS.

Sexec
P EventLog O|m, MH|A O|S2 HH EXB(RAL, B0 AZA L) 7X12|2 Lg=|0] QUL
MH|A T 0|22 C:\Windows\{HE MM} exeC 2, MX|El MH|A HIF SUSICE
PsExec 2&01A H3E HHO| LEHE OMEE 2K =Lt
_ #SYSTEM

Registry - _ o =in1=
MH|A MX| 7|7} MME|H, ImagePath ValumeS S5l B2 728 &It 4 QlCt
# Microsoft-Windows-WinRM/Operational.evix
‘WSMan & otE= £ 0[2H= O|HIE(Event ID: 6)0IAM HAE 2XIEL “%Target Computer
Name%/wsman?PSVersion=%PowerShell Version%QL|Ct’Q} ZE2 =2XE0| Zolx|H

. b o AlSH 5X 510
winm EventLog 224Xt IP 2! PowerShell A8 SX 31010| 7H55ILt.

# Security.evitx
£ O|HIET} Hhst 0|F Kt Y &M ZAF, S Het &9, AN 2I2(Logon Type:
3) OJHIET} AKXMOZ WMSICE O|n, AY 22 O[HEONN SZAt IPE &1g 2 QLY.
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

Cobalt StrikeOIA X|Ek= 7|12 7|15 & HEH AL L F2[HIA 4

StrikeE Stt W2 EFL & A= SX0| &Rl HH= 77H0]Ct.

(B 52] #ot &5 H A8 3 JtH12] F

o TalE= TS 157H0|H, 0| = Cobalt

X Z7f o

HS FHO A|AH] OIE|HE LY EX FHEFE 2O =H
1 chromedump ZEI5HK| $S Sysmon Event
2 desync EDN N = Sysmon Event
g elevate Metadata Sysmon Event
4 getprivs EON I NIY= ZEXHotX| k2
5 getsystem EON [ NIEe= ZEXifotX| k=
6 hashdump ZI5HK| $S Sysmon Event
7 kerberos_ccache_use EIAE T4 O EIAE i OFd
8 kerberos_ticket_purge HIAE CHA O EIAE CHA O
9 kerberos_ticket_use EIAE T4 O EIAE i OFd
10 logonpasswords =N [N RSIe= Sysmon Event
11 make_token EXHSHK| = EMoltX| 4=
12 mimikatz EDN NI = Sysmon Event
13 pth EventlLog Sysmon Event
14 rev2self Z=IHotK| 42 Z=IHSHK| re
15 steal_token EXHoHK| = EXHoHA| =
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@ PLAIN3IT

Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

EEL

s

1=

|

X

MN

rjob

1) chromedump

01| CH

o 71 4H™ 21 (Sysmon Event)

chromedump FZE0 AZ Al EH Z=MAE XJHolX| UM JI2MOZ rundli32.exe ZEMAE ARZoiCt,

Beacon EZMAJ} CIXt Z40| = rundli32.exe EZMAE MMEHT MG rundl32.exe EEMA=E HHE

PipeS 4444511, Beacon Z2MAT} 81 Pipetll HIZEITE. HE Pipe 0I20] BEh= “\postex (Mt Xt U £}
AXf2l} 2 FHEC
B 53] chromedump HE AY0f| ME Sysmon O[HIE =7 IHH

OMIE ID OMIE 3 LHE

Image=C:\Windows\System32\rundll32.exe,
1 Process Create ) , .

CommandLine=C:\Windows\system32\rundll32.exe, Parentimage=%Beacon File%
Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dI+-a2044|C:\Windows\System32\KERNELBASE.dll+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a|C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153] UNKNOWN(0000000000641019)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike Y& EtX| &ot A7

2) dcsync

o 71 4H™ 21 (Sysmon Event)

desync HEON Al Al EY ZZNAE XJPHSHK| ¥OH J7|2XMOZ rundli32.exe TZMAS ALSICE. Beacon
T2MAZL QX Z40| = rundii32.exe EZZMAS MAMGIT HZSICL rundli32.exe E2MAE HHE PipeZ
MM, Beacon ZZAMAT} SHE Pipedil SIS} HHE Pipe 0|22 HEi= “\postex {HESH ZAt 2 %X}

X2y 2 FLgEC.

[E 54] desync B A0 2 Sysmon O[HE =1 IH

O[MIE ID OHIE ¥ LS

Image=C:\Windows\System32\rundll32.exe,

1 Process Create ) i )
CommandLine=C:\Windows\system32\rundll32.exe, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(0000000000641019)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe
18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
3) elevate

e FJI 4™ 21 (Sysmon Event)

elevate svc-exe HHES AMSIH System ZZMNAZ Eoff ADMINS(C:\Windows) ZZ0| %Random%.exe
MUO| MW=Lt Adot %Random%.exe MUS MHIAZ SZofil HoHH, T=MA HE OHIET L LMEICE SHE
O2MHA= HHE PipeE MM 2 AZSID, QXL Zi0| ZEXHoIK| %= rundl32.exe TZMAS MAMSICE 0|5,
rundll32.exe ZZM|AO|A Beacon &3 IEXZ O|0|X|(DLL) 2E, HXAEZ| O[HIETL LMZX|2F Pipe OHIES
UMEX| 94=Ct OMIE INHO| ‘ump psexec6d’ HHOA RAGHKZE ADMING Z=E ABY m FIuM

ZF2(127.0.0.1)2 AE5Y, HIEERT 37 7HH T2 OMIENN FOM £4(127.0.0.1)2 AHE5t= XI0|7F EXHSHCY.

H 55] elevate B A0 =2 Sysmon OHE Z7 THE

O|#IE ID OMIE 7Y L

11 File created Image=System, TargetFilename=C:\Windows\%Random%.exe

Image=C:\Windows\system32\services.exe,

12 Registry — CreateKey ) .
TargetObject=HKLM\System\CurrentControlSet\Services\%Random%
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@ PLAIN3IT

Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

O[HIE ID OHIE Q3 LHE
Image=C:\Windows\system32\services.exe,

13 Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\Start, Details=DWORD
(0x00000003)

Image=C:\Windows\system32\services.exe,

13 Registry - SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ErrorControl,
Details=DWORD (0x00000000)

Image=C:\Windows\system32\services.exe,

13 Registry — SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ImagePath,
Details=\\127.0.0.1\ADMIN$\%Random%.exe
Image=C:\Windows\system32\services.exe,

13 Registry — SetValue TargetObject=HKLM\System\CurrentControlSet\Services\%Random%\ObjectName,
Details=LocalSystem
Image=\\127.0.0.1\ADMIN$\%Random%.exe,

1 Process Create ) )
Parentimage=C:\Windows\System32\services.exe

25 Process Tampering Image=\\127.0.0.1\ADMIN$\%Random%.exe, Type=Image is locked for access

17 Pipe Created PipeName=\MSSE—*-server, Image=\\127.0.0.1\ADMIN$\%Random%.exe

18 Pipe Connected PipeName=\MSSE-*-server, Image=\\127.0.0.1\ADMIN$\%Random%.exe
Image=C:\Windows\System32\rundll32.exe,

1 Process Create CommandLine=C:\Windows\System32\rundll32.exe,
Parentimage=\\127.0.0.1\ADMIN$\%Random%.exe

5 Process terminated Image=\\127.0.0.1\ADMIN$\%Random%.exe

23 File Delete archived Image=System, TargetFilename=C:\Windows\{Random}.exe

e AJAH! OIE|HME (Metadata)

elevate
‘C:\Windows\2HE IIH exe’ IIAUO|

225l HHS +361H ‘C:\Windows\Temp\2iE MU IHIQ|

QAZZOIIC} TAS A

—1—=

fol

doh= 2=t YEWH T2 sve-exe UAAEZOIS 280l HF

1o
o2

o,

A
T

Ml

MAEEACH A== IHEO| &I, use-token—duplicaton UAZZSIS

AEIACH MH|=l= THEHO| 2HIED.
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

4) hashdump

o 71 4H™ 21 (Sysmon Event)

hashdump H&E AL A|, EH TZMAE XJH6HK| %OH J|2XOZ rundll32.exe Z2MAE AF2SICt, Beacon
OZNAE QIX} 20| ZXHSHK| 2= rundli32.exe ZZMAZS MMoll TSI rundli32.exe TZAMA= HHE=
PipeE AA5t1 Beacon TE2MAZ} MAMEl Pipedf| SIS} rundli32.exe ZEMAE hashdumpE $&5H7| QIaH
Isass.exe T2AAN &2 AYEE MAM1T, BHO0| Z2EM rundli32.exe ZZHAZS ZSFBICE SEAMS Qfah MM 2

AlSli=l Pipe 0|29 dEf= “\postex_{HEHSH 2Xt L Xt 4X12|} 2 LA EICE

[H 56] hashdump ¥ &340 ME Sysmon OHIE =7 IH

S OHIE 9354 Lhe
|D —_— Tro o
Image=C:\Windows\System32\rundll32.exe,
1 Process Create

CommandLine=C:\Windows\system32\rundli32.exe, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed CallTrace=C:\Windows\SYSTEM32\ntdll.dI+-a2044|C:\Windows\System32\KERNELBASE.dl+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(0000000003B41019)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\system32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%

Sourcelmage=C:\Windows\System32\rundil32.exe, Targetimage=C:\Windows\System32\lsass.exe,

8 CreateRemoteTread ]
StartAddress=%Random%, StartModule=-, StartFunction=—

5 Process terminated Image=C:\Windows\System32\rundll32.exe
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

5) logonpasswords
o 71 4H™ 21 (Sysmon Event)
Beacon ZZMAE= QIXt ZH0| =XSHK| 2= rundl32.exe Z2MAS MMt ™IS} rundll32.exe E2MA=
HE PipeS Motl Beacon Z2MAV} WHE Pipeli AL HHO| S2EH rundli32.exe ZEMAS

SR SIS Aol MY X HAE Pipe 0152 HEli= \postex {AET At X! AL 4Xf2} 2 TG EICL

H 57] logonpasswords Hg Aa0]| 2 Sysmon O[HE 21 IH

OHIE 3
OHIE Q3 L&
ID
Image=C:\Windows\System32\rundll32.exe, CommandLine=C:\Windows\system32\rundll32.exe,
1 Process Create

Parentlmage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed CallTrace=C:\Windows\SYSTEM32\ntdll.dI+-a2044|C:\Windows\System32\KERNELBASE.dll+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(0O000000003B41019)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\system32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%

5 Process terminated Image=C:\Windows\System32\rundll32.exe
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

6) mimikatz

o 71 4H™ 21 (Sysmon Event)
Beacon ZZMAE= QIXt ZH0| =XSHK| 2= rundl32.exe Z2MAS MMt ™IS} rundll32.exe E2MA=
HE PipeE ‘4dot Beacon Z=AM|AT MAEN Pipelll HZESIC}. mimikatz 0| M2t 7t O[HIET | 1T,
0| Z2HH rundiid2exe TRAAS SRAICL SIS Ioh Y4 I AT Pipe 0152 YEH= \postex {5t

A & A 4XRF = FHEED

H 58] mimikatz B A0 2 Sysmon OHE 21 IjH

OJHIE ID OHIE Q3 =

Image=C:\Windows\System32\rundli32.exe, CommandLine=C:\Windows\system32\rundll32.exe,

1 Process Create .
Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(0000000003B41019)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\system32\rundll32.exe
18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
5 Proo(?ss Image=C:\Windows\System32\rundll32.exe
terminated
7) pth

e FJI 4™ 21 (Sysmon Event)

Beacon EZM|A= Pass-the-Hash 342 +aoIH, AAHO| LogonType 92 TIoh & HH SA= 2ol

[H 59] pth ¥ H&io| 2 Sysmon O[HE 27 IjH

O|HIE ID OMHIE 23 L2

Image=C:\Windows\System32\rundli32.exe,

1 Process Create
CommandLine=C:\Windows\system32\rundli32.exe, Parentimage=%Beacon File%
Image=C:\Windows\System32\cmd.exe,

1 Process Create CommandLine=C:\Windows\system32\cmd.exe /c echo %[Random][11]%)
\\.\pipe\%[Random][6]%, Parentlmage=C:\Windows\system32\rundil32.exe

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
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Cobalt Strike Out, ZAE 7|8t9| Cobalt Strike & EX|

@ PLAIN3IT
6.2.2.6. AI8X} S ZLHE
Cobalt StrikeOllM X[25k= 712 7|15 & ARBAL & ZLEHZN ZeE= HH2 6710|0, 0| 5 Cobalt StrikeE
Sot a9z SR 4 Qs BX0| HolE HHS SHo|Ct
[H 60] AHEA &3 ZUEHE 7HH12] Y EX 0%
Hs 330 A|AH OfE|HE L &4 FIHEYE 2O L =X
clipboard Z=IGIK| o2 ZEREIK| S
2 desktop ZIHoIX| =2 Sysmon Event
3 keylogger ZIHoIX| =2 Sysmon Event
4 printscreen EN ] PN IVI= Sysmon Event
5 screenshot SR o Sysmon Event
6 screenwatch ZI5HK| $S Sysmon Event
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@ PLAIN3IT

Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

EEL

s

1=

|

1) desktop

rlob
1A
=2
=
ro

o 71 4H™ 21 (Sysmon Event)

desktop B AR A| EY TZMAS X|HGIK| §IOH 7[2XMOZ rundli32.exe TEMAE AMRSH} Beacon

T2MAT}F OIXt Z40| ZEXSIK| %= rundli32.exe TZ2MAS MMGIT FMISHL rundli32.exe T2MAE= ZIuH

IP(127.0.0.1)2 HEYZ St OIES LHAZICE 0|F, desktop HZO| +-A=l= SO U= CiFQ| HERA St

OMIES LAAJZIC}
H 61] desktop HE A3l 2 Sysmon O[HIE 27 IHH
OHIE ID OMHIE R LHE
Image=C:\Windows\System32\rundll32.exe, CommandLine=C:\Windows\system32\rundll32.exe,
1 Process Create .
Parentlmage=%Beacon File%
Sourcelmage=%Beacon File%, Targetlmage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dI+a2044 |C:\Windows\System32\KERNELBASE.dIl+4be72|
C:\Windows\System32\KERNELBASE.dlI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(0000000003B41019)

12 (R:eg'ftz - Image=%Beacon File%, TargetObject=HKLM\System\CurrentControlSet\Services\Tcpip\Parameters

reateKey
3 Network Image=C:\Windows\System32\rundli32.exe, Sourcelp=127.0.0.1, SourcePort=%N%,
connection Destinationlp=127.0.0.1, DestinationPort=%M%

3 Network Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%, Destinationlp=%Team Server |P%,
connection DestinationPort=443, DestinationPortName=https

3 Network Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N+1%, Destinationlp=%Team Server
connection IP%, DestinationPort=443, DestinationPortName=https

3 Network
connection
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike ¥

2) keylogger

o FJI ™ 27 (Sysmon Event)

keylogger B At A| EX DZMAEZ X|H6HK| $OH 7[2XMOZ rundli32.exe ZZMAZS ARSITE Beacon
D2MAE QIXt Z40| EMEHK| 4= rundli32.exe DZMAZS MAGIT HMISICE rundli32.exe TEMA= HHS

oo A4 U ME Pipe 022 HER=

ujo

PipeE MASI Beacon EZAMA7} MAME Pipelf| HASICH EA
\postex_{zHESt XAt X XXt AXI2|F 2 FIEICE

[HF 62] keylogger H& AMJH0| 2 Sysmon O[HIE 211 IHH

OI#IE ID OIHIE R¥ LS

Image=C:\Windows\System32\rundll32.exe, CommandLine=C:\Windows\system32\rundll32.exe,

1 Process Create )
Parentlmage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044 |C:\Windows\System32\KERNELBASE.dIl+4be72|
C:\Windows\System32\KERNELBASE.dlI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(0000000003B41019)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\system32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥I& EX| ot A7

3) printscreen

o 71 4H™ 21 (Sysmon Event)
printscreen BHE PrintScr WS Solf T AJES WS 4= UM, PIDE A[otH Aot T2 M|IAN AT TS

oOOoOL—

32 T £ QUL HIAEE 271X| SZ A (printscreen, printscreen [pid]) 22 TISHALCE.

H= AN

[E 63] printscreen H& A3 ZAq}

HE 7= a7 24
printscreen Beacon Z2M|AT} printscreen ZE2 AFESH| Yol 7|2 AF EEMA HE)Q! rundli32.exeS AY5HT HESHCL.

Beacon ZE2M|AJ} printscreen RES ALR517| Qi AFRXIZE XSt processOll AH|EE AAISHCL

rintscreen [pid
P lpic] EMZ Lol MM 2 A= Pipe 0159] YEil= “\postex {HEHSH 22Xt L =Xt 4X[2|} 2 LA EICE

[E 63-1] printscreen @& A&l0f| 2 Sysmon OHE Z7 IHE

OHIE 3
OHIE 23 L&
ID
Image=C:\Windows\System32\rundll32.exe, CommandLine=C:\Windows\system32\rundll32.exe,
1 Process Create

Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dI+a2044 |C:\Windows\System32\KERNELBASE.dIl+4be72|
C:\Windows\System32\KERNELBASE.dlII+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%

[E 63-2] printscreen [pid] B& 230 2 Sysmon O|HIE Z7 T{E

OMHIE & LE

oar

Sourcelmage=%Beacon File%, Targetimage=%Target Process%, StartAddress=%[Random]%,

8 CreateRemoteThread )
StartModule=-, StartFunction=

17 Pipe Created PipeName=\postex_*, Image=%Target Process%

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
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@ PLAIN3IT Cobalt Strike Out, SAE 7|¥t29| Cobalt Strike I3 EX| gor A7

4) screenshot

o 71 4H™ 21 (Sysmon Event)

screenshot HH2 AFEIAZ R= 7|52 HISoHH, PIDE AH6tH XHst TZMAN AFEINF 75 FUE ¢
QUC} HIAEE= 27tX| &} BiAl(screenshot, screenshot [pid]) 22 RISH3ACE.

[ 64] screenshot B2 Al Zn}

g = S 2t

Beacon Z2AM|A7} screenshot PES AFEo}7| 2l 7|2 A% ZHEZAMA MA)Q! rundli32.exeS Aldlistl MASITY.

screenshot
SAS 2o MY 2 MAE Pipe 0152 HE= “\postex {HESH BA H At 4XI2[F 2 FAEICL

1

Beacon ZZM|AT} screenshot =S AtE0H| Plolf ALBAIZE XS T2M|IA0 A =S Yottt

screenshot [pic] SN 5l AN LU M= Pipe 0|29| HE= \postex {MEHEH 2Xt U £At 4X[2[f 2 FAEICL,

[E 64-1] screenshot H& A0 2 Sysmon O[HIE 271 IHH

OHIE 3
OHIE 23 LHE
ID
Image=C:\Windows\System32\rundll32.exe, CommandLine=C:\Windows\system32\rundll32.exe,
1 Process Create )
Parentimage=%Beacon File%
7 Image Loaded Image=%Beacon File%, Imageloaded=C:\Windows\System32\oleaut32.dll

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044 |C:\Windows\System32\KERNELBASE.dIl+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random] %)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%

[H 64-2] screenshot [pid] H& 4&40]| [}ZE Sysmon O[HE 21 IjH

OIAE OHIE 93 LHE

|D —_— Tro o

7 Image Loaded Image=%Beacon File%, ImagelLoaded=C:\Windows\System32\oleaut32.dlIl
Sourcelmage=%Beacon File%, Targetimage=%Target Process%, StartAddress=%[Random]%,

8 CreateRemoteThread _
StartModule=-, StartFunction=

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike I8 EA| ot o7

5) screenwatch

o 71 4H™ 21 (Sysmon Event)

screenwatch HH2 AAHINM XEHOE AFENE M= 75 EY DZMA0| FRsH AFEXte| HAIE ESS
F7|MoZ MRS 4= QA STt HIAEE 271X| SEH HiAl(screenwatch, screenwatch [pid]) Q2 FIGHSHLY.
[E 65] screenwatch 2 Alg Ziu}
Y A= S 2t
Beacon ZZA|AT} screenwatch BES ALE5H| Qo 7|2 MH ZHEZMA MM rundi32.exeE Adliotn
screenwatch

HISICL SA

12
=

Sl 1A U Al Pipe 0122] SEH= “\postex (HEISH 2t U 2K AXf2) 2 AECH

screenwatch [pid]

Beacon ZZM|AT} screenwatch &S
EME Plof MM L M= Pipe 0|52 HEl= “\postex_{EHEISH 2XF & X} 4AX[2|F 2 FLHEICY,

ALESH7| floll AFSARZE A1t Z2MAM AHES HEIT,

[2 65-1] screenwatch

H AMSH0| 2 Sysmon O[HIE 27 IHH

OHIE 3
OHIE 3 Lhe

ID
Image=C:\Windows\System32\rundll32.exe, CommandLine=C:\Windows\system32\rundll32.exe,

1 Process Create )

Parentimage=%Beacon File%

7 Image Loaded Image=%Beacon File%, Imageloaded=C:\Windows\System32\oleaut32.dIl
Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044 |C:\Windows\System32\KERNELBASE.dIl+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random] %)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%

[E 65-2] screenwatch [pid] H2 &&i0] 2 Sysmon O[HE 21 IjH
O[HIE 3
OMHIE 2 LHE
ID
7 Image Loaded Image=%Beacon File%, Imagel.oaded=C:\Windows\System32\oleaut32.dIl
Sourcelmage=%Beacon File%, Targetimage=%Target Process%, StartAddress=%[Random]%,
8 CreateRemoteThread _
StartModule=-, StartFunction=
17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe
18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%
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Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike {3 EHX| Hfor o2

A 2 HOE LSS0 ZatEl= HHAZ2 11700|H, 0] & Cobalt StrikeS

@ PLAIN3IT
6.2.2.7. 4 ¥ GI0|H gf==}
Cobalt StriketlM X|&ot= 712 715 & &
S5t oI SHE 4 QU= EX0| 20IE HYS THolCt,
[ 66] &4 3! CIOJE Y53t 7t 112 HE & X EX oF
S =Ry AAH OFE|HE L EX FIHEYE 2O L =X
1 connect ZTHo}K| St ZIHEIK| k2
2 covertvpn Metadata, EventlLog, Registry, Sysmon Event
3 data—store ZEXoHK| P42 EMoIX| =
4 socks Z=IHolK| 2 Sysmon Event
5 spawn EXHotX| 45 Sysmon Event
6 spawnas EventlLog Sysmon Event
7 spawnto EON I NIY= ZEXHotX| k2
8 spawnu EXEIX| kS Sysmon Event
9 spunnel ZIHoIX| S Sysmon Event
10 spunnel_local ZI5HK| $S Sysmon Event
1 token-store ZIHotK| 42 Z=IHSHK| re
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@ PLAIN3IT

Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

HH H= 0IE SH0|| Chot
1) covertvpn

F7t 43 21 (Sysmon Event)

Beacon EZMAT} QIXt 20| ZXoHK| 2= rundl32.exe E2MAS MMot HASICE rundll32.exe T2MAT}

C:\Users\ADMIN~1\Appdata\Local\Temp ZZ0| IIUS MM5t11 O|0|X| 2= I AH|A HX| OHIES UMA|ZICY.

%TEMP%(C:\Users\ADMIN~1\AppData\Local\Temp) ot2| ZAZ0| 37H9] MIYS rundll32.exe?} A5t 0|O|X|

2Cok= OMIETF 2olH, HHEOZ rundll32.exe?} O|0[X|E ZE ofX| = {UXIUIA ZHotTH.
[E 67] covertvpn HZ AH0|| (2 Sysmon O|HE Z71 T{E
O#IE ID OHIE RF LHE

Process Create

Image=C:\Windows\SysWOW64\rund|32.exe,
CommandLine=C:\Windows\system32\rundll32.exe, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\syswow64\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM32\ntdIl.dll+-a2044|C:\Windows\System32\KERNELBASE.dl+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a|C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

_ Image=C:\Windows\syswow64\rundll32.exe,

1 FileCreate )

TargetFilename=C:\Users\ADMINI~1\AppData\Local\Temp\1\wpcap.dll
, Image=C:\Windows\syswow64\rundll32.exe,

11 FileCreate ]

TargetFilename=C:\Users\ADMINI~1\AppData\Local\Temp\1\Packet.dll
, Image=C:\Windows\syswow64\rundll32.exe,

11 FileCreate ]
TargetFilename=C:\Users\ADMINI~1\AppData\Local\Temp\1\npf.sys
Image=C:\Windows\syswow64\rundil32.exe,

7 Image loaded
ImagelLoaded=C:\Users\ADMINI~1\AppData\Local\Temp\1\wpcap.dll
Image=C:\Windows\syswow64\rundil32.exe,

7 Image loaded
Imagel.oaded=C:\Users\ADMINI~1\AppData\Local\Temp\1\Packet.dll

1 Registry - Image=C:\Windows\system32\services.exe,

CreateKey TargetObject=HKLM\System\CurrentControlSet\Services\npf
Image=C:\Windows\system32\services.exe,
13 Registry - SetValue | TargetObject=HKLM\System\CurrentControlSet\Services\npf\ImagePath,

Details=\?\C:\Users\ADMINI~1\AppData\Local\Temp\1\npf.sys
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@ PLAINSIT Cobalt Strike Out, SAE 7|H9| Cobalt Strike I8 BA| 4t &7

e AJAH! OIE|HE (Metadata, EventLog, Registry)

covertvpn BHS MR AR He SXS 12Tt 2Tt
[E 68] covertvpn BE A3l Al A|AE OIE|HEO|N &1 7HSTH THE
OIE|HE & = At
# SMFT, $Usndrnl
Metadata - -
C:\Users\Administrator\AppData\Local\Temp\1 2 5I{0fl 3742| Lt (wpcap.dll, Packet.dll, npf.sys)0| 444E
# System.evtx
EventLog npf MH|A AX| O[HIE(Event ID: 7045)7} SAGHH,
SEL= MH|A TFY 0|2 ‘C:\Users\ADMIN~1\AppData\Local\Temp\1\npf.sysO|C}.
# SYSTEM
Registry Session Manager 7|2 PendingFileRenameOperations Value2Q| Z{CZ MM= 3749 mi(wpcap.dll, Packet.dll,
npf.sys)0| SE&

2) socks

e FJI 4™ 21 (Sysmon Event)

Beacon ZZM|AJ} SocksE Aot £, OfE CHHO| HIERT S4l O[HES ZMA|IZICY.

—

I 69] socks HE A0 2 Sysmon O[HIE 27 IHH

OMIE ID OHIE 9 HE
) Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%,
3 Network connection o L oL
Destinationlp=%Team Server |P%, DestinationPort=443, DestinationPortName=https
) Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N+1%,
3 Network connection o L L
Destinationlp=%Team Server |P%, DestinationPort=443, DestinationPortName=https
3 Network connection
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9| Cobalt Strike 218 EfX| got AR

Cobalt Strike Out, SAE 7|t

@ PLAIN3IT
3) spawn
o 71 4H™ 21 (Sysmon Event)
Beacon EZZMATt HIO|2E TS Lol 7|2 MH ZHEZMA MAM)OI rundli32.exeE Aot MG,
[E 70] spawn EH A0 IE Sysmon O|HE Z7 THE
O[HIE ID OMIE R LHE
Image=C:\Windows\System32\rundll32.exe, CommandLine=C:\Windows\system32\rundll32.exe
1 Process Create )
Parentlmage=%Beacon File%
Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe
GrantedAccess=2097151,
10 Process accessed CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢c153| UNKNOWN(%[Random]%)
4) spawnas
MAGHHA 7|2 Y 2421 rundl32.exeE AYSITE

e X7 4H™ 21 (Sysmon Event)
Beacon ZZM|AT} L2 AZXt AH M=ZE Beacon=2 A
[E 71] spawnas Sysmon O[HIE 27 IjH

Yy Ao M2
e
Image=C:\Windows\System32\rundli32.exe, CommandLine=C:\Windows\system32\rundll32.exe

oo

O[#IE ID

Parentimage=%Beacon File%

Process Create

Alal5t7| 20f| Secondary Logon

o AJAH! OIE|HME (EventlLog)
oIl 2T0IFEN A7 Ofl CHE AREA A-CE 2018 3o T=MAS
Alshoj| 2 O|HIE Z(System.evtx)

=E
LHE

MH|AT} ZHatEIC
B 72] spawnas HH

JEIZ SOIELICL

o)
ogt

OHIE ID O|HIE
Secondary Logon AH|AZ} running

MH|A SEf HE

7036
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

5) spawnu
o 71 4H™ 21 (Sysmon Event)
Beacon Z2MAT} MZ2 BeaconZ MA5IHA 712 Y ZHE=AMIA HA)Q1 rundll32.exeS AYSILY.

[E 73] spawnu BH M0 ME Sysmon O|HIE 27 I{H

O[#IE ID OMHIE 3% LS

Image=C:\Windows\System32\rundll32.exe,

1 Process Create , ) -
CommandLine=C:\Windows\system32\rundll32.exe, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed CallTrace=C:\Windows\SYSTEM32\ntdll.dI+-a2044|C:\Windows\System32\KERNELBASE.dll+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a|C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

6) spunnel

e X7 4™ 21 (Sysmon Event)

Beacon 2N A7t HIO|Z2E ASHZ /el rundll32.exeS MASH &, D= CHO| HERT E41 OHIES YMAIFICE

[E 74] spunnel B3 A0 2 Sysmon O[HE Z7 IjH

OlAE OHIE @3 L
| D —_—— TTOo o
Image=C:\Windows\System32\rundli32.exe,
1 Process Create

CommandLine=C:\Windows\system32\rundli32.exe, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundil32.exe,
GrantedAccess=2097151,

10 Process accessed | CallTrace=C:\Windows\SYSTEM3\2\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|
C:\Windows\System32\KERNELBASE.dl+48a8a| C:\Windows\System32\KERNELBASE.dII+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random] %)

3 Network Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%, Destinationlp=%Team Server |P%,
connection DestinationPort=443, DestinationPortName=https

3 Network Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N+1%, Destinationlp=%Team Server
connection IP%, DestinationPort=443, DestinationPortName=https
Network

? connection
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

7) spunnel_local

o 71 4H™ 21 (Sysmon Event)

Beacon ZZMAJ} HO|Z2E AHS 2[6H rundli32.exe2S M6t &, 01X CHEHC| HEYT SA OMIEES WMA|ZICE

[E 75] spunnel_local B& M0 ME Sysmon O|HIE 27 I{H

O|#IE ID O[HIE &

oar

LS

Image=C:\Windows\System32\rundll32.exe,
CommandLine=C:\Windows\system32\rundll32.exe, Parentimage=%Beacon File%

1 Process Create

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed CallTrace=C:\Windows\SYSTEM32\ntdll.dI+-a2044|C:\Windows\System32\KERNELBASE.dl+4be72|
C:\Windows\System32\KERNELBASE.dlI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%, Destinationlp=%Team Server [P%,
DestinationPort=443, DestinationPortName=https

3 Network connection

Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N+1%, Destinationlp=%Team Server
IP%, DestinationPort=443, DestinationPortName=https

3 Network connection

3 Network connection
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

Cobalt Strike0lA X[Eok= 712 7Is & sS4 & I0|E YZsi0f Z&tel= HH2 1171H0|H, 0] & Cobalt StrikeS

SX0| 2018 HHL BIoIC.

I 76] H3 LU AFZE AlSH FiH 2| HA

o 2% ZX) o

S =Ry AAH OFE|HE L EX F7t AEE 2T W X
1 execute EDN NI = Sysmon Event
2 execute—assembly ZEX{otX| 242 Sysmon Event
3 inline—execute HAE O ord HIAE iy Otd
4 powerpick EventlLog Sysmon Event
B powershell EventlLog Sysmon Event
6 powershell-import EventLog, Registry EDV [ NIVE=
7 run EMGHX| = EMGHX| =
8 runas EventlLog Sysmon Event
9 runasadmin EMotX| Y= EMotX| =
10 runu ZIHSIX| LS Sysmon Event
11 shell EDN NI = Sysmon Event
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Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

@ PLAIN3IT
HH HE SIOIE SX0f| et 22 C=3at 2Lt
1) execute

o 71 4H™ 21 (Sysmon Event)

Beacon

T2hA=oE 8

o
HS

2H

S ol BT

—

;

o

23S AU TRy

T 77] execute B M| T2 Sysmon O[HIE 27 IHH

OMIE ID OMIE Y Lh&
1 Process Create Image=%Target Program%, Parentimage=%Beacon File%
Sourcelmage=%Beacon File%, Targetimage=%Target Program%, GrantedAccess=2097151,
10 b g CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|
rocess accesse
C:\Windows\System32\KERNELBASE.dI+48a8a|C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(0000000003B81019)

2) execute—assembly

e FJI 4™ 21 (Sysmon Event)

Beacon ZZ2M|A= QIX}

T 78] execute—assembly H

Z40| ZXSHK| 2= rundli32.exe Z2MAE AMGHT FASHTT

LS —

AlSH0|| 2 Sysmon O[HIE 27 IHH

O[HIE ID OIHE R L&
Image=C:\Windows\System32\rundli32.exe,
1 Process Create ) ) .
CommandLine=C:\Windows\system32\rundli32.exe, Parentimage=%Beacon File%
Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,
10 Process accessed CallTrace=C:\Windows\SYSTEM32\ntdll.dI+a2044|C:\Windows\System32\KERNELBASE.dll+4be72|

C:\Windows\System32\KERNELBASE.dI+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢c153| UNKNOWN(0000000003B41019)
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

3) powerpick

o FJI ™ 27 (Sysmon Event)

Beacon ZZMAE ALXI0AH 2 22 CommandS powershel.exeZ ASMSIT} rundli32.exes 7[2XMOZ
Windows 7|2 DLL(G. KERNEL32.DLL, user32.dll, gdi32.dl)2 S=ol A|AH £FO| XAZ £3l5HH, .NET
Framework 2Z1} #EE DLLE 2HMOZ AEol= 227t gl0] Ol EEC2 THst 4= QL.

B 79] powerpick B M0 ME Sysmon O[HE 21 IHH

OHIE ID OMIE 7Y LHE

Image=C:\Windows\System32\rundll32.exe,

1 Process Create ) i )
CommandLine=C:\Windows\system32\rundll32.exe, Parentimage=%Beacon File%
Image=%Beacon File%,

7 Image Loaded i ) . )
Imageloaded=C:\Windows\Microsoft.NET\Framework64\%(Version] %\mscoreei.dll
Image=%Beacon File%,

7 Image Loaded i ) )
Imageloaded=C:\Windows\Microsoft.NET\Framework64\%|[Version]%\mscorwks.dll
Image=%Beacon File%,

7 Image Loaded ) ) . .
Imageloaded=C:\Windows\Microsoft.NET\Framework64\%|Version] %\mscorijit.dll
Image=%Beacon File%,

7 Image Loaded

Imageloaded=C:\Windows\Microsoft.NET\Framework64\%[Version] %\Culture.dIl

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\rundll32.exe,
GrantedAccess=2097151,

10 Process accessed CallTrace=C:\Windows\SYSTEM32\ntdll.dI+-a2044|C:\Windows\System32\KERNELBASE.dl+4be72|
C:\Windows\System32\KERNELBASE.dlII+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

17 Pipe Created PipeName=\postex_*, Image=C:\Windows\System32\rundll32.exe

18 Pipe Connected PipeName=\postex_*, Image=%Beacon File%

o AJAH! OIE|ME (EventlLog)
UHIHMOZ MNIS AlSHSH 4 A OHIE(Event ID: 400)0 ‘HostApplication="0l Command?} 7|=%|X|2t

PowerPick2 Ar2al HI22| AM0IA At A, ‘HostApplication=" XFM|7} ZX{SIX| =Lt

UBtX O 2 PowerShell A8 powerpick HHOZ PowerShell A8
| E¥ X : ¥ 43
1
A% HEH7 NoneOJAf Available(2)2 HZHASLICH | |2 YEZt NonediA] Available(2)2 HBSIASLICH
e BE: | B
NewEngineState=Available NewEngineState=Available
PreviousEngineState=None PreviousEngineState=None
|
SequenceNumber=13 SequenceNumber=9
HostName=ConsoleHost HostName=ConsoleHost
HostVersion=5.1.17763.2931 HostVersion=1.0
= - = Hostid=346dc797-b54f-4a16-affd-4b198e2f0f4a
I EngineVersion=2.0
| Runspaceld=bc38f9e3-0de6-4b31-a548-4b78ab3cad67

[I& 15] HostApplication GIO|Ef ZX 05 H|W OHIE(Windows Powershell.evtx)
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

4) powershell
o 71 4H™ 21 (Sysmon Event)
Beacon ZZMAE= AFEXI0IA Y B2 CommandE powershell.exeZ ARSI

[E 80] powershell B A0 M2 Sysmon O|HIE 27 THE

O[#IE ID OHIE R% LS

ot

Image=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
1 Process Create CommandLine=powershell -nop —exec bypass —EncodedCommand %BASE64_ENC(Command)%,

Parentlmage=%Beacon File%

Image=C:\Windows\System32\conhost.exe,
Parentimage=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,

1 Process Create ]
ParentCommandLine=powershell -nop —exec bypass —
EncodedCommand %BASE64_ENC(Command)%
Sourcelmage=%Beacon File%,
Targetimage=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe,
GrantedAccess=2097151,

10 Process accessed

CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|
C:\Windows\System32\KERNELBASE.dI+48a8a|C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

o AJAH! OIE|ME (EventlLog)

i
=)
1l
o
ro
o
d
or
_O'E
A

powershell H& A8 A|, HostApplication2| Z{0IA] QITE = M HE 120 Al

{2] O|#1E £ /4 - O8I E 600, PowerShell (PowerShell)

LI |

"Registry” S=At7} Started 2 LICH

ProviderName=Registry
NewProviderState=Started

SequenceNumber=1

HostName=ConsoleHost

HostVersion=5.1.17763.2931

Hostld=6dae7281-5bbf-4335-be21-c9d3b5059¢13

HostApplication=powershell -ncp -exec bypass -EncededCommand
RWBIAHQALQBTAGUACGB2AGKAYWBIAA==

EngineVersion=

Runspaceld=

Pipelineld=

CommandName=

CommandType=

ScriptName=

CommandPath=

CommandLine=

[2Z 16] powershell EH A

o

Al 225 O[HMIE (Windows PowerShell.evtx)
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Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & =X gior A4

@ PLAIN3IT

5) powershell-import

A|AH! OIE|ME (EventlLog, Registry)
SlE| O M 12 SI010| 7Ks6t,

powershell-import &S &Y AL, EventLogliiAi= Base64Z QIZE

RegistryOliAl= 2EAE HX|IAER| 7|7t HAR= 00| SIE (ALY,

[H 81] powershell-import Hg A&l A| A|AE OFE|HEO A SOl T}

OfE/HE 7

EventL. # Windows PowerShell.evitx (Event ID: 600)
vented HostApplication®] Z0flA| Q1TSS Mol Bz 2202 Alstsl

# SOFTWARE
49| HXIAEZ| 7|7} HEFE[= 0|H &0l 7ts

Registry
(Microsoft\Tracing\powershell_RASAPI32, Microsoft\Tracing\powershel_RASMANCS)

6) runas

F7t 44 27 (Sysmon Event)

[ ]
AEXZ Ut “Command args™E £8 AIEAL AIMOZ AlSt I IZMA MM O[HIET| SWASITL

AlSH0j| 2 Sysmon O[HIE 2] THE
L&

H 82] runas HH

OHIE ID O[HIE

1 Process Create Image=%Command%, CommandLine="%Command% %args%”, Parentimage=%Beacon File%

o AJAH! OIE|HME (EventlLog)
Sl 220 ARBAL Ofd CHE AIBAL AFCE 271015 3ol Z=MAE &3lfo}/| 20| Secondary Logon

MH| AT} EHESEDY.

[& 83] runas HY AlgHof| M2 O[HIE Z71(System.evtx)
LHE

O[HIE ID OHIE R

7036 MH|A AME A Secondary Logon MH|AZ} running AEHZ SZESLICE
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

7) runu

o FJI ™ 27 (Sysmon Event)

MEX7} 25t “Command args’S EH Z2MA SIQ0IA AMASHHA! BeaconO| MAME TZMAN HIZsH=
O[HIET| LASITY,

[& 84] run HH AlsH0f| 2 Sysmon O[HE Z7] I{fH
HE

og

OHIE D OHIE Q3

1 Process Create Image=%Command%, CommandLine="%Command% %args%, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=%Command%, GrantedAccess=2097151,
10 b g CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|
rocess accesse
C:\Windows\System32\KERNELBASE.dI+48a8a|C:\Windows\System32\KERNELBASE.dI+48616|

C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

8) shell

e FJI 4™ 21 (Sysmon Event)

Beacon ZZ2MAT} Shell HHS $84517| 2lal cmd.exe2 M6t ™Aste O|HIEY} E0I%|H, SHE O[HIES

-

S| ZAXt Q2st CommandS &8t 4= QILCt.

[E 85] shell H&E A3l0j| 2 Sysmon O|HIE Z7 T{E
LHE

[m

40
ogt

OHIE ID O¢

Image=C:\Windows\System32\cmd.exe,
1 Process Create . i .
CommandLine=C:\Windows\system32\cmd.exe /C %Command%, Parentimage=%Beacon File%

Sourcelmage=%Beacon File%, Targetimage=C:\Windows\system32\cmd.exe,

GrantedAccess=2097151,
CallTrace=C:\Windows\SYSTEM32\ntdll.dl+a2044|C:\Windows\System32\KERNELBASE.dI+4be72|

C:\Windows\System32\KERNELBASE.dlII+48a8a| C:\Windows\System32\KERNELBASE.dI+48616|
C:\Windows\System32\KERNEL32.DLL+1¢153| UNKNOWN(%[Random]%)

10 Process accessed
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@ PLAIN3IT

3ot ot

9| Cobalt Strike 918 EX|

Cobalt Strike Out, SAE 7|t
6.2.2.9. HEY3 Eajy Xt 2 23]
Cobalt StrikeOlM X|2ok= 7|2 715 & WESRZ EaiT X2 3 230 Zetkl= B2 17100, ol BHS Soli
Cobalt StrikeE St PE EHS 4 U= S5 EXIICL
[H 86] HEHZ EafY X2 3 23| 7iH12| HE & X ZEX o2
e o] AAE] OfE[HE L £ 27t AHE 27 1 BX
1 browserpivot EON I NIHS= Sysmon Event
browserpivot & A3is Sl 2f01E SH0j Chet LiE2 Ci3at 2t
1) browserpivot
F71 ™ 271 (Sysmon Event)
Beacon EZMAT} iexplorer.exeE H&CZ A AHEES MMot § DiE CHHQ HEQT Sil OHES
HHAZICE
87] browserpivot & A0 [}ZE Sysmon O[HE Z1 IjH
OHIE ID OMIE RY L&
Sourcelmage=%Beacon File%, Targetimage=C:\Program Files\internet explorer\iexplore.exe
8 CreateRemoteTread
StartAddress=%Random%
Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N%, Destinationlp=%Team Server IP%,
3 Network connection
DestinationPort=443, DestinationPortName=https
Image=%Beacon File%, Sourcelp=%Host IP%, SourcePort=%N+1%, Destinationlp=%Team Server
3 Network connection :
IP%, DestinationPort=443, DestinationPortName=https
3 Network connection
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

6.2.2.10.00HZ

ol x|C}

R =L

Cobalt Strike0lM X|2ot= 712 7|5 & CIHA 2 RIH0| Zatkl= HH2 137H0|0H, oiE BHE 25 Cobalt
StrikeE St YHE ELY = U= SN2 UALX| QIUCE
[E 88] Ol %~ 7| 12] BE E X EX &
HS HHO A|AH] OIE|HE LY EX FLEEE 2O W EX
1 ! EXSH| = EXHoH| Y=
2 cancel EMGHK| 22 EXoHA| Y=
3 clear EMGHX| = ZEMGHX| =
4 downloads EMGHX| = ZEMGHX| =
5 exit EXHSHK| 2= EXHoH| =
6 help EXHSH| = EXHoH| =
7 history EXoHK| 4=z EXSH| A2
8 jobkill EXoHK| 4= EXSH| A2
9 jobs EXoHK| 4=z EXSH| A=
10 note EXHSHK| 22 EXSH| 42
11 setenv EXHSHK| 22 EXSH| 42
12 syscall-method EMGIK| %S EMGIX| =
13 windows_error_code ZXHoHK| 43 ZEXotX| k2
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9| Cobalt Strike 918 EX|

Cobalt Strike Out, SAE 7|t

@ PLAIN3IT
6.2.2.11. AJAEI HHEH 3%
Cobalt StrikeOlM X[¥ot= 712 715 & AAHE FE EO| Zatkl= HH2 2700|H, oi BHE 25 Cobalt
StrikeE St YRE EHEY = U= SH2 UAL(K| LULCL
[H 89] AJAHR! HE 2% FiEH| 12| B ¥ X =X o5
S =L AJA! OEHE L} 55 Ft2¥E 214 &N
1 getuid EXHotX| = ZRHSHK| e
2 pwd EMHEHK| 242 EXW5IK| ke
6.2.2.12. A|AH! 2 H|0f
Cobalt StrikeOliM XIISH= 712 7|5 & AIAH 2K XO{0] EetEl= HHS 17H0|H, Cobalt StrkeS S8t &
SHE 4 Qs SH2 UANX) YU
[E 90] AIAR! &+ Hof HE 47 7iH12] By ¥ 88X &1 o2
#s =R A AE OFE|HE LY EX 7t MNE 27 L B
1 reg ZTH5HK| %S EVN RS
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

6.3. Cobalt Strike E(X| Hiot

&= A0|A= '6.2. Cobalt Strike ZAT0flA Q1E SAE OEJHMES 7|8tO=Z, Cobalt Strike PIES EAIoH EoHAIL

[H20 &8st & Q= EIX

6.3.1. Sysmon Configure Rule
Sysmon(System Monitor)2 Microsoft At2| Sysinternals Suite®] ZEHEl AJAR! DLIEZ] =2 AJAHINAN LOjL=
O[HIE HZEMA M, OME AHH S)E O XMSHA 7|6t OMIE 217t HI(X| b= HEE FIIE 7|15 +

o

W W20 SARHE= AGTE)7H A3 A ARt AIAH O TS 22 S5 AEsk=H =2 =30| ot

20 22 MU %= OMES 3T 4+ UM HOEfM, 2Fokd U= A2 89 ZEUHE =X &=

ConfigureS ZHdal BtH5HO0F SHCt Configure I XML §Al0Z ZHME|0] QIOM, O|HIE 30| Mo|=l T =2

|
OII

SILHAND, OR)E X8

i ZEE SHS A8 = U =2
2023410 XIsliSt ‘SysmonS 0|3t SAE 7

9B 27 ot AT OIN CiAZIO| HGHAITL 24 B
THAE F2 2ok BAS AISAOKIGHL, /0] T2 7t Sysmon 2101 O 22 S=XIS 2ACL 018

790z ZAXC| WRIE EX[5H| #/8t Sysmon Configure RuleS HMIARHCE

<l-=

iE2222 23 [2321 E2 23 [2232 5 (222221 [2224 FE52 22
i L2, 2 EE 2 1 3 i it EE I &4 ¥ 33 3
i L2 2 EE I £ 3 i 23 EZ I & i i £33
t22233: £33 FREdEzs E23 i# 2 FEEEzs 23 i
i 23 EE I £ 3 i 23 EZ I & i i £33
B2 £33 EE . 2 E23 i# L2 2 b2 23 i
i FEREEREE R EF 0 HEE8 23 #OFEERSE f2 224 £33
E2222 2 2. 2 [2322 E22224 EE23 2 (22232 (22223 FEEEE HEREES 12222224 E2233 FEEER B2 % HERRes FEER3EE
B2 2 B2 2% 23 #% #% % 33 3% L2 2 b2 2 #2222 #3 #2382 2 #2 F% #2 iz #% EE I 2
i BHO#F #3 LA S I £ EZ I & i (33 #OO B BroB i i ¥ #3 £ EZ I &
L2222 $£2% #E88: #2 % #2 82 LI £ #3 ## #3F %3 #3 #3333 2 #% Bi: #3 #3  iEiss FE232
i E33 OB OB B ET I i i #OO¥ B OBroB i3 (E I A I L EE I &
i i i3 #%F #% #: #2 82 LI &4 #3 ## #8 O#F #2 #3 #3 84 2 #% 0 F% #2 #3 #2 EEI <
f2222 i FEREE #F % 3893 i 2 i22223 (2222 0 T A 1O E2 234 E2222 f2 2224 it £ FEEREEE
——>
<!-— BIT-sysmon-config v2.0 ——>
<!-— Update Date: 2024-10-15 -->
[<Sysmon schemaversion="4.90">
<!-- Configure Entries —->

<HashAlgorithms>MD5, SHA1</Hashilgorithms>
<ArchiveDirectory>SYSMON Archive</archiveDirectory>

<!-- Event Filtering -->

<EventFiltering>
<!-- Event ID 1. Process create —->
<l—— M. process creats O[HIEL AMZ M= ZzyAo Cfst H2E HISC
<RuleGroup name=" lation="or">

="include">

begin with">C:\PerfLogs\</Image> <!-- SZA7} F2 ZE6H= AAH ZZ0M WHE Z2HA EX] -—
begin with">C:\SRecycle.bin\</Image>

="begin with">C:\Users\Default\</Image>

begin with">C:\Users\Public\</Image>

begin with">C:\Windows\Fonts\</Image>

begin with">C:\Windows\Debug\</Image>

begin with">C: \Wmdows\Med_l_a\</Image>

=nhocin seithinse. A A boln\e [ Tmamas

[~ 17] PLAINBIT Sysmon Configure Rule Y5

<ProcessCreate

<Image co
<Image condit
<Image condit
<Image condit
<Image
<Image
<Image

S Tmaca
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Cobalt Strike Out, BAE 7|H9| Cobalt Strike |3 EfX| dfor o1

@ PLAIN3IT
Sysmon Configure Rule2| M4 7|&2 12{517| YloiAl= Rule 0| 7ts6t HES FL=oH0f STt O], Cobalt
StrikeOllA] 7|02 X|RIGH= 7152 20t 2¥5l= TS, YSAS BE UGl= TS, F7t OMIES LG

JIS2= 2 4= ULt 0| & F7t OHMIEIH Hdk= 7SS 7IE2=Z Sysmon Configure RuleO| ZH (AL

D20 Sysmon2 T517| OfZC. QB A5t S Crem 2Lt

A
-

T 91] Cobalt StrikeOflA] 2 Als A] 40t
Cobalt Strike HEHH =&

argue, blockdlls, cancel, cd, cp, jobkill, mkdir, mv, powershell-import, reg, rev2self, rm, rportfwd, rportfwd_local, runasadmin,

setenv, sleep, spawnto, syscall-method, timestomp, unlink, upload

7

mulo
rir
orr

2) YEHS Yol
Cobalt StrikeOiA FES U @ oo = U= UIEGHOF ol HES2 UERA HZ OMEI = H

AT

Fl'F
My
o

HIMSE7 | 20| SysmonlE F=617| HFELt.

o
2

0%t

Fdot= JIs

]

[E 92] Cobalt StrikeOflA] HE Al A] ¢
Cobalt Strike HEHH ==

clipboard, connect, data—store, download, drives, exit, file_browser, getprivs, getsystem, getuid, jobs, Is, printscreen,

process_browser, ps, pwd, steal_token, token_store

3) F7t OHEY} Ldst= 7S

Cobalt StrikeOflA HHES Q=] B f3leh I F/HHO= O[HIETH MG Sysmon Configure Rule2 #2& & U=
FHS0| ULt offd FHES = 11Fer OMIE IElS 71X HIFM 8= Willol= MES 718 BHS &0l RuleS
ER3HCt

H 93] Cobalt StrikeA] BHE Ml A| F7} O|HET LMSl= 7|5

Cobalt Strike HEH 22

browserpivot, chromedump, covertvpn, dcsync, desktop, dllinject, dllload, elevate, execute, execute—assembly, hashdump, inject,
jump, keylogger, link, logonpasswords, mimikatz, net, portscan, powerpick, powershell, printscreen, psinject, pth, remote—exec, run,
runas, runu, screenshot, screenwatch, shell, shinject, shspawn, socks, spawn, spawnas, spawnu, spunnel, spunnel_local
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@ PLAIN3IT Cobalt Strike Out, SAE 7|8t9| Cobalt Strike I8 EA| ot o7

6.3.1.1. &2 Rule &
Cobalt StrikeOllA| HHES MAGH= 2HOIM FIt OMIES UMsH EX[E = U= 7152 7HICE T 23742
Sysmon Configure Ruleg 2-&HCH, ZH4E =2 Rule 552 Ci3at 2L

[E 94] Cobalt StrikeE &%t HRE EXIE &+ U= FL Sysmon Rule F5

M

OMIE ID OMIE H Rule =5

HTML Application SEH2| Cobalt Strike Beacon IZM|A Al O|HIE EFX|

Encoding=! HHOZ 4=346k= powershell.exe ZZM|A A O[HIE EIX|

Ay

o|- ru|m

=iy

=2 A
=

EncodingE!

z| 285k= powershell.exe Z2A|AT}
EI‘I I:FIE ?.

ASHEI= TZMA AN OHIE ELX|

[n]

o
=
s

0

1 Process Create OIX} 240 Q= rundii32.exe TZHIA A OJHIE EIX]

Pipeli| 2AtE= TEok= ZUE 71 cmd.exe Z2A|A Hd OHIE FX|

WinRM Z2MATH 2RI TZM|A Md OHE EX|

WMI Z2MA7F 2EOI ZEHA M OHIE EIX|

Cobalt Strike BeaconOl|A| AFRE 4= Q= TREZES E6H HEQT HZA OHIE ENX|

3 NetworkConnect
rundli32.exe ZEMAT} LocalHostZ2 WEYT HZGH= O[HIE EIX|
rundll32.exe Z2M|A7} NPcap DLLE 2E8H= OHIE EX|

7 ImagelLoad
rundli32.exe ZEMAZL NET &2 DLLE 2E6k= O[HIE EX|
KERNEL32.DLLC| LoadLibraryA 2+E Ar56H= 212 AZE 44 OHIE EX|
AAHEI E2L0[HOf|A] &1 AZE MM OHIE EX|

8 CreateRemoteThread
rundll32.exe TEMAT} Isass.exe TEMA| 2174 AZE MA OHIE EIX|
browserpivot HH0| 8 A| LAel= ¥ A= 44 OHIE EX|

10 ProcessAccess EX Cobalt Strike H20| £ A| LUAMGH= TZMA F2 OHIE EIX|

11 FileCreate rundli32.exe ZEMATF %TEMPY% St Z20]| Df AiA O[HIE EX|

Cobalt Strike Beacon &2 A| ‘HA5l= 2X|AERZ| O[HIE EX|

HXIAERIS Salf ADMING B=0| A MUS MH|AZ SESh= OMIE BX|
12,13 RegistryEvent

AXIAEEIE Sdlf PowerShell BENE AMH|AZ S=ok= OHIE EX|

HXIAER|E S5l NPcap AS MH|AZ SSok= OHIE X

Cobalt Strike & A| 2doH= BEE Pipe O[HIE EX|

17,18 PipeEvent
Cobalt Strike HZ0] £=34 A| LMSh= HHE| Pipe OHIE EfX|
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@ PLAINSIT Cobalt Strike Out, SAE 7[H9] Cobalt Strike {18 EAI Y A7

Zt O|HIEQ} &5l X Sysmon Configure RuleQ| M| AHL CHEu} 2Tt

1) ProcessCreate
ProcessCreate O[MIE= MZ MME TZM A0 Uiot HEE 7|E0k= OMIE S=CO=Z, Cobalt Strike ARZOf| 2t
OZNA MY O[HIES EfX|ok= Rule2 ZMISHL.

[E 95] Sysmon Configure Rule®|A ProcessCreate O|HIEE Soff EfX|E

A
= T M o
S a3 FiH112 330 29
Beacon ot SIENO ; I MIA AHA Ef
1 - o - HTML Application YE{2| Cobalt Strike Beacon ZZA|A A4 O[HIE EX|
(HTML Application)
- Encoding® HE0ZE £3l5H= powershell.exe Z2MA A O[HIE EFX|
) . - WinRM Z2AM|A7} 2201 T2M|A M O[HIE EX|
um _ .
jump - Encoding® HHNE $&l5k= powershell.exe ZZZA|A 7}
EX Y 128 +3oks T2MA MY 0MIE EX|
3 HE3 net - OIXt Z40] S= rundli32.exe ZEMA A OHIE EFX|
M 2 0lS
4 portscan - OIX} 20| Gl= rundil32.exe T2M|IA MM O[HIE EFX|

- Encoding® HHOZE £35H= powershell.exe TZMA MM O[HIE EIX|
5 remote—exec - WIinRM EZNAV} 2201 T2 A M O[HE EHX|
- WMI ZZNAT} 220 T2M|A MY OHIE EX|

6 chromedump — QIX} Z40| S= rundlid2.exe IEMA MA O|HIE EFX|
7 desync - QIXt 20| Sl= rundii32.exe Z2MA M OHIE EFX|
8 hashdump - OQIXt 20| G= rundii32.exe TZMA Al O[HIE EIX|
S ALA O
—_ OO
9 F2HE #F logonpasswords - QIXt 70| Gl= rundii32.exe T2MA MM OHIE EIX|
10 mimikatz - QIX} 20| Gl= rundli32.exe ZE2A|A M OHIE EFX|
" o - QIX} 20| Sl= rundli32.exe TEAA MM OHIE EfX|
t! . -
°  Pipe0ll SIS Hol= HHOIE 7K cmd.exe TRAIA 44 OMIE Ex]
12 desktop - QIX} ZHO| = rundli32.exe TZA|A AM OHIE EIX|
13 keylogger - QIXt Z40] 4= rundii32.exe ZZAIA MY OHIE EX|
INEEON =
14 aUE printscreen - QIXt 20| Sh= rundii32.exe Z2AIA MY OHIE EX|
o
15 screenshot - OIX} 20| Gl= rundii32.exe ZE2AM|A M OHIE EFX|
16 screenwatch - QIXt 70| Sl= rundii32.exe T2MA MM OHIE EFX|
541 2 Hjo|H
17 covertvpn - QIXt Z40| Y= rundli32.exe TZMA MM OHIE EIX|




@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

S a3 FiH112 330 28

18 spawnas - OIXt Zf0] Gl= rundli32.exe T2AM|A MM OHIE EFX|

19 spawnu - QIXt 70| Y= rundli32.exe TZMA MM OHIE EIX|

20 spunnel - OIXt 40| Gl= rundli32.exe T2M|A MM OHIE EIX|

a4 2 H|OJE

21 o3 spunnel_local - QIX} 20| = rundli32.exe T2A|A A O[HIE EX|

22 execute—assembly | — QIX} 20| Si= rundll32.exe ZZ2AM|A M OHIE EX|

23 Powerpick - OIXt Zf0] Gl= rundli32.exe T2AM|A MM OHIE EIX|

24 powershell - Encoding®! HE0E $£3lok= powershell.exe ZEMA A OHIE EXX|

ProcessCreate O|HIE EIX|Q} 226 2=l Rule AHE CH210} ZICT,

e HTML Application HEH2|] Cobalt Strike Beacon ZZZA|A AiA OJHIE EX|
Cobalt Strike Beacon0| HTML Application &2 YEHE SAIGt= AL, mshta.exe ZZMA7L B OZAZ
M= OHIET} EfX|EICE PowerShell ZEMAE HHEoHA 2 O, 32bit A|AR TUS ARZoH| ME0| HTML

Application HEH2| Cobalt Strike Beacon ZZAM|AT7} MMEl= 7

o

EANCIE= RSP

<Rule name="Turn on Cobalt Strike Beacon(HTML Application)" groupRelation="and"> <!-- Cobalt Strike(l|A| HTML Application ZE{2| Beacon &2 EtA] -->
<Image condition="is">C:\Windows\SysWOW64\WindowsPowerShell\vl.@\powershell.exe</Image>
<CommandLine condition="contains">-encodedcommand</CommandLine>
<ParentImage condition="is">C:\Windows\SysWOW64\mshta.exe</ParentImage>

</Rule>

<ParentImage condition="image">mshta.exe</ParentImage> <!-- HTML Application(HTA) 2= 2 HF= =24~ EA --»>

[Z% 18] HTML Application SEH2| Cobalt Strike Beacon ZZAM|A MM O|HIE EX| &

o QAGE HHOE £WSH= powershell.exe TZMA MM OJHIE EIX|
Cobalt Strike Beacon0| E% HES 4345t [ PowerShell Z2MAN|A Encoding® HZ0{7} Aldik|= O[HIET}

SX|ECt MM, Encoding® BEOE k= powershell.exe ZEMAT} BME= HS EX(SI=S ZHIACL.

<Rule name="Execute Encoded PowerShell Commands" groupRelation="and"> <!-- Encodingz PowerShell Y& £ A -->
<OriginalFileName condition="is">PowerShell.EXE</OriginalFileName>
<CommandLine condition="contains">-nop</CommandLine>
<CommandLine condition="contains any">-EncodedCommand;-encodedcommand</CommandLine>

</Rule>

(23 19] 22T E BHO

i

+l5H= powershell.exe ZZMA MM OHIE EfX| £
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

CIE| A0S $35H= powershell.exe TEMAT} EX HY 12 $351= TIA|A MM O[HIE EIX|

oo ==

Cobalt Strike BeaconO| jump psexec_psh HEZ £l M EncodingE HEUWE £a5k= PowerShell

OZNAJL ““Version’, =s’, ““NolLogo’, ~NoProfile’ B&H 122 71Xl PowerShell ZZMAE Mok= OHIET}

—= OO

EFX|EICt M2, EncodingE HEN S 4316k= powershell.exe Z2MATL EH HY J2S Lok TZMAS

= T o
LS

T

2 BRGIES Tt

<Rule name="Cobalt Strike Command Execute(Jump-PsExec_psh)" groupRelation="and"> <!-- Cobalt Strike|’] jump psexec_psh Z& =% A --»>
<Image condition="contains all">C:\Windows\;\WindowsPowerShell\;\powershell.exe</Image>

<CommandLine condition="contains all">-Version;-s -NoLogo -NoProfile</CommandLine>

<ParentImage condition="contains all">C:\Windows\;\WindowsPowerShell\;\powershell.exe</ParentImage>

<ParentCommandLine condition="contains all">-nop;-encodedcommand</ParentCommandLine>
</Rule>

(23 20] YTYE FHOIS 2= powershell.exe TZHATL HY TS 2ot TRHA MY OME HX| 8

e OIX} Z10| 2= rundii32.exe TE2MA AA O[HIE EIX|

Cobalt Strike BeaconO| AlHE|7{L} EX HHS 43St [, Beacon ZEZAM|AZ} QIXt 20| SQi= rundli32.exe
OZNAE MMEH= OHIEYL EXX|ZICt YEIMOZ rundll32.exe E2MAE FO| QIAt g2 DLL OIS 7HX|D

MAE]| G20 1Kt 30| Bl rundi32.exe TEMATH el XS SIXISIES KHASC

] O M

<Rule name="rundll32.exe with No Arguments" groupRelation="and"> <!-- 2IA} Zf

72f0| 8= rundll32.exe ZZM|A EA -->
<Image condition="contains all">C:\Windows\;\rundl1l32.exe</Image>

<OriginalFileName condition="1is">RUNDLL32.EXE</OriginalFileName>

<CommandLine condition="end with">\rundll32.exe</CommandLine>
</Rule>

[Z22 21] QAKX Z40] Y= rundli32.exe TEAA MA OHIE EIX| 2

0

 Pipe 0l 2XES HESk= FH0E 71T cmd.exe Z2AMIA Y OHIE EX|

Cobalt Strike BeaconO| pth H&S 4345t

o

m%

O[HIEZF EXIEIL). [ekM, Pipetl EXIES HEok= S 71 cmd.exe Z2ZMAS

51y

59

Ct.

<Rule name="Cobalt Strike Command Execute(pth)" groupRelation="and"> <!-- Cobalt Strike( pth F& & EA -->
<Image condition="contains all">C:\Windows)\;\cmd.exe</Image>

<CommandLine condition="contains all">C:\Windows\;\cmd.exe /c echo;>;\\.\pipe\</CommandLine>
</Rule>

(28 22] Pipedf|l EXIEE TEOE HEUE 71 cmd.exe Z2HA Y OJHIE EX| £
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Cobalt Strike Out, SAE 7[Ht9| Cobalt Strike & EX| i

@ PLAIN3IT

O[HIE S|

235 I WinRM ZZMAS
f2tA, WinRM Z2M|IAQI wsmprovhost.exe?t 2201 IZ A

WinRM Z2MA T} HEol T2UA
E2517| M20| WinRM ZZAM|A7F 2

[ ]
Cobalt Strike BeaconO| EX HAHS
ML= OHIET BX|ECH

OZMAZ
MHEE XS YHABIEE RO
<Rule name="WinRM Process Creates Child Process" groupRelation="or"> <!-- WinRM ZZM|AJ} MAGI= Z2 M~ A -->

<ParentImage condition="contains all">C:\Windows\;\wsmprovhost.exe</ParentImage>

</Rule>

[2E 23] WinRM ZZN A7t B0l TZHA MM O[HIE EX|

WM| Z2M|AT} 2201 T2 MA 44 OHIE EIX|
0 DapAR
X5l 2

Tl I WMI Z2HAS 28ot7| Il WMI Z2MA7} 2

Cobalt Strike Beacon0| £8 HEZ ¢
MAME|= O[HIETL EX|EIC}, TEEA, WMI Z2MAQL WmiPrvSE.exeZt 2291 DZMAZ MME|= JiS E
ZERIC
groupRelation="or"> <!-- WMI ZZHM It MM5= =2 M2 A -->

<Rule name="WMI Process Creates Child Process"
<ParentImage condition="contains all">C:\Windows\;\wbem\WmiPrvSE.exe</ParentImage>

</Rule>

[28 24] WMI Z2MATF 2201 IZNMA MM O[HIE EX|
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

2) NetworkConnect

NetworkConnect OMIES EYTS S5 TCP/UDP HZsH= T2AAN st HEE 7|5k OMIE =20z,

Cobalt Strike AtEZ0]| L2} HIERT H&A O[HIEE EX|Sk= Ruleg 2MMSHLY.

[E 96] Sysmon Configure Rule®A NetworkConnect O[HIES Sl EfX|& 4= Q= HEH =22
HS T FIE2] THO A
1 - Beacon Cobalt Strike BeaconOllAf AH2S = = Z2EZES ot HIEYT ¢HZ OHIE EX|
2 AEA &S ZLIEE | desktop rundli32.exe Z2AMAT} LocalHost2 WIERT ¢iZst= O[HIE X

NetworkConnect O[HIE X2} ol 2=l Rule A™H2 L3210t 2Lt

o Cobalt Strike Beacon OflA A2 = U= Z2ESS St HESR3 ¢HZA OHE EX|

Cobalt StrikeE A2g I Beacon EZM|AMA] Team Server EE= CHE Beacondt X|EXMOZ HEQF Hske

OHIEZ} ©FX|EICE. M}2tA, Cobalt Strike BeaconO|A At 4= Q= SSH, DNS, HTTP, HTTPS, SMB 2| Z2EZS

Solff HEXI HZE= XS HARIES Hd3Ut

<!-- Ports Detected -->

<DestinationPort name="SSH" condition="is"»22</DestinationPort> <!-- SSH W& Z &7 --»>
<DestinationPort name="Telnet" condition="is">23</DestinationPort> <!-- Telnet HAZ= &/
<DestinationPort name="SMTP" condition="is">25</DestinationPort> <!-- SMTP HZEZ & -->
<DestinationPort name="DNS" condition="is">53</DestinationPort> <!-- DNS HZEZ A -->
<DestinationPort name="HTTP" condition="is">808</DestinationPort> <!-- HTTP HEZ & -->
<DestinationPort name="IMAP" condition="is"»143</DestinationPort> <!-- IMAP HZEZ= EfA| --
<DestinationPort name="HTTPS" condition="is">443</DestinationPort> <!-- HTTPS HZ = EtA|
<DestinationPort name="SMB" condition="is">445</DestinationPort> <!-- SMB HZZ =& -->
<DestinationPort name="RDP" condition="is"»>3389</DestinationPort> <!-- RDP HEZ & -->
<DestinationPort name="VNC" condition="is">580@</DestinationPort> <!-- VNC HZZ =il -->
<DestinationPort name="VNC" condition="is">5980</DestinationPort> <!-- VNC HEZ= =i -->

-->

>

-->

[1& 25] Cobalt Strike BeaconOlA A& 4 Q= DZEZSS S5 HERI S O|HIE EHX| 2

e rundli32.exe T2AATJ} 204 |P(127.0.0.1)2 HESI HASI= OME EX|

Cobalt Strike BeaconO| desktop HHS faliet [ 7|2 ZfCZ rundli32.exe ZEZMAZ} FO8E |P (127.0.0.1)HA

2O |P(127.0.0.1)2 HERT AZSk= OHIETL EX|EICE M2tA, rundli32.exe ZZMAT} LocalHostZ2 HIE$H

HZEI= S HIRIGIES ST

<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>
<SourceIp condition="1is">127.0.0.1</Sourcelp>
<DestinationIp condition="is">127.0.0.1</DestinationIp>

</Rule>

<Rule name="Cobalt Strike Command Execute(Desktop)" groupRelation="and"> <!-- Cobalt Strike(i|A] desktop HZH = =f

Al -->

(23 26] rundll32.exe T2MAT7} 2O |P(127.0.0.1)2 HESYI HZst= OHE X E
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@ PLAINSIT Cobalt Strike Out, SAE 7|H9| Cobalt Strike I8 BA| 4t &7

3) Imageload
ImagelLoad O[HIEE= T2MANN ZE(DLL)0| 2EEE I ZE=MA0| CHet HEE 7|Sok= O[HIE FF2=, Cobalt
Strike AtE0H| W2t £ 2F(DLL)0| 2ER= O|HIES EX|Sh= Ruleg ZHERICE

[E 97] Sysmon Configure RuletlA] Imageload O|HIEE Edff EIX|& £ U= BN =22

HE TH 722 FHHO 23
1 S Y G0 YSSt | covertvpn rundll32.exe Z2MAJ} NPcap DLLE ZE5= O[HIE EHX|
2 HE 2 AFRE M | powerpick rundli32.exe ZEMAZF NET 2 DLLS 2E5k= O[HIE EX|

ImageLoad O[HIE EtX[Q} ol 2H4E Rule FH2 Ch2at 2L

e rundli32.exe ZEMATJ} NPcap DLL & EE5I= O[HIE EX|

Cobalt Strike BeaconO| covertvpn HES aliet I 4445t NPcap DLL OfUSE rundl32.exe ZZMIANIA

r

ZCok= OMIETL EfX|ECE M2tA, rundli32.exe ZZMATZL NPcap DLL(wpcap.dll, Packet.dl)E ZEstE s

EHRIoI=E 23Ut

<!-- Cobalt Strike(i|’] covertvpn & AtE EA --»
<Rule name="Cobalt Strike Command Execute(CovertVPN)" groupRelation="and">

<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>

<ImagelLoaded condition="contains all">C:\Users\;\AppData\Local\Temp\;\wpcap.dll</ImageLoaded>
</Rule>
<Rule name="Cobalt Strike Command Execute(CovertVPN)" groupRelation="and">

<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>

<ImagelLoaded condition="contains all">C:\Users\;\AppData\Local\Temp\;\Packet.dll</ImagelLoaded>
</Rule>

[23 27] rundll32.exe Z2MAJ} NPcap DLLE EEot= OHIE EX| &
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ot o1

Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike /& EfX| ot
E DLL OfYES rundli32.exe TZMA|A

gt 2

o
g

@ PLAIN3IT
rundli32.exe Z2MA7} NET 22 DLLE 2
348t M NET

Cobalt Strike BeaconO| powerpick H#
ZLC5H= OMIETL &EX|EIC}, [M2EA, rundli32.exe Z2MAZL NETEE DLL(mscoreei.dll, mscorwks.dll, mscorijit.dll,

Culture.dl)S 2EE5H= HE EXX[GIE

groupRelation="and">

<!-- Cobalt Strikel| powerpick HZ ArE E=A| -->

<Rule name="Cobalt Strike Command Execute(Powerpick)
<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>
<ImagelLoaded condition="contains all">C:\Windows\Microsoft.NET\Frameworks4\;\mscoreei.dll</ImagelLoaded>

</Rule>

<Rule name="Cobalt Strike Command Execute(Powerpick)" groupRelation="and">
<Image condition="contains all">C:\Windows\;\rundl132.exe</Image>
<Imageloaded condition="contains all">C:\Windows\Microsoft.NET\Framework64\ ;\mscorwks.dll</ImagelLoaded>

</Rule>
<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>
groupRelation="and">

<Rule name="Cobalt Strike Command Execute(Powerpick)" groupRelation="and">
<ImagelLoaded condition="contains all">C:\Windows\Microsoft.NET\Framework64\ ;\mscorjit.dll</ImagelLoaded>

</Rule>

<Rule name="Cobalt Strike Command Execute(Powerpick)
<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>

<ImagelLoaded condition="contains all">C:\Windows\Microsoft.NET\Framework64\;\Culture.dll</ImagelLoaded>

[O= 28] rundll32.exe ZEMAJ} NET Zt&H DLLE ZESH= O|HIE EIX| 2

</Rule>
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

4) CreateRemoteThread
CreateRemoteThread OMIEE= CIE IDZMNAWA AHEE MMot= DTZMAY O MEHE 7|=6k= OHIE

=202 (Cobalt Strike AFR0]| M2} Y174 AHEE MAGH= OHIES EIX|SH= RuleS RHAJRALCL.

[E 98] Sysmon Configure RuleO|A| CreateRemoteThread O[HIES Edf EX|& 4= Us HHY =22

HS 33 7t Y| 29
1 dllload KERNEL32.DLLO| LoadLibraryA &f+E AtEoh= 24 AHE M4 O[HIE EIX|
2 dliinject AAH E20|20f|A B AYE H4d OHE X
TENA H|Of
3 inject AAH E20|20|A #Z AYE H4d OHE X
4 psinject A2 E2I0[HOM 2 AYHE dd O[HIE EX|
et s & 4 HAY f
IT A IT A 2174 A|E AHA E El
5 o A hashdump rundli32.exe ZE2MAT} Isass.exe ZZAAC| Y2 AZE MY OHIE EIX|
HEQZ Ezfm _ .
6 - browserpivot browserpivot B&0| =3 A| Ldlct= A A= M OHIE EX|
XX 2 23]
CreateRemoteThread O[#IE EfX|Qt ol XHMEl Rule MEHS CHE1t ZiTH.
e KERNEL32.DLL 9| LoadLibraryA &5 Al8st= &2 AZE 49 OHE EX|
Cobalt Strike BeaconO| dllload FHZ aliet I DLLE 2E56}7| 2ol ¥4 AdEE Mol LoadLibraryA &+2
AM&ol= OHIETZ} EFX[EICE M2fA, KERNEL32.DLLS| LoadLibraryA 2t+E AlZol= 24 AHEE Hdol= AS

EfK[SHE2 ZHMBHCY

<Rule name="DLL Load" groupRelation="and">
<StartModule condition="contains all">C:\Windows\;\KERNEL32.DLL</StartModule>
<StartFunction condition="is">LoadLibraryA</StartFunction>

</Rule>

[22! 29] KERNEL32.DLL LoadLibraryA 845 AtE3t= ¥ AYE MM 0]

o AAH S0[HOIA §H AYC A4 OME EX)
Cobalt Strike BeaconO| £ FHHZ L£alah I A AYHEE MMSHE OHIEZL ©HX|EICE M2A], AJAH

20|20 B4 AdES ddok=s AE HAlo=E RJ3itt

<Rule name="Process Injection" groupRelation="or">
<SourceImage condition="begin with">C:\</SourceImage>
<SourceImage condition="begin with">\\</SourceImage>
</Rule>

(2 30] AIAR Z210|201M 4 A E MY OME EX| £
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9| Cobalt Strike &8 EA| &or A7

Cobalt Strike Out, SAE 7|t

mjo

@ PLAIN3IT
rundll32.exe 7} Isass.exe ZZMAC RZ AYCT MM OHE EIX|
ZI5H7| loil LSASS T2 AMAN| {17 AYE
£ ddol= A

A i FeHES 5

Cobalt Strike BeaconO| hashdump &S 4
rundli32.exe 2N AT} |sass.exe T2AMAY |1 AHEE

SHSH [

k= OIHIEZL HX|EL M2t

c

EHXoI=E 23Ut
<Rule name="Hash Dump" groupRelation="and">
<SourceImage condition="contains all">C:\Windows\;\rundll32.exe</Sourcelmage>
<TargetImage condition="is">C:\Windows\System32\lsass.exe</TargetImage>
</Rule>
[2& 31] rundli32.exe?t Isass.exe ZZMA0 ¥ A E MM O|HIE EX|
o browserpivot HHO0| Ald A| WAGH= 947 AT AN OMIE EX|
Cobalt Strike BeaconO| browserpivot &= aligt Il |E Explorer ZEMAES [HAOZ A AYEE MMEH=
OHIEZ} &X|EICE [MEtN, iexplore.exe Z2EMAE ECE A AYEE HHol= A= BRlol=E 2H3MCt
<Rule name="Cobalt Strike Command Execute(BrowserPivot)" groupRelation="or"> <!-- Cobalt Strike(llA browserpivot 2 Al=E EfA] --»
<TargetImage condition="is">C:\Program Files\internet explorer\iexplore.exe</TargetImage>

47 AY|E 44 0]

rir
o

<TargetImage condition="is">C:\Program Files (x86)\Internet Explorer’\iexplore.exe</TargetImage>
=
HE X 2

</Rule>

[23! 32] browserpivot HEH0| Als A] 2445}
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@ PLAIN3IT Cobalt Strike Out, SAE 7|H9| Cobalt Strike I8 BA| 4t &7

5) ProcessAccess
ProcessAccess O[HIE= CHE TZMAN XMZoh= TZMA0| i MEHE 7|Soh= O|HIE SH=29F Cobalt Strike
AR M2} 2 T2MAN MZdlk= O[HIES EX[SH= Rule= AHSHCE.

[E 99] Sysmon Configure RuleMlA] ProcessAccess O[HIEES Edfl EX|& 4= Us HHY =22

S TH 722 330 23
1 shinject EX Cobalt Strike HZI0] =3l A| SHMSH= TZMA HZ O[HIE EX|
T2MA K0}
2 shspawn EX Cobalt Strike HZI0] =3l A| LHMSH= T2 A HZ O[HIE EX|
3 jump EX Cobalt Strike IO 8 A| LHMiGH= T2 A FZ O[HIE EIX|
HEX3T . - =
4 Emy 0 0| net £ Cobalt Strike HE0 3 A] LMok= T2A|A X2 OHIE EX|
[= o B o
5 portscan E7 Cobalt Strike BEO| =3 Al LlSH= Z=MA FZ OHE EX|
6 chromedump EX Cobalt Strike HZI0] &84 A| EAiGH= IZMA X O|HIE EFX|
7 desync EX Cobalt Strike TZI0] 281 A| SHli5H= TZMA M OHIE EFX|
Heot &5 &
EX 1 Hzy AS HIAHG = IT A X3 E El
8 2o 2 hashdump EX Cobalt Strike EZ0| £ A| LMGH= T2MA ™2 OHIE EIX|
9 logonpasswords E7X Cobalt Strike HZ0| 3l A| LMot= ITZA|A 2 OMIE E&X|
10 mimikatz £7 Cobealt Strike B0 =3 A| YHliol= T2M|A T2 O[HIE EIX|
11 desktop E7 Cobealt Strike B0 =3 A| Yiliol= T2M|A T2 O[HIE EIX|
12 keylogger E7 Cobealt Strike HEO0| =3 A| YHliol= T2ZM|A T O[HIE EIX|
AIEAt &5 . . - -
13 SLE printscreen E7X Cobalt Strike HZH0 3l A| LMot= ITZA|A 2 OMIE E&X|
o
14 screenshot £7 Cobealt Strike B0 =3 A| YHliol= T2M|A T2 O[HIE EIX|
15 screenwatch £7% Cobalt Strike B0 =2 A| Llick= Z2MA FHZ O[HIE EX|
16 covertvpn E£7 Cobalt Strike BEO| =3 Al LSH= T=MA FZ O[HIE BX|
17 spawn E7X Cobalt Strike HZO] =31 A| LMSH= TZMA HZ O[HIE EX|
MY
18 o spawnu EX Cobalt Strike HZ0{ =84 A| 2iMGH= T2A|A ™2 O[HIE EIX|
HO|Ef ¢33t
19 spunnel E7X Cobalt Strike HZO] £=31 A| LMl5SH= TZMA HZ O[HIE EIX|
20 spunnel_local E7X Cobalt Strike HZO] £=31 A| LMl5SH= TZMA HZ O[HIE EIX|
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

HS T 7|12 FHHO] a9

21 execute EX Cobalt Strike HZ0{| £ A| LAlSH= TZMHA T2 OHIE EHX|

22 execute—assembly | £ Cobalt Strike HE0| £ A| LMSH= T2 A FZ O[HIE EHX|
23 —_— powerpick E7 Cobalt Strike BEHO| =3 Al Llsk= Z=MA FZ O[HE EX|

oo =
ATRIE A3l . _

24 powershell E7 Cobalt Strike B0 =3 Al Llck= Z=MA FZ O[HE EX|
25 runu E7 Cobalt Strike B0 =3 A| Llck= Z=MA FZ O[HE EX|
26 shell E7 Cobalt Strike BEO| =3 Al LlSt= Z=MA FZ O[HE EX|

ProcessAccess O|HIE EIX|Q} 245K XM=l Ryle AHE CF21} 2L},

0

o EX Cobalt Strike HZ0| Al3 A| LAIGH= TEAA T OHIE EX]
Cobalt Strike BeaconO| £4 FHZS e Ilf T2HAS HE5IL o Z2MAN HZSk= OHIET} 7|SELL.
T2 MAN B2 I GrantedAccess(ZZA|A HSH0]| 5t Access Flags)2| 242t CallTrace(Z2 Z2NASE SEo6t=

fIXN2 20l DHEN 7| WEH £ U= Hdoke NS FRIGI=E AL FY Z2MAMME oy Ze2

e & A0 OE RuletlA EX[et O[HIES DI 20| ZAI0HOF SHTY.

<Rule name="Cobalt Strike Command Execute" groupRelation="and">
<CallTrace condition="contains">UNKNOWN</CallTrace>

<GrantedAccess condition="contains any">0x1028;0x1fffff</GrantedAccess>
</Rule>

[22 33] EX Cobalt Strike HZ0{ Alal A

s
=
_O'B
rir
|H

ZNA B2 OIE HA| 2

—— O

- 103 -



@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

6) FileCreate
FileCreate O[HIEE IS MMSIHLF EOHME TZMA0| CHot MEHE 7|=6l= O|HIE SO Z Cobalt Strike

ARZ0]| M2t IH0| W-dok= OMIES BXISk= Rule= ZHI3UCt

[E 100] Sysmon Configure RuleOIA| FileCreate O|HIES E3f EIX|S} 4 Q= HHO =2

s 34 7HH| 12| EElY 29
st H
1 HI0[E] ot5 3 covertvpn - rundli32.exe ZEMATL %TEMP% 6% ZZ20] I MM OHIE EX|
K=Xe)

FileCreate O[HIE &X|Qt 2t=io 2=l Rule MY CHSat 2Lt

e rundlle2.exe Z2MA7} %TEMP% 5% A20| OjUZS AMAMsl= OHIE EIX|

Cobalt Strike BeaconO| covertvpn BHES £35t I %TEMP% 512 ZZ20| NPcap IIUSS MAMS

Fl'F

O[HIET}
SXIELC} 2N, rundl32.exe T2MAIE %TEMP% o2l ZAZ0| NPcap Lt (wpcap.dll, Packet.dll, npf.sys)=

ddok= A= HRlot== 2-g3UL.

<l-- Cobalt Strikell|’ covertvpn & AlE A -->
<Rule name="Cobalt Strike Command Execute(CovertVPN)" groupRelation="and">

<Image condition="contains all">C:\Windows\;\rundl132.exe</Image>

<TargetFilename condition="contains all">C:\Users\;\AppData\lLocal\Temp\;\wpcap.dll</TargetFilename>
</Rule>
<Rule name="Cobalt Strike Command Execute(CovertVPN)" groupRelation="and">

<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>

<TargetFilename condition="contains all">C:\Users\;\AppData\Local\Temp\;\Packet.dll</TargetFilename>
</Rule>
<Rule name="Cobalt Strike Command Execute(CovertVPN)" groupRelation="and">

<Image condition="contains all">C:\Windows\;\rundll32.exe</Image>

<TargetFilename condition="contains all">C:\Users\;\AppData\Local\Temp\;\npf.sys</TargetFilename>
</Rule>

[23 34] rundli32.exe Z2MATF %TEMP% 619 AZ0| OiUS MM5t

rir

OHIE EX| &
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

7) RegistryEvent

RegistryEvent OHIE= MX|AEZ| 7| = S XXMM X AH| S)5t= Z2M|A0| St MEE 7|125H=

o,

OHIE S=O= Cobalt Strike ALZ0| Uj2} HX|AERZ| 7| = 2E XAGk= O|HIEE ElX[ok= Ruleg ZH3HCE.
[E 101] Sysmon Configure Rule¥IA RegistryEvent O[HIES Soff EX|& 4= = B =22
#s 23 7j6|m2) 20| L
1 - Beacon — Cobalt Strike Beacon &8l A| 2A5k= 2X|AEZ| O[HIE EfX|
) HER= ) - HIXIAEZ|E Soll ADMING Z22| A3 MUS MH|AZ SEot= OHIE EX|
um
gugog T - YXIAER|E S5 PowerShell HH0IS MHIAZ SE3H= OMIE EiX]
Hot A
_ = 7= 0| AlsH TIHOIS =25l= Et
3 Saj Az elevate HXAEZIE Soll ADMING ZZ9o| Aall Ms MH|AZ SE5k= OHIE EX|
N
4 covertvpn - YXIAEZ|Z E5}| NPcap IIUS MHIAZ SEE5H= O[HIE EfX
HI0[E] 253} p IX] I i p IS AH| t= 0l I

RegitryEvent O[HIE EX[2t 2E5H 2=l Rule HH2 CHE1t 2Tt

e Cobalt Strike Beacon 4!3 A| wisl= HIX|AERZ| O[HIE EX|

Cobalt Strike BeaconO| &4 I 2Z H|EQIT 20| et XIAER| 2tS Hdok= OIHIEI L EX|EILt. [k,

2Z4 HERT A%¥at #3EE YRAELD 77t Wdoty, ws Ho Eot dE= H|g@dslols A= HAlolEE
ZHg3ict.
<!-- Cobalt StrikeZ| Beacon &% A| Internet ZoneMap Settingl| HIZ= HE Al -->

<Rule name="Change Internet ZoneMap Setting" groupRelation="and">
<EventType condition="is"»>CreateKey</EventType>
<TargetObject condition="contains all">HKU\;\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap</TargetObject>
</Rule>
<Rule name="Change Internet ZoneMap Setting" groupRelation="and">
<EventType condition="is">SetValue</EventType>
<TargetObject condition="contains all">HKU\;\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\UNCAsIntranet</TargetObject>
<Details condition="is">DWORD (©x©0080000)</Details>
</Rule>
<Rule name="Change Internet ZoneMap Setting" groupRelation="and">
<EventType condition="is">SetValue</EventType>
<TargetObject condition="contains all">HKU\;\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\AutoDetect</TargetObject>
<Details condition="is">DWORD (©x©0000000)</Details>
</Rule>

[22 35] Cobalt Strike Beacon l8§ A| 2iMGl= 2|X|AEE| OHIE EIX| £
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

e HXAEZ|E E5 ADMIN$ ZZo| A3l MAUS MHIAR SE5= O|HIE EIX|
Cobalt Strike BeaconO| elevate, jump B2 35t [f ADMING HAZ2| Al MRS MHIAZ SE5k= O[HIETL

BXIEC. M2k, HXAERIS Sl ADMING Z=20| Al jU0| MH|AZ SEE= AS BXISH=S ZHEUC.

AHWAO MHIAR JHEEE S5 -->

<Rule name="Create Service in ADMIN$" groupRelation="and"> <!-- ADMIN$ & =2

<EventType condition="is">SetValue</EventType>
<TargetObject condition="contains all">HKLM\System\CurrentControlSet\Services\;\ImagePath</TargetObject>

<Details condition="contains all">\ADMIN$\;.exe</Details>

</Rule>

(23 36] HXIAEZIS Sl ADMINS ZZ2| &3 MUS MH|AZ SESH= OHE B £

o HYXAERZIE Sof Il HHS MHAR SEdt= O[HE EX|
Cobalt Strike BeaconO| jump HHS £3t M Encoding® PowerShell HEUE MHIAZ SE5H= OHIET}

EIXIEC m2tA, HXAEZIE Soff CMD=Z QI E PowerShell HHO7L MH|AZ SEE= WS HAlol=S

Z3ULCY.
<Rule name="Create Service in PowerShell" groupRelation="and"> <!-- PowerShell HZ I MUl Az &AWL TE E5 --»

<EventType condition="is">SetValue</EventType>
<TargetObject condition="contains all">HKLM\System\CurrentCcntrolSet\Services\;\ImagePath</TargetObject>

<Details condition="contains all">COMSPEC;powershell;-nop;-encodedcommand</Details>

</Rule>

(23 37] HXAEZSE Soli ItHE BHS MHIAZ SE5h= OHIE EX|

i
°
=
[m
om
Ral

|
—_

o YXAERIE S5 NPcap IUS MHIAZ SE5
M A5t NPcap A|AEI IS MHIAZ SEok= O[HIET}

OO -

el

Cobalt Strike BeaconO| covertvpn EZEZ 3

EIX|=ICt, M2tA, HXIAEZS Eof NPcap AIAE! IH(hpf.sys)0| MHIAZ SEE|= A2 EX|otc=E ZHIJMCT

<!-- NPcap & Al EfXl(Cobalt Strike=| covertvpn BEEHUM AE) -->
<Rule name="Install NPcap" groupRelation="and">
<EventType condition="is">CreateKey</EventType>
<TargetObject condition="1is">HKLM\System\CurrentControlSet\Services\npf</TargetObject>
</Rule>
<Rule name="Install NPcap" groupRelation="and">

<EventType condition="is">SetValue</EventType>
<TargetObject condition="1is">HKLM\System\CurrentControlSet\Services\npf\ImagePath</TargetObject>

<Details condition="contains all">C:\Users\;\AppData\Local\Temp\;\npf.sys</Details>
</Rule>

(23 38] 2X|2E2E So NPcap MAS AMHIAZ SESH= OHE X
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@ PLAINSIT Cobalt Strike Out, SAE 7[H9] Cobalt Strike {18 EAI Y A7

8) PipeEvent
PipeEvent OHIE= HHE PipeS MMotAHL HAZol= T=MA0| Cist HEE 7|S6t= OMIE &=OZ Cobalt

Strike AtZ0 et BEHE PipeS oL HEoks OMIES EX|

ol
F|'|:
X
C

o)
o
12
0x
59
O

[E 102] Sysmon Configure Rule®IA] PipeEvent O[HIEE Sdlf &X|& 4= = HHY =2

HS HH I 12 HHO Ay
1 - Beacon Cobalt Strike &l A| Llick= BHEl Pipe O[HIE EIX|
Beacon . _ -
2 link Cobalt Strike A3l Al Lalich= HHE Pipe O[HIE EX|
o 2 e
3 TZAHA HO] psinject Cobalt Strike A2l A| Lelick= HHE Pipe OMIE EX|
4 jump Cobalt Strike 134 A| 2Ai5H= HHE Pipe O[HIE EfX|
5 HEST net Cobalt Strike A3l A| &AliSHS HHEI Pipe O[HIE EFX|
B 2 0|1S - - . ,
6 portscan Cobalt Strike A3l Al Llich= HHE Pipe O[HIE EX|
7 remote—exec Cobalt Strike A3l A| ilioh= HHEI Pipe O[HIE EX|
8 chromedump Cobalt Strike A3l Al Llioh= HHE Pipe O[HIE EX|
9 desync Cobalt Strike A8t A| 2HlisH= HHEI Pipe O|HIE EfX|
10 245t A2 T hashdump Cobalt Strike A3l A| &AliSH= HHE| Pipe O[HIE EHX|
F2HE ~F . . L )
11 logonpasswords Cobalt Strike A3 A| Lelich= HHE Pipe OHIE EX|
12 mimikatz Cobalt Strike A3t A| Lalioh= HHE Pipe O[HIE EX|
13 pth Cobalt Strike A3l A| &AliGH= HHE| Pipe O[HIE EHX|
14 keylogger Cobalt Strike A8l A| 2HlisH= HHEI Pipe O|HIE EfX|
15 ARA B printscreen Cobalt Strike 234 A| 2l5H= HHEI Pipe OHIE EX|
ZHEHYE . - o .
16 screenshot Cobalt Strike 13 A| iliot= HHEI Pipe O[HIE EX|
17 screenwatch Cobalt Strike 13 A| Eiliot= HHEI Pipe O[HIE EX|
Hy 3 . . 3 i
18 _ powerpick Cobalt Strike 28l A| 2= HHE Pipe O[HIE EX|
ATZE Ml
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

PipeEvent O[HIE EfX|Q} 2t 2l Rule MHL CHEu} 2Tt

T

o Cobalt Strike &2 A] 2sk= HEE Pipe OHE &X|

Cobalt Strike BeaconO| A3tE M HHE PipeE MM I HAZSH= OHIET BIX|EICE [2tA], Cobalt Strike Beacon
Al A ARBY 5= U= BBE PipeZt W=D HEck= AS EHAlot=E 2GUCt
<Rule name="Turn on Cobalt Strike Beacon" groupRelation="or"» <!-- Cobalt StrikeZ| Beacon0| &l3l --»

<PipeName condition="contains all">MSSE-;-server</PipeName>

</Rule>

[23 39] Cobalt Strike & Al st= SHE Pipe OHIE HX| 2

e Cobalt Strike HZHO0| AlsH A| WM6= HHEl Pipe O[HIE EX|

Cobalt Strike Beacon0| EX HIS

A
e
Strike Beacon0| 0| £ Al A% = QU= BHE Pipe?t YY=1 AZFGH= XS YRGS AL,

<Rule name="Cobalt Strike Command Execute" groupRelation="or"> <!-- Cobalt Strike2| Beacon(| & & -->
<PipeName condition="begin with">\postex_</PipeName>
<PipeName condition="begin with">\postex_ssh_</PipeName>
<PipeName condition="begin with">\status_</PipeName>
<PipeName condition="begin with">\msagent_</PipeName>
</Rule>

[I& 40] Cobalt Strike HZHO| A& A| LMst= HHE Pipe O|HIE EX| &
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Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike & EtX|

@ PLAIN3IT

9) ProcessTampering
ProcessTampering O|HIE= D2 MAE HAGSI= TZM|AN| et MHE 7|S6k= OHIE 2A=O= Cobalt Strike

$HZ5h= OMIES BXIok= Rules 2H&3UCE

ARE0| M2t ZEMAE
T 103] Sysmon Configure RuledlX{ ProcessTampering O|HIES E3f| EIX|S 4 U= HAO Z2
HS HH 712 HHO] AH
1 ot &5 A F2HA 1 | elevate DE OZMA HX OHIE EfX

ProcessTampering O[#l

oY 2302

DE DZMA HXE OMIE EX

Cobalt Strike BeaconO| elevate H

QX2 T2MA HE= oFg

T2gt 4
JAE -

i

ECE -

<ProcessTampering onmatch="exclude"> <!-- = =ZZA|

</ProcessTampering>
E g§X B

(O3 41] ZE TE2NA HX OfH
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@ PLAIN3IT Cobalt Strike Out, BAE 7|Ht9| Cobalt Strike 9|8 EtX| gfor o171

6.3.1.2. F2 JHH A

2023'A0| 2FHE Sysmon Configure Ruledt H|WS [, A 27bX|Q] AtRI0] JHMEIRICt 2 JHE Al

C3at 20

Cobalt StrkeS St B%S +38 29, AIAH0| H7| OMES 24} Cobalt Strikeo| 3% EXg EX[SH=

X
c
o}
=
i
>
mn
$Q
_|j|_
)
N
>
E
J?'L
ug
0x
flI|0
oon

S3517| Tl W27 RIS FHGHL LT OlS Z2Ct T} AL Moloh=

2) Sysmon Configure Rule %Xz}

71Z& Sysmon Configure Ruled|A] ProcessCreate, DriverLoad, Imageload O[HIE St=0i 2tM MOl GHA| 7=
EIX|SI=E RMARUCE Rule IQU0Y| QA1 SHA| 20| ZSIE|CH HL| HHAIAV)OIM QA M2 ENX|El= SWEH0| ZX4HCE
ML, o MAUQ| oAl 2= EXlok= RuleS ALEAPE HR0| Ml Y o~ UEE BF HAYCL zBHC=

J4M =l Sysmon Configure Rule 31&+2 CHSu} ZHC}

OIHE D O|HE & include exclude Clin}

1 ProcessCreate 229 150

2 FileCreateTime 4 10

3 NetworkConnect 42 12

5 ProcessTerminate 8 5

6 DriverLoad 0 3

7 Imageload 39 16

8 CreateRemoteThread 6 9

g RawAccessRead - - JIS5HA EE
10 ProcessAccess 27 15

1 FileCreate 50 23

12,13,14 RegistryEvent 50 3

15 FileCreateStreamHash 13 - Z2E7=
17,18 PipeEvent 12 3

19,20, 21 WmiEvent 0 - B257I=

22 DNSQuery 0 92

23 FileDelete 40 4

24 ClipboardChange - - J|=EHE 2e
25 ProcessTampering 0 E715

26 FileDeleteDetected 7|=SHA BE
27 FileBlockExecutable 7| =S BE
28 FileBlockShredding IS e
29 FileExecutableDetected 1 0

[O3 42] 2 ALE Soll 7§48t Sysmon Configure Rule
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

SHATIHET * = SHHQIEUTISUKISA0 71 FsiAlr 24 ME XMt 5iRE SHESI UL7|HE 21

U ofid OIRE HEE + Us TH=FO0IT. 7|, BISE 7|1 Mgt g0 TEZVIY TXIE = 7|-oM

SHZZIH=T0= S & 26702 BX| SOHME =71 217, 2XIAES| 470)0] ZBHE|0f HIEE|T ACH, SHK LS

) SYBUEA V0240112 B % 6 - 0 x o HUEeE? 024012 8 & @ - o0 x
LU= < Bus
o un§ e
= ' we Y s
B = FIC s 8
BHOI0[E] 7 N HATICHE X502 TIWHLICE Cihat o
= 4H
HEYE o
27 HanY 2 8
2 92 e
AP B
E R}
T B Y 257 1 25 j* version : 2024.06.13 */
import "event” & xE
E B M| 1* 2024-06-10 H4 7|FIS Lt ENFOIY HPY WHOT 3 +/ gy

1* eventiD 2004 : Windows Defender WEH 0l SR80 R80| 3} +/
rule aliow._rdp_in_using_netsh {
meta:

= AX| title = "[EVT]01.0S W2PHOLA HZRI2IZE IR(ROP) H8 4% HH(netsh)”
QHEIIOIEi = AJE desc = "netshE OIESM RDP(In) 58"
1% 8t7|
author = "KISA"

export = " : [RuleName], 4 : [ModifyingUser]"
module = "EventLog”
score = 4

candition:
(event.Caunt("Micrasoft-Windows-Windows Firewall With Advanced Security%4Firewall.e'

(23 43] SHZTIT=T HQ ot X &K & =5

o ZTITE=72| HX| E2 Cobalt StrikeOllM 0|21 S 4 U= KBS UHE + U= 0 SH0L S8

SEMZYIR] SO YIS FICHE ZAMS KPHMOE SoIst 4 UTE KBoHD UM, Kt YT X
2ot 22 V|ZEOR TS St

SIBl B4 Agel =7
4 N2t Cobalt StrikeS St 1012k SHE 4 U= XIE
3 2 Cobalt StrikeS St SIFOI2ITL HEGH |= OfIXI, B20j2HD SHE 4 s XIE
2 9 i XIERIORE B20j2kn BEHEI= OfRIKIRY, B20| 20| BEE= OME
i 2 Sy XEatO2E B20[RkD B 0f2f2 OMIE

28 https://boho.or.kr/kr/subPage.do?menuNo=205112
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@ PLAIN3IT

M

w

1.
=

(]

Q2 Rul

|

23
X0
_I_

PNOS
2~

e N
i

i

=l

—_

IX|CHT

HEZIE

ol
o|-
-

==
S

0

[E 105] Cobalt Strike2
=

BHA 25 BX| Tt OJHIE

Security.evix

HERZ S7 /iH B2

System.evtx

H|& PowerShell 30| I3 AfH|A AX|

NPcap AH|A HX|

Windows PowerShell.evtx

Command?} = HIEA PowerShell B2

Microsoft-\Windows-WinRM.evtx

PowerShellE &&st= WIinRM EHX|

EventLog

Microsoft-Windows—
Sysmon/Operation.evix

Cobalt Strike ZZ2A|A S Pipe ‘4o 3 HZ EX|

Cobalt Strike Beacon(HTML Application) 13 EtX|

Cobalt Strike browserpivot BH

Cobalt Strike desktop H

Cobalt Strike jump psexec_psh EH

Cobalt Strike powerpick HH

Cobalt Strike pth HZ10{ A3l EIX|

HIE EfX

I_—I:l

o2MA M2 0|

H|HA Isass.exe T2 O[HIE EIX

ADMIN$ Z=0f &

| AbK| O|HIE EfX|

=~

ADMIN$ Z=0f| &34 md

I15H
=20

ADMINS ZZ0f A2 TjU0| MH|AZ SEEi= OHIE EX|

AlSH

Alsl EEX|

QX7+ ZAHSHA| = o

OfF— I
[y

‘G4 Rundll32.exe

NPcap I} 44

NPcap O[0|X| 2E

Registry SYSTEM

07t HXIAES MH|IA S5 A

o= a

L=31El PowerShell

=2

ADMINS$ Z=2| A3 MA0| HXAEZ| MHA S X
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

1) [EventlLog] Security.evtx

Security.evixS E3f & 47H2| OMIES HiX[gt 4 UTE S L

H 106] O|HIE 2(Security.evtx)UlA SHUEIHET BX| E2 Soff EXE ¢+ U= HHY 55
HS HH 7H| 12 HHO X 2 0|

1 jump HERZ 37 i E2

HES= B 2 0|S
2 net HERZ 37 i E2
3 pth HIA 2= 202 BX|

ot 2 F2|HlE 2T
4 elevate HELZ 38 71 2

Security.evtx O|HIE 27 MO = ZHYE EIX| 8 £

nz

g2 LS 20

o UHERI 37 A B2
Cobalt Strike BeaconO| jump, net, elevate HES $aig I HEKT 37 HM(ADMINS, IPCHO| TZdt=
O[MIET} SRS} 2N, Security.evix2| OHIE D7} 514091 OJHIE Z770f|A Loopback IP(127.0.0.1, 1 S)0IA]
HELT SR HAHI(ADMINS, IPC$)0il HZoh= O|HIET L LMM=X| TIHSI=E 2

<]

Ct.

/* version : 2824.18.15 */

import "event"

/* CobaltStrike elvate, jump access sharefolder */
/* SubjectUserSid=S-1-5-18, ObjectType=File, IpAddress=127.8.0.1, IpPort=%N%, ShareName=\\*\ADMIN$ */
/*SubjectUserName=%Account running Beacon%, ObjectType=File, IpAddress=fe8@::*, IpPort=%N%, ShareName=\\*\ADMIN$*/

private rule Access_ShareFolder_loopbackipv4{
condition:
(event.Count("Security.evtx","EventID:5140","ObjectType:/File/", "IpAddress:/127\\.@\\.0\\.1/", "ShareName:/\\\\*\\ADMIN\\$/") > @) or
( ("Security.evtx","EventID:5148","ObjectType: /File/", "IpAddress:/127\\.@\\.0\\.1/", "ShareName:/\\\\*\\IPC\\$/") > @) or
(event.Count("Security.evtx","EventID:5140","0ObjectType: /File/", "IpAddress:/::1/", "ShareName:/\\\\*\\ADMIN\\$/") > @) or
( &

Security.evtx","EventID:5140","ObjectType:/File/", "IpAddress:/::1/", "ShareName:/\\\\*\\IPC\\$/") > 0)

event.Count

event.Count

private rule Access_ShareFolder_loopbackipvé{
condition:

(event.Count("Security.evtx","EventID:5140","ObjectType: /File/", "IpAddress:/fe80::\\.*/", "ShareName:/\\\\*\\ADMIN\\$/") > @) or
(event.Count("Security.evtx","EventID:5148","ObjectType:/File/", "IpAddress:/fe88::\\.*/", "ShareName:/\\\\*\\IPC\\$/") > @)

rule System_5148_Access_ShareFolder{

meta:
title = "[EVT] System_5148_Access_ShareFolder"
desc = "SZM 010U S ST UIEH2 =7 20 2
author = "PLAINBIT"
export = "AMET} H: [SubjectUserName], IP: [IpAddress], =R=0 0[S: [ShareName], =RF=C| ZZ: [ShareLocalPath]"
module = "EventLog"
score = 2
condition:

Access_ShareFolder_loopbackipv4 or Access_ShareFolder_ loopbackipvé

(12 44] HEXZ 3R i M2 OME X &
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

. HEA 2T 232 X
Cobalt Strike BeaconO| pth HHS 84St I T2 AIRE|X| U= DZMAS S5t HIHA 2IEQ 22 OHIET}
SIS, 2L, Security.evix?| O[HIE |D7} 462421 O[HIE 210|A Logon TypeO| 90|HA seclogo, svchost.exe

ODZNAE AtEot= O[HIET} HYH=X] TITOI=S ZHI3UC.

/* version : 2024.18.15 */

import "event"

rule PowerShell_40@_Suspicious_Network_Logon{
meta:
title = "[EVT] Security_4624_Suspicious_Network_Logon"
desc = "NTLM HashE £&' U ER=Z 2= A"

author = "PLAINBIT"
export = "2 JH|&: [TargetUserName], 2= 0|H A/&: [TargetOutboundUserName], IP: [IpAddress]”
module = "EventLog"
score = 3
condition:

(event.Count("Security.evtx","EventID:4624", "LogonType:9", "LogonProcessName:seclogo”, "ProcessName:/\\\\Windows\\\\System32\\\\svchost\\.exe/") > @

3
)

[12 45] HIEY 2= 22 OHE EX| £
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

2) [EventLog] System.evtx

System.evixS Soli & 3/42| O|HIES B[ 4= ATF E= ZHIAUCL

H 107] O|HIE 271(System.evtx)0fM SHETITHE=T EX| E2 Soi A = U= HO ==
=

HS HH 812 HHO| =X 2 0I5
- HEST ZO= 5t H|MAF MH|A M
1 |_-||E0_|3_ EMH al O|% Jump 1|—T’ oTTr= O - Ioo j |— = | i
— H|&HA PowerShell 20| TSl AH|A AX|
2 ot & F2|HE F elevate - HEYZ SRE St U™ MH|IA HEX|
3 EAl 9 Ho|E Y53 covertvpn - NPcap AH|A HX]|

System.evix O[HIE =7 YO = 2gH EX| E 232 Lt 2L

o LER3I SRE Stt HIYY MH|A 2X]

—_

mjo
N
Rl
n>
o
=
ne
mjo

Cobalt Strike BeaconO| jump, elevate HHS 3 I ADMINS ZZ9| 2HHSH mel &

r
=
ne
o

MHIAZ SEok= O[HIET} LS. [M2tA, System.evtx@| O[HIE D7} 704521 O[HIE 210N S5

J

SR RICHSIES AP

= O ML- — L

ADMIN$ Z=29| 4l M0l O]HIE

/* version : 2024.10.15 */
import "event"

/* CobaltStrike elevate svc-exe and jump*/
/* ServiceName=%Random%, ImagePath=\\127.0.8.1\ADMIN$\%Random%.exe */
/* ServiceName={Random}, ImagePath=\\%HOSTNAME%\ADMIN$\%Random%.exe */

private rule ServiceInstall_ShareFolder_loopback{

condition:
(event.Count("System.evtx","EventID:7845","ServiceName:/.*/", "ImagePath:/\\\\127\\.@\\.0\\.1\\\\ADMIN\\S\\\N. *\\.exe/") > @)

private rule ServiceInstall_ShareFolder_hostname{

condition:
(event.Count("System.evtx","EventID:7845","ServiceName:/.*/", "ImagePath:/\\\\__MYHOST__\\\\ADMIN\\$\\\\.*\\.exe/") > @)

rule System_7045_ServiceInstall_ShareFolder{

meta:
title = "[EVT] System_7@45_ServiceInstall_ShareFolder"
desc = "UIER 3 E7E 5& dlF& MHlA HA"
author = "PLAINBIT"
export = "MH|[* H: [ServiceName], I}2: [ImagePath]”
module = "EventLog"
score = 3

condition:

ServiceInstall_ShareFolder_loopback or ServiceInstall_ShareFolder_hostname

(12 46] HEXZ SRE ST HIYY HX| O|HIE &X| £
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

o HIHY meld HHO| EelE MH|A HX|
Cobalt Strike BeaconO| jump HEZS gt I Encoding® PowerShell 3ENE ARLIGIEE AMH|AZ SESH=
O[HIEZ} LMSHTt [M2tA, System.evix@| OHIE D7} 704521 O[MIE =700M 5= HZH0| CMDE Solf

EncodingE! PowerShell HZ0HE Aldlich= O[HIET} SAMME=X] RICHSIESE RHIGHCY

/* version : 2024.10.15 */
import "event"

/* CobaltStrike jump psexec_psh */

/* ServiceName=%Random%, ImagePath=%COMSPEC% /b /c start /b /min powershell -nop -w hidden -encodedcommand %Encoding Code% */

private rule ServiceInstall_suspicious_powershell{

condition:
(event.Count("System.evtx","EventID:70845","ServiceName:/.*/", "ImagePath:/%COMSPEC% \\/b \\/c start \\/b \\/min powershell \\-nop \\-w hidden \\-encodeq

rule System_7645_ServiceInstall_PowerShell{

meta:
title = "[EVT] System_7045_Serviceinstall PowerShell"
desc = "H|ZE 4 Powershell 0| EESHE MH| A MR
author = "PLAINBIT"
export = "MH|~ . [ServiceName], I}2: [ImagePath]"
module = "EventLog"
score = 3

condition:

ServiceInstall_suspicious_powershell

(2% 47] HIEY Drela FHO| ZatE AMH|A ZX| OHIE EX| &

e NPcap AH|A MX|

Cobalt Strike BeaconO| covertvpn HES faligt M Aot %Temp% ZAZ2| NPcap A|AR! MIAUS MHAZ
SEot= O[HIEY | UMSITE [MEtA, System.evix@| O[HIE ID7t 704521 OHIE 201N SSE DHAU0| %Temp%

B29| NPcap A" I (npf.sys)2l O|HIET} LYH=R] TITOI=E ZHIUC.

/* version : 2024.10.15 */
import "event"

/* CobaltStrike CovertVPN install NPcap Service */
/* ServiceName=npf, ImagePath=C:\Users\ADMINI~1\AppData\Local\Temp\1l\npf.sys */

private rule ServiceInstall_NPcap_Driver{
condition:
(event.Count("System.evtx","EventID:70845","ServiceName: /npf/", "ImagePath:/\\AppData\\\\Local\\\\Temp\\\\.*\\\\npFf\\.sys$/") > @) or
(event.Count("System.evtx","EventID:7845","ServiceName: /npf/","ImagePath: /\\\\Windows\\\\Temp\\\\npf\\.sys$/") > @)

rule System_7045_ServiceInstall_NPcap_Driver{
meta:
title = "[EVT] System_7@45_ServiceInstall_NPcap_Driver"
desc = "NPcap AH|A MX|"
author = "PLAINBIT"

export = "AMH|ZX H: [ServiceName], U2 : [ImagePath]"
module = "EventLog"
score = 1

condition:

ServiceInstall_NPcap_Driver

(23 48] NPcap MH|A €X| OJHIE EHX| £
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

3) [EventLog] Windows PowerShell.evtx

Windows PowerShell.evixS Sali & 1712 OMIEE BX|2 4+ AT E2 AH3IUCL

[E 108] O|HIE Z(Windows PowerShell.evtx)0llA SHZXITHE=T E&X| E2 Sl EX& & U= HHO 55
S B FHE| 22 FHHO EiX| £ 0|2
1 HE 9 AFEIE AlSH powerpick Command’} gi= HIZE4 PowerShell &2 EX|

Windows PowerShell.evtx O[HMIE 271 [{AOZ ZME EX| & AH2 O3 20

e Command 7} gl= HEY Ild EF EI

Cobalt Strike BeaconO| powerpick BZES £a5t 1 H22| MOA HZ0| £3%|7| 20 Command ZE LY

CIOJE7t Qi= O[HIEZL SIS [M2tA|, Windows PowerShell.evix?| O[HIE D7} 40091 O[HIE Z7I0fA

—_

HostApplication 2E7} Q= O[HIET | UM=K ZITSIESE 2HY3IUCE

/* version : 20824.10.15 */
import "event"

/* CobaltStrike WinRM PowerShell */
/* 608 Powershell 221 HostApplication=powershell -nop -w hidden -encodedcommand %Encoding Code% */
/* 6 WSMan Ml M4 connection=%HOSTNAME%/wsman?PSVersion=5.1.17763.2931 */

/* 91 WSMan M4 M4 resourceUri=http://schemas.microsoft.com/powershell/Microsoft.PowerShell (%Account running Beacon% clientIP: %Parent Host IP%)

private rule PowerShell_using_WinRM{

condition:
(event.Count("Microsoft-Windows-WinRM%40perational.evtx"”,"EventID:6", "connection:/.*\\/wsman\\?PSVersion=\\.*/") > @)

private rule Create_WinRM{

condition:

(event.Count("Microsoft-Windows-WinRM%40perational.evtx","EventID:91", "resourceUri:/ServerManagerWorkflows \\(.* clientIP: .*/") > @)

rule WinRM_6_91 Suspicious_WinRM_PowerShell{

meta:
title = "[EVT] WinRM_6_91_Suspicious_WinRM_PowersShell"
desc = "PowerShellZ ' E6f= WinRM Q|HIE EA"
author = "PLAINBIT"
export = "Winrm: [connection], [resourceUri] | "
module = "EventLog"
score = 2

condition:

PowerShell _using_WinRM and Create_WinRM

*/

(23 49] Command?t = BIYY Tl BF Xl £
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

4) [EventlLog] Microsoft-Windows—-WinRM.evtx
Microsoft-Windows-WinRM.evixZ Soif & 2712| O[HIESE X[ + JULE ES 2N

[E 109] O|HIE Z(Microsoft-Windows-WinRm.evtx)OllA] SHZAXIHET EIX| 22 Soff EX[E 4 Q= HH 2

HS HH JE| 12 HHO EXl £ 0|2
1 jump PowerShellS &t26k= WinRM O[HIE EIX|
HES= B 2 0|S
2 remote—exec PowerShell2 &&3dt= WinRM O[HIE ElX|

Microsoft—-Windows-WinRM.evtx O[HIE 27 CHAIOZ XIME| EIX| 2 MHS Cr21} 2T}

e PowerShell 2 &&5}l= WinRM OJHIE EIX|

Cobalt Strike BeaconO| jump, remote—exec FHZ &gt If WinRMZ E20l PowerShell 3E2 +3dlol=

r_‘E!
2
=3
m
O
N

O|HIETZ} SIS} [M2EA], O|HIE ID7t 691 OJHIE 20X ‘wsman?PSVersion’ 2X1E0| ZX{6tHA

O -

91Q! OJHIET} LHH=X| TIHOI=S ZHIUCL.

/* version : 2024.10.15 */

import "event™

/* CobaltStrike WinRM Powershell */

/* 608 PowerShell &3 HostApplication=powershell -nop -w hidden -encodedcommand %Encoding Code% */

/* 6 WsMan M 4% connection=%HOSTNAME%/wsman?PSVersion=5.1.17763.2931 */

/* 91 WSMan M4 4 resourceUri=http://schemas.microsoft.com/powershell/Microsoft.PowerShell (%Account running Beacon% clientIP: %Parent Host IP%) */

private rule PowerShell_using_WinRM{
condition:
(event.Count("Microsoft-Windows-WinRM%40perational.evtx","EventID:6","connection:/.*\\/wsman\\?PSVersion=\\.*/") > @)

private rule Create_WinRM{

condition:

(event.Count("Microsoft-Windows-WinRM%40perational.evtx","EventID:91", "resourceUri:/ServerManagerWorkflows \\(.* clientIP: .*/") > @)

rule WinRM_6_91_Suspicious_WinRM_PowerShell{

meta:
title = "[EVT] WinRM_6_91_Suspicious_WinRM_PowerShell"
desc = "PowershellZ EETIE WinRM O[HIE EA"
author = "PLAINBIT"
export = "Winrm: [connection], [resourceUri] | "
module = "EventLog"
score = 2

condition:

Powershell_using_WinRM and Create_WinRM

[13 50] PowerShell2 &&%t= WinRM O[HIE EX| £
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike & EfX| tt0

5) [EventLog] Microsoft-Windows-Sysmon/Operation.evtx

Microsoft-Windows—Sysmon/Operation.evixS Sall &

337H2| OJ¢l

[Z 110] O|MIE ZI(Microsoft-Windows—-Sysmon/Operation.evtx)OflA| SHZZXITE=T EIX| £ S5 EXE 5

20| 22

tH

fol

S FHE|Le]

Sy

Xl 2 0I5

Beacon

Cobalt Strike Z2MA E41 Pipe 444 2 HZA EIX|

Cobalt Strike Beacon(HTML Application) A3

0t
m o
Pl

Beacon
Mo 2 e

link

Cobalt Strike Z=M|A S+ Pipe 48 X A& X

T2MA Mo

psinject

Cobalt Strike Z2MA S41 Pipe 44 3 HZA EX|

shinject

OD2MA EZ O|HIE EHX|

shspawn

OD2MA EZ O|HIE EHX|

HER=Z
EfAf 91 0|=
[= B =S o

jump

Cobalt Strike ZEAMA Sl Pipe 44 3 ¢4 EIX|
Cobalt Strike jump psexec_psh BZ0{ AlgH ELX|
O2MA H2 O[HIE EX|

ADMINS$ ZZ0] Aol M MM OHIE EX|
ADMIN$ Z20i| A3 It Ak O[HIE EfX|
ADMINS Z=20i| & IIJ0| MH|IAR SEE=
OHIE EIX|

net

Cobalt Strike ZZAM|A SA1 Pipe A 21
OZ2MA HZ OHIE EX|

OIXI7t Z=XHSHK| = H|ZA Rundi32.exe A&l EIX|

ny

=

portscan

<

Cobalt Strike Z2M|A 41 Pipe 4 2 1 X

OIXI7} "IHo}Xl Of= Io%; Rundli32.exe &8l &X|

remote—exec

Cobalt Strike ZENA S Pipe 44 2

re
ny

=

10

11

12

chromedump

Cobalt Strike ZZAM|A E41 Pipe AiA gl
O2NA HZ O[HIE EX|

QIXI7t ZEXHSHK| Ok= H|ZA Rundii32.exe AldH EFX|

re

Z Xl

dcsync

Cobalt Strike ZZM|A
O2NA HZ OHIE EU(|

QIR ZM5HA| 2= =4 Rundii32.exe A3 EX|

uy
m
bal

&4l Pipe 8 & &

elevate

ADMIN$ Z=0j| Al md MM
ADMIN$ ZZ0|l A% T ALK OHIE &
ADMINS ZZ0jl 43 T0| Mp|AR SEEj=
OHLE Eix]
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

rE
fol

S FHE|Le]

02
o
<

Xl 2 0I5

14

15

16

hashdump

Cobalt Strike ZZM|A EAI Pipe MM 21 HZA EfX|
D= MA 2 O[HIE EHX|

QRIZE ZMSIX| %= HIEY RundiB2.exe &8 EX|
HIH4 Isass.exe H O[HIE EfX|

logonpasswords

Cobalt Strike Z=M|A S+ Pipe &g & A2 X
OD2MA E2 O|HIE EX|

OIXI7} ZXHSHA| = H|&A Rundll32.exe A3 EIX|

mimikatz

Cobalt Strike Z2M|A 41 Pipe M 3 HZ EX|
O2MA M O[HIE EX|

OIXI7} Z=XHSHK| PH= H|ZA Rundll32.exe &3 EIX|

pth

Cobalt Strike Z2M|A 41 Pipe M 3 HZ EX|
Cobalt Strike pth 20| Al3H EX|
OIXI7} EXHSHA| = H|&A Rundll32.exe 4134 EIX|

17

18

19

20

21

AEA ES

ZHEE

desktop

Cobalt Strike desktop HZ0] A8l EX|
OZ2MA MZ O[HIE EX|

QIXI7} EXHGHK| OH= H|&A Rundll32.exe 4184 EIX|

keylogger

Cobalt Strike Z2M|A 41 Pipe M 3 HZ EX|
OZMA M2 OHIE E§X|

OIXI7} EXHSHA| = H|&A Rundll32.exe A3 EIX|

printscreen

Cobalt Strike ZEMA S41 Pipe 44 3 AZ EX|
O2MA MZ O[HIE EX|

OIXI7} Z=XHGHK| OH= H|&A Rundll32.exe A8 EIX|

screenshot

Cobalt Strike ZEMA 41 Pipe 44 3 & EIX|
OZMA T2 OMIE EX|

OIXI7} Z=XHGHK| OH= H|&A Rundll32.exe A8 EIX|

screenwatch

Cobalt Strike ZEMA S41 Pipe 44 3 AZ EX|
O2NA HZ OHIE EX|

QIXt7} ZXHGHK| b= HIZAN Rundli32.exe A3l EfX|

22

23

24

25

26

covertvpn

DENA HZ OMIE EX|

OIXI7} Z=XHGHK| OH= H|&A Rundll32.exe A8 EIX|
NPcap I A4

NPcap O[0|X| 2E

spawn

DM~ HZ O[HIE EX|

spawnas

QIRP7} ZXHSIX| o= HIKAH Rundli32.exe A3l EiX|

spawnu

OD2MA EZ O|HIE EX|

OIXI7} Z=XHGHK| OH= H|&AF Rundll32.exe A8 EIX|

spunnel

O2=M|A HZ O[HIE EX|

OIXI7} EXHGHA| OH= H|ZA Rundll32.exe 4184 EIX|
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m
bl

% PLAINSIT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike /& EX|

S FHE|Le] Sy Xl 2 0I5

rE
fol

s A - O=ZNA HZ O[HIE EX|
27 . spunnel_local _ L N
HlO[E =3t - QX7+ EXHoHK| ¢ HIFEE Rundii32.exe & EX|

28 execute - OZMA EZ OHIE EHX|

- D2AA EZ OJHIE EX|

29 execute—assembly _ _
- QIXJ} ZXHGHK| Q= H|ZA Rundli32.exe AlgH EFX|

— Cobalt Strike ZEMA Sl Pipe 44 3 5 EIX|
) - Cobalt Strike powerpick HZI0{ A8 EIX|

30 o powerpick
TH 3 - OZ2MA T2 O[HIE EX|

ATZIE AlsH - QIR ZXHEIK| L= HIZAN Rundli32.exe 131 EIX|

- Z2MA HZ OHE EX|

31 powershell _ 3
- QIXJ} ZXHSHK| Q= H|ZA Rundli32.exe AlgH EFX|

32 runu - OZMA T2 O[HIE EX|

33 shell - Z2MA FZ O[HE §X|
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@ PLAIN3IT Cobalt Strike Out, SAE 7|Ht9| Cobalt Strike I3 EtX| &or A7

Microsoft-Windows—Sysmon/Operation.evtxO[HIE 27 [HAMOZ AME EX| £ AH2 CHE2}F 2L

e Cobalt Strike ZZMA S Pipe MM U ¢Z EX]|
Cobalt Strike BeaconO| AJE|AL} EXN HHS paliet If HHE PipeS MM L HZSICL O2tA, OJHIE ID 17,

1821 O|HIE =710|A Cobalt StrikeOiM AtEE= BHE Pipe IHS 7tKl= Pipe/t 4d A HZEdk= OMIETL

/* version : 20624.10.15 */
import "event"

/* Default Cobalt Strike Artifact Kit binaries */
private rule Detect_NamedPipe_CobaltStrike_Connection{
condition:
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx","EventID:/17|18/","PipeName: /MSSE\\-[@-9a-f]{4}\\-server/") > @)

/* Default psexec_psh */
private rule Detect_NamedPipe_status{
condition:
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx”,"EventID:/17|18/", "PipeName:/status\\_[0-9a-f]{2}/") > @)

/* Default SSH beacon */
private rule Detect_NamedPipe_msagent{
condition:
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx", "EventID:/17|18/", "PipeName: /msagent\\_[8-9a-f]1{2}/") > @)

/* Default SMB beacon */
private rule Detect_NamedPipe_postex_ssh{
condition:
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx","EventID:/17|18/","PipeName: /postex\\_ssh\\_[©-9a-f]{4}/") > @)

/* Default Post Exploitation job (v4.2+) */
private rule Detect_NamedPipe_postex{
condition:
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx”,"EventID:/17|18/", "PipeName:/postex\\_[©-9a-f]{4}/") > @)

[2& 51] Cobalt Strike ZZ2MA S41 Pipe M4 U HA EHX| 8 ¢
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

e Cobalt Strike Beacon(HTML Application) &lsll EiX|
Cobalt Strike BeaconO| HTML Application &2 SHEE SAok= AR, mshta.exe ZEMAT} B2 D= HAZ
MMEICE [M2tA, Microsoft-Windows—Sysmon/Operation.evtx2| O[HIE D 121 O[HIE 20N £2 TZMAT}

mshta.exe0|FHA Xt ZZMATL powershell.exe, rundll32.exe, wscript.exe@! IZZAMAE MM5H= O[HIET}

mE

MEHX| ZITHSHES Xt

/* version 2024.10.15 *
import "event"

/* CobaltStrike HTML Application Beacon*/
private rule Detect_mshta_parentprocess{

condition

event.Count("Microsoft-Windows-WinRM%40perational.evtx",“Ev ell\\.exe/","CommandLine:/encodedcommand | EncodedCommand | \\-enc|\\-Enc/i", "ParentImage: /mshta\\.exe/"|
event.Count("Microsof RM%40perational.evtx" . 32\\.exe/","ParentImage:/mshta\\.exe/") > 8) or
event.Count("Microsoft-Windows-WinRM%40perational.evtx”, "EventID:1", "Image: /wscript\\.exe/", "ParentImage: /mshta\\.exe/") > @

rule Sysmon_1_CobaltStrike_Beacon_HTMLApplication{
meta
title = "[EVT] Sysmon_1_CobaltStrike_Beacon_HTMLApplication"

desc = "HTML ApplicationZENC| CobaltStrike Beacon &3 0]2f =
author = "PLAINBIT"

export =
module = “Even

: [Image], Command: [CommandLine], 2 ZZM|L: [ParentImage]"

score = 4
condition

Detect_mshta_parentprocess

[& 52] Cobalt Strike Beacon(HTML Application) A3l EX| & =2

e Cobalt Strike browserpivot H210{ A& ELX|
Cobalt Strike BeaconO| browserpivot BES £aligt I |E Explorer ZZHAS MO Z 2 AYHEE MMSIHL
mH2tA], Microsoft-Windows-Sysmon/Operation.evtx?| O[HIE ID 821 O[HIE 270X iexplore.exe TEMAES

Hyo= HA AYES Hdoks O|IET HHH=A] TITHH=S ZHEUCY.

/* version : 2024.10.15 */

import "event"

/* CobaltStrike HTML Application Beacon*/
private rule Detect_CreateRemoteThread_iexpolrer{

condition
/*\\[Ii]nternet 'Ee'xplarer\\iexplure\\ exe/
event.Count("Microsoft-Windows-Sysmon%40perational.evtx","EventID:8","TargetImage:/[Pp]rogram [Ffliles( \\(x86\\))?\\\\[Ii]nternet [Ee]xplorer\\\\iexplore\\.exe/") > @

rule Sysmon_8_CobaltStrike_Command_browserpivot{

meta:
title = "[EVT] Sysmon_8_CobaltStrike_Command_browserpivot"
desc = "CobaltStrike browserpivot T3 & EfA|"
author = "PLAINBIT"
export = "IZZM|2A: [SourceImage], [l TZM2: [TargetImage], Address: [StartAddress]”
module = "EventLog"
score = 4
condition

Detect_CreateRemoteThread_iexpolrer

nx
0
om
R
T

[23& 53] Cobalt Strike browserpivot HZH0
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

e Cobalt Strike desktop HZ10{ Als EIX|
Cobalt Strike BeaconO| desktop FHZ e If 7|2 ZCE rundli32.exe Z=MAT} 2284 [P(127.0.0.1)04|1A
2O |P(127.0.0.1)E HERT HZES It M2tA, Microsoft-Windows—-Sysmon/Operation.evtx2| O|HIE |D 32!

OMIE ZT0IAM rundli32.exe TEMATZ}L 2O8 |P(127.0.0.1)01A FI8 |P(127.0.0.1)2 HEXI HAZES st

O[HIE 7} SHAHER| ZICIBHEE AL,

/* version : 2024.10.15 */
import "event"

/* CobaltStrike Command Execute Desktop */
private rule Detect_NetowrkConnection_rundl132_loopback{
condition:
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx”, "EventID:3", "Image:/rundl132\\.exe/","SourceIp:/127\\.0\\.0\\.1/", "DestinationIp:/127\\.8\\.0\\.1/") > @)

rule Sysmon_3_CobaltStrike_Command_desktop{

meta:
title = "[EVT] Sysmon_3_CobaltStrike_Command_desktop”
desc = "CobaltStrike Desktop B (f A EHX|"
author = "PLAINBIT"
export = "Z2A|A: [Image], SourceIP: [Sourcelp], DestIP: [DestinationIp], DestPort: [DestinationPort]"
module = "EventLog"
score = 4

condition:
Detect_NetowrkConnection_rundl132_loopback

[12 54] Cobalt Strike desktop H& A3l EIX| &

e Cobalt Strike jump psexec_psh HZ0| AlsH EfX|

Cobalt Strike BeaconO| jump psexec_psh BES $aligt I Encoding® HEMWE $8l5k= PowerShell ZZZA|A T}
‘“Version’, =s’, ~NolLogo’, “—NoProfile’ HH F22 71Xl PowerShell ZZNAES MMt [M2tA, Microsoft-
Windows—-Sysmon/Operation.evtx2| O[HIE ID 191 OHIE Z70{M Encoding® HHOZ 4=345H= powershell.exe

naMATL EH B2 F2S S5 powershellexe LZHAS MASHS OMIET} WASHEX| RITSIES KAt

* version : 2024.10.15 *
import “"event"

* CobaltStrike Command Execute jump psexec_psh *
private rule Detect_Suspicious_PowerShell ProcessCreate
condition

rule Sysmon_1_CobaltStrike_Command_jump
meta
title = "[EV
desc = *

T] Sysmon_1_CobaltStrike_Command_jump"

ump psexec_psh &
author = "PLA
export = " [Image], ParentProcess: [ParentImage], ParentCommand: [ParentCommandLine]"
module = "EventlLog"
score = 4
condition
Detect_Suspicious_PowerShell_ProcessCreate

event. Count("Microsoft-Windows-Sysmon%40perational.evtx”, "EventID:1", "Image: /powershell\\.exe/", "CommandLine: /\\-Version [8-9]\\.[@-9] \\-s \\-NoLogo \\-NoProfile/","ParentImage:/pov|

[ 55] Cobalt Strike jump psexec_psh HZH0O| Mall EfX| £ =2
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

e Cobalt Strike powerpick Hz0{ A3l EIX|
Cobalt Strike BeaconO| powerpick H&EZ saligh I NET k4ot 2= DLL IIUES rundli32.exe T2 M|AHIA
Z ST [MEtA, O[HIE D 721 O[HIE Z20M rundli32.exe Z2AAZL NET &2 DLL(mscoreei.dll, mscorwks.dll,

mscorjit.dll, Culture.dl)2 2Eok= O[HIET} SAMH=X| FIHSIEE RHYJNCY,

/* version : 2024.10.15 */
import "event"

/* CobaltStrike Command Execute Powerpick */
private rule Sysmon_NetFramework_Imageloaded_mscoreei{
condition:
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx", "EventID:7","Image:/rundl132\\.exe/","ImageLoaded: /mscoreei\\.d11l/") > @)

private rule Sysmon_NetFramework_Imageloaded_mscorwks{
condition:

(event.Count("Microsoft-Windows-Sysmon%40perational.evtx","EventID:7","Image:/rundl132\\.exe/","ImageLoaded: /mscorwks\\.d11/") > @)

private rule Sysmon_NetFramework_Imageloaded_mscorjit{
condition:

(event.Count("Microsoft-Windows-Sysmon%40Operational.evtx","EventID:7","Image:/rundl132\\.exe/", "ImageLoaded: /mscorjit\\.d11/") > @)

-

private rule Sysmon_NetFramework_ImagelLoaded_Culture{
condition:

(event.Count("Microsoft-Windows-Sysmon%40perational.evtx", "EventID:7","Image:/rundl132\\.exe/", "ImagelLoaded: /Culture\\.d11/") > @)

rule Sysmon_7_CobaltStrike_Command_powerpick{

meta:
title = "[EVT] Sysmon_7_CobaltStrike_Command_powerpick"
desc = "CobaltStrike Powerpick 20 A% A"
author = "PLAINBIT"
export = "ZZM|A: [Image], ©=: [ImagelLoaded]"
module = "EventlLog"
score = 4

condition:

Sysmon_NetFramework_ImagelLoaded_mscoreei or
Sysmon_NetFramework_ImagelLoaded_mscorwks or
Sysmon_NetFramework_Imageloaded_mscorjit or
Sysmon_NetFramework_ImagelLoaded_Culture

—

[12 56] Cobalt Strike powerpick HH0| A3l EX| &
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

e Cobalt Strike pth H#

05 3
nx
o2
om
Ral

Cobalt Strike BeaconO| pth H&HS £8list [lf Pipedi 2AIES MEstE BEHOE 71X CMD ZZMATt MM =ICT

2N, Microsoft-Windows-Sysmon/Operation.evtx2| O[HIE |D 121 O]t MESH=

rE
m
g
x
Y,
o
@
=2
Ho
Rl
g
mlo

HAOIS MAHGH= cmd.exe ZEZMAZS MAMSH= O[HIET| LARI=X| RITISHESE ZFARHCE

/* version : 20624.10.15 */

import "event"

/* CobaltStrike Command Execute Pth(Pass-the-hash) */
private rule Detect_Suspicious_ProcessCreate_CMD{
condition:
(event.Count("Microsoft-Windows-Sysmon%40Operational.evtx"”,"EventID:1","Image:/cmd\\.exe/","CommandLine:/\\/c echo [@-9a-f]{11}\\s+>\\s+\\\\.*pipe/") > @)

rule Sysmon_1_CobaltStrike_Command_pth{
meta:
title = "[EVT] Sysmon_1_CobaltStrike_Command_pth"
desc = "CobaltStrike Pth(Pass-the-hash) B2 (f A3 =rA|"

author = "PLAINBIT"
export = "ZZM|~: [Image], Command: [CommandLine]"
module = "EventlLog"
score = 4
condition:

Detect_Suspicious_ProcessCreate_CMD

[Z12! 57] Cobalt Strike pth HHO Al EIX| &

o IZMA HZ OME EX|
Cobalt Strike Beacon0| EX HAHS 8t [ TZMHAS MMGHT XZok= O|HIETL 7|2=ICt, [M2kA, Microsoft—
Windows—-Sysmon/Operation.evtx2| O[HIE |D 102! O[HIE 20| GrantedAccess(Z=A|A HSH0| 5t Access

Flags)2l 2t CallTrace(Z22 Z2MAS SESk= {IX)Q 40| £ 42 HIok= O[HIEI LUH=X

T
T
jzh
}{1
fu

bal

FA
()

i 29 82, dd Z2MA0ME oid aez BFE & V| ME0 HE RulediM EHAleH O[HIESTE

9
o

Ct.

J

20|

HI

M5HOF SHTY.

* version : 2024.10.15

import "event"

* CobaltStrike Process Injection(Process Access Pattern
private rule Detect_Suspicious_ProcessAccess
condition

rule Sysmon_10_CobaltStrike_ProcessAccess
meta
title = %}
desc =
author =
export = "
module = "EventlLog"

[GrantedAccess], CallTrace: [CallTrace]”

score = 2
condition
Detect_Suspicious_ProcessAccess

event.Count("Microsoft-Windows-Sysmon%40perational.evtx”, "EventID:1@", "GrantedAccess:Ox1FFFFF","CallTrace:/c vindows system32 ntdll dll+. *\\[c\\: windows system32
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

o H|XA |sass.exe HZ OHIE EIX|
Cobalt Strike BeaconO| hashdump &g 438 If J2/H8S 57| Yl LSASS TRAAN 247 AZES
MASICE [M2tM, Microsoft-Windows-Sysmon/Operation.evix2| OMIE 1D 821 O[MIE ZI0IA rundli32.exe

T2ZM AT} Isass.exe TEMA0| &2 AHEES MMoH= OHIET| LHlgH=X| XICISI2 XFMISHCE

/* version : 2024.16.15 */
import "event"

/* Detect CreateRetmoeThread rundll32 to lsass */
private rule Detect_Suspicious_CreateRemoteThread_lsass{
condition:
(event.Count("Microsoft-Windows-Sysmon%4Operational.evtx", "EventID:8","SourceImage: /rundll32\\.exe$/","TargetImage:/1lsass\\.exe$/") > )

rule Sysmon_8_Supicious_CreateRemoteThread_lsass{

meta:
title = "[EVT] Sysmon_8_Supicious_CreateRemoteThread_lsass"
desc = "Cobalt Strike Beacon(| hashdump YWF = e If 22HIE =2 =EGTH)| 2o LsAss Z2 M A0 &H AHESE MAHG= AS A
author = "PLAINBIT"
export = "ZZAM|2: [Sourcelmage], CH& ZZM|Z: [TargetImage], Address: [StartAddress]"
module = "EventLog"
score = 3

condition:
Detect_Suspicious_CreateRemoteThread_lsass

[J2 59] H|™YA Isass.exe X2 O[HIE EX| &

o

e ADMINS$ Z=20j A3 o 4y OHE EIX

Cobalt Strike BeaconO| jump, elevate S =35t I System ZZMAJ} ADMINS ZZ0]| SIS Il S J17
Alsl mls MAMSICE M2tA, Microsoft-Windows-Sysmon/Operation.evtx2| O[HIE D 1191 O[HIE ZTI0j|A
System Z2MAJt ADMING Z=0f HESH MY HS 71%l AdY mMAs MMSH OHIET WHSi=X| TITGI=S

AP

/* version : 2024.18.15 */
import "event"

* ADMINS(C:\Windows) File Create */
private rule Detect_Suspicious_cmd_ProcessCreate{
condition
event.Count("Microsoft-Windows-Sysmon%40perational.evtx", "EventID: 11", "Image: /System/", "TargetFilename: /c\\:\\\\windows\\\\[@-9a-zA-Z_\\-~!#$X"&(){}@"' .+,=]+\\.exe/") >

rule Sysmon_11 CreateFile_ ADMINShareFolder
meta
title = "[EVT] Sj5'n:>n7117C"EateFilEJ‘aD'IZNSharEFulce"
desc = “ADMIN( =7
author = "PLAINBIT"
export = "
module =
score = 3
condition
Detect_Suspicious_cmd_ProcessCreate

\\Windows) Li &!ZT2I(, exe) 244

[Image], Ot : [TargetFilename]™

[J13 60] ADMINS Z=0| &3 m M4 O[HIE EX| £
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@ PLAIN3IT

Cobalt Strike Out, SAE 7|8t9| Cobalt Strike &I& EX| &f

ot

%7

ADMIN$ Z=0 &2 m AX| O[HIE ErX|

Cobalt Strike BeaconO| jump, elevate HHZ a4

St

BHCy 2

M- =

| System T2MA7L ADMING ZZ0]| AfAdaH

=
— c

<]
—

-

=
e

f

HS JFF Al MRS AHSHC. [2EA, Microsoft-Windows—Sysmon/Operation.evix2| O[HIE D 23921 OHIE
Z70|M System Z2AMAZ} ADMING ZA=0| HFETH M HS 718 Ml MAS AFSH OHIETL LEt=X]
FIEKSIEE ZH8HCt
/* version : 2024.10.15 */
import "event"
* ADMINS(C:\Windows) File Delete *
private rule Detect_supicious_file_delete_ ADMIN{
condition
event.Count( "Microsoft-Windows-Sysmon%4Operational.evtx", "EventID: 23", "Image: /System/", "TargetFilename: /c\\: \\\\windows\\\\[@-9a-2zA-Z_\\-~1#3%°&(){}8' .+,=]1+\\.exe > 8
rule Sysmon_23_DeleteFile ADMINShareFolder{
meta
title = "[EVT] Sysmon_23_DeleteFile_ADMINShareFolder"
desc = "ADMIN(C:\\Windows) SR (. exe) ]
author = "PLAINBIT"
export = " : [Image], I}2: [TargetFilename]"
module = "EventLog"
score = 3
condition
Detect_supicious_file_delete_ADMIN
[Z12 61] ADMINS ZZ0f A3 ot A%l O|HIE EX| £
e ADMINS Z20| &3 mA0| MUIAZ SEL:= OHE EX|
Cobalt Strike BeaconO| jump, elevate HHS a5t I ADMIN$ ZZO| HEHSH M HS 71X A mUS
MHIAZ SESIC}L [M2tA, Microsoft-Windows—-Sysmon/Operation.evix?| O[HIE [D 1321 OHIE ZT0f|Af

‘HKLM\System\CurrentControlSet\Services’

B=0| S5 AMHIA HXAEL]

=0 ADMINS Z=29| Aol I

[ =L = =
SEE[= OMIEIF LHM=X| TS KU,
/* version 2824.10.15 */
import "event"
/* Detect creation of registry service with ADMINS with sysmon */
private rule Detect_reg_supicious_service
condition
event.Count("Microsoft-Windows-Sysmon¥%40perational.evtx", "EventID: 13", "TargetObject: /HKLM\\\\System\\\\CurrentControlSet\\\\Services\\\\.*\\\\ImagePath/", "Details:/\\\\. *\\ADMIN\\$\\\
rule Sysmon_13_ServiceInstall_ADMINShareFolder
meta
title = "[EVT] Sysmon_13_ServiceInstall_ADMINShareFolder"
desc = "ADMIN$(C:\\Windows) = 4
author = "PLAINBIT"
export = "KeyPath: [TargetObject], Value: [Details]"
module = "EventlLog"
score = 3
condition
Detect_reg_supicious_service
(23 62] ADMINS Z=0f A4 mMAU0| MH|AZ SEE= OHIE EX| £ U7
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% SLAINSIT Cobalt Strike Out, SAE 7|8t9| Cobalt Strike I8 EA| ot o7
o OIX}7} ZXSIX| &L= H|ZHA rundli32.exe A3l EIX|
Cobalt Strike BeaconO| ABHE|HLI EX HHS 43545 [ Beacon Z2MAZL CIXt ZF 9= rundli32.exe

OZNAE MMSICE M2k, Microsoft-Windows—Sysmon/Operation.evtx2| OJHIE D 1

0| O|HIE Z70i|A] QIX}

210] ZTHBHK| O= rundiB2.exe LRAIAS MASH= OMIET} LARX| RIEHITS AT
* version : 2024.10.15 */
import “"event"
* Detect Execute Supicious Rundll32 */
private rule Detect_Suspicious_ProcessCreate_rundl132{
condition
event.Count("Microsoft-Windows-Sysmon%40perational.evtx"”, "EventID:1","Image:/rundl132\\.exe/", "CommandLine: /rundl132\\.exe$/","OriginalFileName: /RUNDLL32\\.EXE/") > @
rule Sysmon_1_Suspicious_ProcessCreate_Rundl132{
meta:
title = "[EVT] Sysmon_1_Suspicious_ProcessCreate_Rundll32"
desc = "Cobalt Strike Beacon(| A S| HL} S&H UHNES £8E! 0 Beacon EZAM|AJ} OIK rundll32.exe ZTZMAE MMG= 22 E
author = "PLAINBIT"
export = "Z=ZM|X: [Image], Command: [CommandLine], ParentProcess: [ParentImage], ParentCommand: [ParentCommandLine]"
module = "EventLog"
score = 3
condition
Detect_Suspicious_ProcessCreate_rundll32
[O8 63] QUXI7t ZX5HX| = HIFGA rundll32.exe &3 ©X| £

NPcap o 444
Cobalt Strike BeaconO| covertvpn HES

o=

o

AHABICE

o —

rundll32.exe ZZMA} %Temp% ot AZ0 NPcap Di(wpcap.dll, Packet.dll, npf.sys)S A

255k M rundii32.exe Z2MATL %Temp% o181 ZZ20| NPcap
[MH2tA,  Microsoft-Windows-Sysmon/Operation.evtx2| O[HIE D 1191 OHIE Z0{|A
Mal= OHIET}

= =L = =
YR TITtSIES ST,
* version : 2024.10.15 */
import "event"

* CobaltStrike ConvertVPN by 11 */
private rule Sysmon_NPcap_install_wpcap

rule Sysmon_11_Suspicious_fileCreate_NPcap
meta
title =

‘[:v ] Sysmon_11_Suspicious_FileCreate_NPcap"

desc = " A NPcap U}

author =
export = " : [Image], TtY:

"EventLog"

[TargetFilename]”
module =
score = 2

condition
Sysmon_NPcap_install_wpcap or
Sysmon_NPcap_install_Packet or
Sysmon_NPcap_install_npf

condition
event.Count("Microsoft-Windows-Sysmon%4Operational.evtx", "EventID:11", "Image: "TargetFilename:/\\AppData\\\\Local Temp
event.Count("Microsoft-Windows-Sysmon%40perational.evtx 111", "Image:/ "TargetFilename:/\\\\Windows\\\\Temp\ wpcap
private rule Sysmon_NPcap_install_Packet
condition
event.Count("Microsoft-Win Sysmon%4Operational. ", "Image:/ "TargetFilename:/\\AppData\\\\Local\\\\Temp\\\\.*\\Packet\
event.Count("Microsoft-Win Sysmon%40perational.ev ", "Image: "TargetFilename: Windows\\\\Temp Packet\\.d11/") > @
private rule Sysmon_NPcap_install_npf
condition
event.Count("Microsoft-Windows-Sysmon%40perational.evtx"," “Image: /","TargetFilename:/\\AppData\\\\
event.Count("Microsoft-Windows-Sysmon%40perational. ey ","Image:/ /","TargetFilename:/\\\\Windows

.d11g/"

> @) or

[1% 64] NPcap IOiY M4 O[HIE EX| £
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|4t9| Cobalt Strike ¥ EtX| gfor 37

e NPcap 0|0|X] 2E

Cobalt Strike BeaconO| covertvpn BEZ st I rundli32.exe ZZMIATL %Temp% ot AZ2| NPcap DLL
omRISS =ZESH} MEtM, Microsoft-Windows-Sysmon/Operation.evtx?| O[HIE |ID 721 OMIE Z10j|A
rundll32.exe ZZMATL %Temp% ol ZZ2| NPcap DLL Ii(wpcap.dl, Packet.dl)S ZEsH= O[HIETL

HIMBH=X| XICISHE2 XFASHCY

=2 OM

* version : 2024.10.15 */
import "event"

/* CobaltStrike ConvertVPN by 7 */
private rule Sysmon_NPcap_Imageloaded_wpcap{

condition
event.Count("“Microsoft-Windows-Sysmon%40perational.evtx", "EventID:7", "Image:/rund1132\\.exe/", "ImageLoaded: /\\AppData\\\\Local\\\\Temp\\\\.*\\wpcap\\.d11$/") > @) or
(event.Count("Microsoft-Windows-Sysmon%40perational.evtx”, "EventID:7","Image:/rund1132\\.exe/", "ImageLoaded: /\\\\Windows\\\\Temp\\\\wpcap\\.d11$/") > @
private rule Sysmon_NPcap_Imageloaded_Packet{
condition
event.Count("Microsoft-Windows-Sysmon%40perational.evtx", "EventID:7","Image:/rund1132\\.exe/", "ImageLoaded:/\\AppData\\\\Local\\\\Temp\\\\.*\\Packet\\.d11$/") > @) or
event.Count("Microsoft-Windows-Sysmon¥%40perational.evtx”, "EventID: 7", "Image:/rund1132\\.exe/", “ImageLoaded: /\\\\Windows\\\\Temp\\\\Packet\\.d11$/") > @

rule Sysmon_7_Suspicious_ImagelLoaded_NPcap{
meta
title = "[EVT] Sysmon_7_Suspicious_ImagelLoaded NPcap"
desc = "H|E2a ZZM|2Z0|M NPcap 0]|0|X] 2E"
= "PLAINBIT"
export = "I
module =

author
[Image], ©=: [ImagelLoaded]"
"EventlLog"
score = 2
condition
Sysmon_NPcap_ImagelLoaded_wpcap and Sysmon_NPcap_ImagelLoaded_Packet

[12 65] NPcap O|0|X| ZE OHIE EIX| £
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6) [Registry] SYSTEM

SYSEM HXIAEZ| 50|12 7|15 &dll & 2712| O[HIES BA|Z 4 UEE ES A&}

E 111] YXIAEZ(SYSTEM)UA SHEZHET X 25 Sl EXE =+ A= BB =

Hs =E Rz Il 0] EiX| £ 0|2
- H=5IE PowerShell @80 XAEZ| MHIA S5 EX|

1 HEYT S U 0|5 jump o oF °
- ADMIN$ ZZ22| Algl II0| HXAER| AMHIA SE EX|
2 5t 2 F2[EA A7 elevate - ADMIN$ ZZ29| A3l TI0| BKIAER| AH|A SZ EX|

Microsoft-Windows-WinRM.evtx O[HIE 27 [HAOZ AME| EIX| & MEH2 C121} ZL},

o LIESHE QI HAO| HX|AEZ| MHAN SEE|E= OHIE EX|
MHIA HXIAEZ]

oo= TOo

Cobalt Strike BeaconO| jump BES +=3igt I Encoding® PowerShell BH0E A3oI==

&=0i| SESICE [MakA], SYSTEM HIVEQ| ‘CurrentControlSet\Services' Z20| S5= AH|A BXIAEZ| S50

Encoding® PowerShell 33017t SEE[0] RA=A| ZITOI=E 23U}, H, 0| YYHLE +AE|H SZot AH|A

HXIAEZ| A== A6 | M0 FHXO= £Al(X| ot AT TITEE 4= Tt

/* version : 2024.10.15 */

import "registry"

rule SYSTEM_Serviceinstall_EncodedCommand_PowerShell{

meta:

title = "[REG] SYSTEM_Serviceinstall_EncodedCommand_PowerShell™
desc = "H=35= Powershell B DL AR AE2] L) MUAZ SE2EE0 A=A &l
author = "PLAINBIT"
export = "ZZ : [PATH], 2f : [VALUE], OIOIE : [DATA]"
module = "registry"
score = 3
condition:

:registry,searchValuex”HKEY_LOCAL_MACHINE\\SYSTEM\\CuPPentControlSet\\Services\\/.*/",”ImagePath”,"/encodedcommand\EncodedCommand|\\-enc|\\—Enc/“j > 9)

(1% 66] H=stE md HHO| MXIAER| MHAN SEE= OME ©X| £
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7

o ADMINS Z=9| M3 mUo| YXAELD MUIA S& EIX|

Cobalt Strike BeaconO| jump, elevate HHS =85t [ ADMINS ZAZ0| 2HES MU HS J1XI AldH MAUS AMH|A
HXIAEZ| SH=0f| SSSICt. [M2tA, SYSTEM HIVEL] ‘CurrentControlSet\Services” ZZ0]| S2= AMH|A X|AEZ]
=0 ADMINS Z=9| A3l mMU0| SFE0 U=X| XSS 3MCt Hf, HHO0| FHHORE HlEH SEo

MH|A HXIAEZ| S5S AMol| 20| HEHOZ AKX ot HHF TITE 4 QAT

/* version : 2024.10.15 */
import "registry"

rule SYSTEM_Serviceinstall ADMINShareFolder_Exe
meta
title = "[REG] SYSTEM_Serviceinstall_ADMINShareFolder_Exe"

desc = "ADMIN$(C:\\Windows) & 22| &3 M0| 2R AE2] L) At = S5&/0 A=A Hel
author = "PLAINBIT"

export = "ZZ : [PATH], 2/ : [VALUE], GI0IE : [DATA]"
module = "registry"”
score = 3
condition
registry.searchValue("HKEY_LOCAL_MACHINE\\SYSTEM\\CurrentControlSet\\Services\\/.*/", "ImagePath","/\\.*\\ADMIN\\$\\\\[@-9a-2A-Z_\\-~!#3% &(){}@" .+,=]+\\.exe$/") > @

[12 67] ADMINS Z=9| &3 mMAU0| YXAELD MHAN SE&= OHE B £
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Cobalt Strike Out, SAE 7|8t9| Cobalt Strike 9§l EIX| dior o2

6.4. AlL{2| 7|8t EX| &

EHSE Sysmon Configure Ruledt oIS

HAE

X E= = ADEZ0IN 25| LYY =+ A= 7HSQ] ALIZ|RE

TR 3 EAES YO, 1 Zue CIST 20t

6.4.1. HHAE A|L}2|R 7R

1) HAE ALE|R LHE

s E
224X} 1. I-)IL'I'I'PS Beacon

Caobalt Strike
TeamServer

VPN

5 ZE 2Q|Y 4% (5600 — 3389)

15 a3

4 ES Cojol B2 B2

s

ol g Al {AD-Public S9! e Eaf (DC-1)
2.5 B 27, @), o zmany
o EE A e LT T
~
CQELTHEA 7. EWj9l B2ixt A o o
—®  Femass ¥ 0 8%
R - %3} SMB Beacon Y25

L

8. SBM Beacon ¢1&

LHE At (AD-Private)

12. VPN 91

a 10. BAE QLA
-4
Elg 1m=ss

SZAXE R0 =0

CHoI HAEE2{0| MZol W5 AHZE Beacons

g3= ZHEsHH

M S2

(1% 68]

HAE ALE|2 HQE

= MH(AD-Public)0l] ZIE5t & Cobalt Strike BeaconS HHEO{Z Alshe LHE ME

oI5t SHio! Bajx} AAe| JalHS STt SiSst Soel Halxt Hgel JajHaz
27} FHIRYCH 015 L2 MHOM SAE MEZ AT5HT, ALK}

= o=z Q&)
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% PLAIN3IT Cobalt Strike Out, BAE 7[Ht9| Cobalt Strike $/3! EtX| gfot of

2) HAE A|L}2|R A

BIAE AlLt2|Q 2HHO| [ AIARSS 2% Windows Server 20192 TAZHOM, Cobalt Strikes 4.9.1 HZH
ALt AAEIY ‘6.3.1. Sysmon Configure Rule’A AESH Sysmon Configure Ruleg HE%H MEZ 34

H AJAE! OIEJHE K| @ Xict st

M M2 Fi

<]

Ct. AR 200

ol
i
HI

SHHCE. 0)F SRS 5

Cobalt Strike HES &8ali e FQ 32 Ef2Il2 Thgut LTt

mjo

mjo

[E 112] HIAE ALZ|Q0IM 3= = ZZ Ef2fOl
H

AN Q| 43 T OHIE Liig 22 24(Cobalt Strike)
2024-10-16 11:21:25 | AD-Public HTTPS Beacon & -
2024-10-16 11:22:31 | Team Server — AD-Public L2 ME F net, powerpick, portscan
2024-10-16 11:23:21 | Team Server — AD-Public Fe[Hd sl5 mimikatz, pth
2024-10-16 11:25:01 | AD-Public — DC1 LiE 0|5 jump psexec_psh
2024-10-16 11:25:20 | DC1 — AD-Public IE Q= rportfwd
2024-10-16 11:25:36 | Team Server — DC1 I A sl= desync, pth
2024-10-16 11:26:15 | DC1 — AD—Private Beacon I Xt upload
2024-10-16 11:27:30 | AD—Private — AD—-Public SMB Beacon 914 remote—exec psexec, link
2024-10-16 11:29:00 | Team Server — AD-Private SAE MH 47 powershell
2024-10-16 13:35:19 | Team Server — AD—Private A2X} &= T EE desktop
2024-10-16 13:37:02 | AD—Private — Team Server HH Q= download
2024-10-16 13:38:43 | AD-Private — Team Server VPN AX covertvpn
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@ PLAIN3IT Cobalt Strike Out, ZAE 7|Ht9| Cobalt Strike & EtX| gfor A7
3) AL 7|4t §X| & HAE AW}

AUZIRE 7[8tC=Z Sysmon Configure Ruledt SHAZITHE=S EX| £ HIAESH ALl 4 1P| Cobalt
StrikeE &0l +dE ZE A/UE XL = UMUK HEEQ S APt +HE WS EXE & UAUCH LS
£73 H&H(powerpick, pth, desktop S)2 M|QISt HHS2 O HAHO| £HEU=X| HES| THEE 4= UUK|TH Cobalt
Strike Beacon0| BHS 3517| 2ot ES EX[oH A|AR L Cobalt Strike?t S5 521 AMMS =01k = JUUCE

e HTTPS Beacon A4 2 AlsH

HTTPS Beacon?| & #?l= LSt 22 EZ A & UMUCL

[E 113] Beacon A3g EX|g 4 U= Sysmon Configure Rulelt SHAXTHET EX| & S8

S X & 2 Xl £ 0|2

1 PipeEvent — Turn on Cobalt Strike Beacon
2 Sysmon Configure Rule RegistryEvent — Change Internet ZoneMap Setting
3 NetworkConnect —HTTPS
4 SHARIHET EX| 2 [EVT] Sysmon_17_18_CobaltStrike_CreateAndAccess_NamedPipe
o U HE 2E, ZE Ay
LR HEE ol ZE AMldS +Hlot= W%l= Ciaat 22 E2 HAIE = UL
[E 114] W8 HE 23 2 TE AIHYS EX|E 4 = Sysmon Configure Rulel} SHZXICET EIX| & 22
HS X & &2 =X £ 0|2
1 ProcessCreate - rundlli32.exe with No Arguments
2 ProcessAccess — Cobalt Strike Command Execute
Sysmon Configure Rule
3 PipeEvent — Cobalt Strike Command Execute
4 Imageload - Cobalt Strike Command Execute(Powerpick)
5 [EVT] Sysmon_1_Suspicious_ProcessCreate_Rundl32
6 [EVT] Sysmon_10_CobaltStrike_ProcessAccess
SHERITHE=T EfX| £
7 [EVT] Sysmon_17_18_CobaltStrike_CreateAndAccess_NamedPipe
8 [EVT] Sysmon_7_CobaltStrike_Command_powerpick
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@ PLAIN3IT
o I TX J2|HM &S
QI 2E|X; AI™e| F2[HIMEE 2l5ok= e TSl 22 E2 'l & UNULCL

[E 115] =0l 22X} F2[HA EIEZ EXE = A= Sysmon Configure Rulelt SHAXCTET EIX| & 2E
S X & 2 EiX| £ 0|2
1 ProcessCreate — rundll32.exe with No Arguments
2 ProcessAccess — Cobalt Strike Command Execute
3 Sysmon Configure Rule PipeEvent — Cobalt Strike Command Execute
4 ProcessAccess - Credential Dumping
5 ProcessCreate — Cobalt Strike Command Execute(pth)
6 [EVT] Sysmon_1_Suspicious_ProcessCreate_Rundl32
7 [EVT] Sysmon_17_18_CobaltStrike_CreateAndAccess_NamedPipe
SHARIT=S BHX| &
8 [EVT] Sysmon_1_CobaltStrike_Command_pth
9 [EVT] Security_4624_Suspicious_Network_Logon

2ISot Q1 H2lXt AFSE Sol R 0lSok= ™

[E 116] W8 0|52 EX|& £ = Sysmon Configure Rulellt SRS EIX| & 22
HS BAl E = Bl £ 012
1 RegistryEvent — Create Service in PowerShell
2 ProcessCreate — Remote Commands
3 Sysmon Configure Rule ProcessCreate — Execute Encoded PowerShell Commands
4 ProcessCreate — Cobalt Strike Command Execute(Jump-PsExec_psh)
5 PipeEvent — Cobalt Strike Command Execute
6 [EVT] System_7045_Serviceinstall_PowerShell
7 SRS EIX| & [EVT] Sysmon_1_CobaltStrike_Command_jump
8 [EVT] Sysmon_17_18_CobaltStrike_CreateAndAccess_NamedPipe
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@ PLAIN3IT Cobalt Strike Out, ZAE 79| Cobalt Strike ¥ EtX|
e HE HQIT MY
ZE ZFS d¥ohk= portfwd B2 F7t 0[HIES LHSHA| 27| W20 ZdE E2= BRI = A
o LHQ AHE 32[HE 55
O AFe Fe|HES lSohs Wfls TS 22 E2 BHAY = UL
[E 117] =0Q AY F2[H4 258 ©XE & A= Sysmon Configure Ruledt SHAZITE=T BX| £ 55
Hs Xl & 7= Bl 2 0I5
1 ProcessCreate — rundll32.exe with No Arguments
2 ProcessAccess — Cobalt Strike Command Execute
3 CreateRemoteTread — Process Injection
Sysmon Configure Rule
4 PipeEvent — Cobalt Strike Command Execute
5 ProcessCreate — Cobalt Strike Command Execute(pth)
6 ProcessAccess — Credential Dumping
7 [EVT] Sysmon_1_Suspicious_ProcessCreate_Rundll32
8 [EVT] Sysmon_10_CobaltStrike_ProcessAccess
9 SHARICIETL EXX| & [EVT] Sysmon_17_18_CobaltStrike_CreateAndAccess_NamedPipe
10 [EVT] Sysmon_1_CobaltStrike_Command_pth
11 [EVT] Security_4624_Suspicious_Network_Logon
e 7} SMB Beacon Y2E
SMB Beacon IS CHE A|ARCZ HItol= Afl= Lzt 22 E2 BXE = AU
118] OiY YPZEE EXIE £ U= Sysmon Configure Rulet sHZUXIHET EX| & 55
HS X & 7= X E 012
1 Sysmon Configure Rule FileCreate
2 SRS EIX| & [EVT] Sysmon_11_CreateFile_ADMINShareFolder
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@ PLAIN3IT

e SMB Beacon ¢4

HIfet SMB Beacons &liol HZoh= Afl= gt 22 E2 XA & UAUC
[E 119] SMB Beacon &2 EIX|E £ e Sysmon Configure Rulelt sfZAXIHET EfX| £ S8
Hs Xl & 7= Bl 2 0I5
1 ProcessCreate — Remote Commands
2 Sysmon Configure Rule PipeEvent — Turn on Cobalt Strike Beacon
3 NetworkConnect - SMB
4 SHATIHES BX| & [EVT] Sysmon_17_18_CobaltStrike_CreateAndAccess_NamedPipe
o SAE Hu 37
SAE HEE $E5H| {18t PowerShell AFZE Mol Q= Ci21 22 E2 X = AU
[E 120] SAE HE TS E©X|E £ = Sysmon Configure RuleZt SHZAXIHET EfX| & 22
k= Al & 7= Xl £ 012
1 ProcessCreate — Execute Encoded PowerShell Commands
2 Sysmon Configure Rule ProcessAccess — Cobalt Strike Command Execute
3 Imageload — PowerShell
4 [EVT]_16_2=? DIYES 0|85 =3t HHO oA EX|
SRS EX| 2
5 [EVT] Sysmon_10_CobaltStrike_ProcessAccess

e SAE RLIHY

AEA 23S BELEHIY £ U= SAE HLEHY Ael= O3 22 E2 BXE = AL
B 121] SAE ZLUEHYS XE = A= Sysmon Configure Ruledt SHATIHET EIX| & 55
k=2 Al E 7= Bl £ 012
1 ProcessCreate — rundll32.exe with No Arguments
2 Sysmon Configure Rule ProcessAccess — Cobalt Strike Command Execute
3 NetworkConnect — Cobalt Strike Command Execute(Desktop)
4 [EVT] Sysmon_1_Suspicious_ProcessCreate_Rundl32
5 SRS EIX| & [EVT] Sysmon_10_CobaltStrike_ProcessAccess
6 [EVT] Sysmon_3_CobaltStrike_Command_desktop
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o XMH

. 7E APIE Pl +2et download BH2 F7t OHIES LS| B47| 20| ZdE E2= R + YU

e VPN ¢9Z&
X401 HZS 95t VPN Q17 ol C1e1} 262 22 EIXE 4 UL
H 122] VPN ¢1ZE8 BX|& & U= Sysmon Configure Ruledt SHZTITE=S EIX| £ 55
s X & 2 EiX| £ 0|2
1 ProcessCreate — rundll32.exe with No Arguments
2 ProcessAccess — Cobalt Strike Command Execute
3 FileCreate — Cobalt Strike Command Execute(CovertVPN)
Sysmon Configure Rule
4 RegistryEvent — Install NPcap
5 DriverLoad
6 Imageload — Cobalt Strike Command Execute(CovertVPN)
7 [EVT] Sysmon_1_Suspicious_ProcessCreate_Rundl32
8 [EVT] Sysmon_10_CobaltStrike_ProcessAccess
9 SHERITH =T EfX| E [EVT] Sysmon_11_Suspicious_FileCreate_NPcap
10 [EVT] System_7045_Servicelnstall_NPcap_Driver
11 [EVT] Sysmon_7_Suspicious_lmageloaded_NPcap
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2 0= Cobalt Stike 4.9.1 HEE 7|Z0=2 HIT|= 98712 HZO| AJARIN| H7|= LIS OIE|HES
HAMS= 24ol, Cobalt StikeE 8% ?IEE BAl + U= HEHY Yots HMARC. 0IF Sdff =23 20|

YBIEIX| 242 SHOIAK= Cobalt Strike B2 HPIS Totoh| OfICHs HS SQIHOD, Cobalt Strike®t 22 T3
B2 =72 S| YA Sysmondt 22 £7h 27 M%0| 242 Solst 4 YLK 2T FAADY w2

g ZHILE 29| RIOIE Aol FIEA]
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fd
e
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E
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mjo
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2
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