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AT ZX} 2EHAES At 2 =K : Mitre "ATT&CK matrix”

A =
Reconnaissance Resource _*_l_;.t_ 7&! —%— Execution x|_—'T Privilege Defense Evasion Credential HE|'7:| Lateral Collection 0424 x'” O'I -|C-)|—§ Impact
Development Escalation Access = Movement oo
10 techniques 8 technigues 10 technigues 14 techniques 20 techniques 14 techniques 43 technigues 17 techniques 32 techniques 9 techniques 17 techniques 17 techniques 9 techniques 14 technigues
Active Scanning (s Acquire Access Content Cloud Account Abuse Abuse Elevation Adversary-in- Account Discovery (4 Exploitation of Adversary-in- Application Automated Account Access
- Injection Administration Manipulation (g Elevation Control Mechanism (s, the-Middle (5, e Remote the-Middle (5 Layer Exfiltration (qy Removal
Gather Victim Host Acquire Command - Control - Application Window Services . Protocol 4
Information g4 Infrastructure (g, Drive-by BITS Jobs Mechanism (5, Access Token Brute Force (4 Discovery Archive 5 Data Data Destruction
- Compromise Command and Manipulation g - Internal Collected Communication Transfer Size
Gather Victim Identity Compromise Scripting Boot or Logon Access Token - Credentials Browser Information Spearphishing Data (3 Through Limits Data Encrypted
Information g5 Accounts (g Interpreter (q) Autostart Manipulation (5 BITS Jobs from Discovery - Removable for Impact
- Execution 14y - Password Lateral Tool Audio Capture Media Exfiltration
Gather Victim Compromise Container Account Build Image on Host Stores (g) Cloud Infrastructure Transfer Over Data
Metwork Infrastructure (5 Administration Boot or Logon Manipulation g Discovery Autornated Content Alternative Manipulation 3
Information g External Command Initialization Debugger Evasion Exploitation Remote Collection Injection Protocol 3
Develop Remote Scripts (s Boot or Logon for Credential Cloud Service Service Defacement (5
Gather Victim Org Capabilities 4 Services Deploy Container - Autostart Deobfuscate/Decode Access Dashboard Session Browser Data Exfiltration
Information g4 Browser Execution (14 Files or Information Hijacking ¢z Session Encoding ¢z Over C2 Disk Wipe ()
- Establish Hardware Exploitation for Extensions Forced Cloud Service Hijacking Channel
Phishing for Accounts (g Additions Client Execution Boot or Logon Deploy Container Authentication Discovery Remote Data Endpoint Denial
Information g4 Compromise Initialization Services (g Clipboard Data Obfuscation g Exfiltration of Service g4
- Obtain |Phishing ) n Inter-Process Client Software Seripts (5 Direct Volume Access Forge Web Cloud Storage Object - Over Other
Search Closed Capabilities (g, Communication (g, Binary - Credentials (3 Discovery Replication Data from Dynamic Network Financial Theft
Sources () Replication Create or Domain Policy - Through Cloud Storage Resolution (g Medium q;
- Stage Through Native API Create Modify System Meodification g Input Container and Removable - - Firmware
Search Open Capabilities (g Removable Account (g Process (4 Capture (4 Resource Discovery Media Data from Encrypted Exfiltration Corruption
Technical Media Scheduled - Execution Configuration Channel (z Over
Databases (g Task/Job (5 Create or Domain Policy Guardrails (4 Modify Debugger Evasion Software Repository (z) Physical Inhibit Systemn
Supply Chain Modify Systemn Modification 2 Authentication Deployment Fallback hMedium Recovery
Search Open Compromise (g Serverless Pracess (4 Exploitation for Process g Device Driver Tools Data from Channels
Websites/Domains g Execution Escape to Host Defense Evasion Discovery Information Metwork Denial of
- Trusted Event Triggered Multi-Factor Taint Shared Repositories (g Ingress Tool Service ;
Search Victim-Owned Relationship Shared Modules Execution g5 Event Triggered File and Directory Authentication Domain Trust Content Transfer service (4 -
Websites Execution (1g) Permissions Interception Discovery Data from - Resource
Software External Modification g Use Alternate Local System Multi-Stage Scheduled Hijacking
Deployment Tools Remote Exploitation for Multi-Factor File and Directory Authentication Channels Transfer
Services Privilege Hide Artifacts (4 Authentication Discovery Material 4 Data from Service Stop
System Escalation Request - Network Non- Transfer
Services (g Hijack Hijack Execution Generation Group Policy Discovery Shared Drive Application Data to Systemn
Execution Hijack Flow ;2 Layer Protocol Cloud Shutdown/Reboot
User Execution (g Flow (13 Execution Metworlk Log Enumeration Data from Account
Flow {1z Impair Defenses (11 Sniffing Removable Mon-Standard
Windows Implant Internal Metwork Service Media Port
Management Image Process Impersonation 0S Credential Discovery
Instrumentation Injection (12 Dumping (g Data Staged () Protocol
Modify Indicator Removal (g) n MNetwork Share Tunneling
Authentication Scheduled Steal Discovery Email
Process (g Task/Job (5 Indirect Command Application Collection (g) Proxy III
Execution Access Token MNetwork Sniffing -
Office valid Input Remote Access
Application Accounts (4 Masquerading () Steal or Forge Password Policy Capture 4 Software
Startup (g - Authentication Discovery -
Medify Authentication Certificates Screen Traffic
Power Settings Process (g Peripheral Device Capture Signaling ¢z
Steal or Forge Discovery
Pre-0S Boot (5 Modify Cloud Kerberos Video Capture Web Service (3
Compute Tickets (4 Permission Groups
Scheduled Infrastructure (5, Discovery (g
Task/Job (5 Steal Web
Modify Registry Session Process Discovery
Berver Cookie
Boftware Modify Systemn Query Registry
[Component (s Image (2
Remote System
Traffic Network Boundary Discovery
Signaling (2 Bridging (1
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request
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AHMEXE OFA 2R S7?
e EFIES
. HRIRE A g

DHL H7|%] ti 8T - AR (HTML)

]

He|X o Il 34

r/adm/

HANIE 28 w8t B2|x} 2EQ)LIC)

|

o

ADMIN

U[

H&I|  A|O|X|SE

Se|xt 2391 H|o|X| FZ Xof 0|F

(80]
[80]
(80] (!
(80](h
(0]t
(801t
[80]t
(80]F
(80][F
[80]
0]

t

[
[
[
[
I
I
[
I
{
[
[
(t

http-get-forn] host:
http-get-forn] host:
Nttp-get-form] host:
Nttp-get-form] host:
Nttp-get-form] host:
Nttp-get-form] host:
nttp-get-form] host:
nttp-get-form] host:
Nttp-get-form] host:
http-get-form] host:
http-get-forn] host:
(80] [http-get-forn] host:

192.168.100.155
192.168.100.155
192.168.100.155
192.168.100.155
192.168.100.155
192.168.100.155
192.168.100. 155
192.168.100.155
192.168.100,155
192.168.100.155
192.168.100.155
192.168.100.155

login:
login:
login
login:
login:
login:
login:
login:
login:
login:
login:
login:

@ PLAINSIT

adnin
adnin
adnin
adnin
adnin
adnin
adnin
admin
admin
adnin
adnin
admin

password:
password:
password:
password:
password:
password:
password:
password:
password:
password:
password:
password:

1 of 1 target successfully completed, 12 valid passwords found

Hydra (http://wiw.the,org/thc-hydra) finished at 2017-67-27 15:28:24

He|xtAHE &

password
dssword
12345
1234567896
Password
123456
1234567
12345678
12w3edr
13

1

12
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AIH =3 |-E 0.||:|:-|j.|| LHS |.
— |:|T'_'x = S Ll M= t?
A= HE
ol A X =}
- Y YRC orH B8
Ol2 AlOI2 Ol
- AYOE S o YS flol 2
& = ol = =3 = =
- IHE Y2RE 2Hse H0[X] & Y2 & Oizof oot ZAF £=20] 0jS2t 220 EiS
o ol =) = re} 4 ol =) = (o) En
« BEL OEo| &HAE HEoAL &2 Iz o] 2 gAE HE0t0 S
M=
22 ot (A2 FAB-B-FH[EEZET > «|mxDa 1 At HZ | test
712 DEY AEE 2 S HCEH N8Y 27 Hen il
r@ AMEl EESL7| - Smarteditor2 - Internet Explorer =l — N Homg | m% ;dzju ASP_TEST 1.0.asp.CIF
|@ http://localhost 9S9S_r'smartsditcrSam|:\s_r'SEZ;‘pImtc,uplcadEr_fpcpup.| test
AR Bt
ua a0k,
10MBOISE2] 0(0|7] THEDF S5 5 Sl&UCH
(PG, GIF, PNG, BMP) we |
g HTHL TEXT
" = -
AFEI7. BFRFR} H12 ArZI8. O|F 2H3tAt 54
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Raw  Params Headers ' Hex

User-Agent: Mozilla/5.0 (Macintosh: Intel Mac QS X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.120
Safari/537.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9,image/webp,image/apng, */*:q=0.8 application/signed-exchange;v=b3
Referer: http:/f192.168.171.173/dwwa/wulnerabilities{ upload/

Accept-Encoding: gzip, deflate

Accept-Language: ko-KR ko;g=0.9,en-US;q=0.8,enig=0.7

Coakie: security=high: security=nigh; PHPSESSID=g0b3j2a084e0uuuadnne2rddh0

Connection: close

------ WebKitFormBoundarycwvobz8Hafeligdy
Content-Disposition: form-data; name="MAX_FILE_SIZE"

100000
,,,,,, WebKitFormBoundarycwabz8Hafeiigdy

Content-Disposition: form-data; name="uploaded"; filenameq"cmd.php.jpg”

Content-Type: text/php

GIF89a
‘pnp
i
// PaC: a simple webshell

// Author: Bonghwan Choi
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PRl AVakREEAH  BOYERF BRSO BuOfdd BuOPHP  HulsQL W RWT
s 'S L3 # VERSION i

®PHG........IHDE

0644 16

Add Save | About
URL i3
hittps:/

Server Software
Apache

Hostname Release name

- Information
File Manager
Shell

S0L Explorer

Screenshot

Delete

2 server(s)

BOK [/ /shop/1og/mobilians RO | mEEme MmEc| [ misioE v

[EEEE AR EmaRE AT RS | 112 09 | 9w 0 28 AR | 3] LAEIE RS
Wk O 5 ‘g-:k SRR FmETE e
(120230201.log 0504 3223.02-01 10:07:2023-02-01 10:07:| 4 o\
020230206.l0g — 5223—02705 11:42:2023-02-06 11:42:| , oo
120230213.log 0644 ‘21223-02-13 11:27:/2023-02-13 11:27: 1.47 K
T D ARG | 31318—04716 15:54: 2018-04-16 15:54:| 5 531
OMcash_20180417 2018-04-17 10:23: ig1s-o4-17 1725 RS

Host [127.001 | Login: [mot Password: | Databaze: [forum
[FEEET e T o
G DB b tables depiz it oo leslup  coment ko visble
4 nformaton_schema a4 Wertats BN 2008 oot 4 i
5 omamor ] Wy 201006 201806, iy 3 i
Gianm = ohgh 2080 20180 ohghihal 3 |
T oroue 2 Wiy 201806 201806 s 3 i
- message = cuere:  201B06.. 201006, remiem: 3 |
| opie 2 Ghhigigh 201006, 201006, highghia 3 |
iner « Geisl  Z01B0G.. 201B0E.. releltete 3 i
| isarer 3 201005 201006 e 3 |
9 assion_act = Wl B0 20180 ey 3 i
P gesion,_goupe S dololo 01606, 201606, diofid 3 i
asslion_rote’ 2 Wiy 0105 201808 ity 3 1
2 :‘3\’::\'4%. £ difad 201806, 201606 didf 3 1
roedke e | | ® w2010 201806, s 1 )
£ pivatsnots
T-rocket
e
[ PNCTT I
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@3 PLAINSIT

Language: English [

Adminer 4.0.3

DB: amara :

SQL command  Import
Dump  Create table

select authors

select map

select originals
select revisions
select stats_authors
select stats_cycle
select stats_revisions
select subtitles

MySQL » Server » Database: amara Logout
Database: amara
Alter database  Database schema  Privileges
Tables and views
Search data in tables (5)
Search
’ ‘ Index Auto
Table ‘Engme Collation lDaE Length Length Data Free ReoTent Rows Comment
authors InnoDB utf8_unicode_ci| 2,637,824 491,520 4,194,304 12,405 ~ 11,109
_ map InnoDB  utf8_unicode_ci 376,832 196,608 0 ~ 5,380
originals InnoDB utf8_unicode_ci| 1,589,248 442,368 3,145,728 172,382 ~ 5475
revisions InnoDB utf8_unicode_ci| 11,026,432 17,891,328 5,242,880 93,869 ~ 77,687
stats_authors View ?
stats_cycle View ?
stats_revisions View ?
subtitles InnoDB utf8_unicode_ci | 560,611,328 1,589,248 5,242,880 ~ 122,669
8in total InnoDB utf8_unicode_ci| 576,241,664 20,611,072 0
Selected (0)
Analyze Optimize Check Repair Truncate Drop
Move to other database: = amara t| Move Copy
Create table  Create view
Routinec

H|O|E{H|O| A 22| =L
(Adminer)
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Asset
Inventory
Asset

Vulnerability
Enumeration

Configuration
nventory

Data
rventony

Hardware
Component
nventory

Metwark

Software
nventory

Model
Network JPerational
Mapping  Actvity

Mapping
Logical Access
Link Modeling
Mapping
. Operational
Active Dependency
Logical Mapping
Link
Mappin
pRing QOperational
. Risk
Passive  assessment
Logical
Link
Mapping  Crganization
Mapping
Metwaork
Traffic
Policy
Mapping
Physical
Link
Mapping
Active
Physical
Link
Mapping

System
Mapping

Data
Exchange
Mapping

Service
Dependency
Mapping

System
Dependency
Mapping

System
Vulnerability
Assessment

FIND TRUTH, SEEK JUSTICE.

Application
ardening

Application
Configuration
Hardening

Dead Code
Elimination

Exception
Handler
Pointer

Validation

Puainter
Authentication

Process
Segment
Execution

Prevention

Segment

Address Offset
Randomization

Stack Frame
Canary
Validation

Dol'

Cre
Haraening

Biometric
Authentication

Certficate-
based
Authentication

Cerificate
Pinning

Credential
Rotation

Credential
Transmission
Scoping

Domain Trust
Policy
PE—
Multi-factor
Authentication

One-time
Password

Strong
Password
Policy

—
User Account
Permissions

s}

e
Hargening

Message
Authentication

Message
Encrypton

Transfer

en
Authentication

Platform
Hardening

Bootioader
Authentication

Disk
Encryption

Driver Load
Integrity
Checking

File
Encryption

Local File
Permissions

RF Shielding

Software
Update

System
Configuration
Permissions

TPM Boot
Integrity

File
Analysis

Dynamic
Analysis

Emulated
File
Analysis

File
Content
Analysis

File:
Content
Rules

Hashing

Identifier
Analysis

Homoglyph
Detection

Identifier
Activity
Analysis

Identrfier
Reputation
Analysis

Domain
Name
Reputation
Analysis

File Hash
Reputation
Analysis

P
Reputation
Analysis

URL
Reputation
Analysis

URL
Analysis

Message
Analysis

Sender
MTA
Reputation
Analysis

Sender
Reputation
Analysis

A

A
Analysis

Administrative
Metwork
Activity
Analysis

Byte
Sequence
Emulation

Cartificate
Analysis

Active
Certificate
Analysis

Passive
Cartificate
Analysis.

Client-server
Payload
Profiling

Connection
Attempt
Analysis

DMNS Traffic
Analysis

File Carving

Inbound
Session
Wolume
Analysis

IPC Traffic
Analysis

Metwork
Traffic
Community
Dieviation

Per Host
Download-
Upload Ratio
Analysis

Protocol
Meatadsta
Anomaly
Detection

Relay Pattern
Analysis

Remote
Terminal
Session

Detection

RPC Traffic
Analysis

‘orm
Monitoring

File
Integrity
Monitoring

Firmnware
Behavior
Analysis

Firmnware
Embedded
Monitoring

Code

Firmware
Verifieation

Peripheral
Firrmesara
Werification

System
Firmware
Verification

Operating
Syste
Manitoring

Endpaint
Health
Beacon

Input
Device
Analysis

Memory
Boundary
Tracking

Scheduled
Job
Analysis

System
Daemon
Manitoring

Analysis

Service
Binary
\erification

Init Config
Analysis

User
Session
Init Config
Analysis

Process
Analysis

Database
Query String
Analysis

File Access
Pattemn
Analysis

Indirect
Branch Call
Analysis

Process
Code
Segment
Verification

Process
Self-
Maodification
Detection

Process
Spawn
Analysis
Process

Lineage
Analysis

Analysis

Shadow

Comparisans.

System Cal
Analysis

File
Creation
Analysis

User Behavior
Analysis

Authentication
vent
Threshalding

Authorization
Event
Thresholding

Cradentisl
Compromise
Scope
Analysis

Domain
Account
Monitoring

Job Function
Access
Pattern

Analysis

Lecal Account
Manitoring

Analysis

Session
Duration
Analysis

User Data
Transfer
Analysis

User
Geolocation
Logon Pattern
Analysis

VWeb Session
Activity
Analysis

- Isolate
Execution Network
Isolation Isolation
Executable Broadcast
Allowdisting Domain
Isclation
Execuisble
Denylisting DNS
Allowlisting
Hardware-
bas NS
Process Denylisting
solation
Forward
O Port Resolution
Restriction Domain
Denylisting
Kernel- ) .
bas Hierarchical
Process Domain
solation Denylisting
Homoglyph
Mandatory aly
Apcess Denylisting
Control
Forward
System Resolution
(4
Call D Jist
Filtering =nyli=ting
Reverse
Resolution
P
Denylisting
Encrypted
Tunnels
Metwork
Traffic
Filtering
Inbound
Traffic
Filtering
Email
Filtering
Cutbound
Traffic
Fittering

@ PLAINSIT

=X : Mitre "d3fend matrix”

-  Deceive
Decoy Decoy
Environment Object
Connected Decoy
Honeynet File
ntegrated Decoy
Honeynet Metwork
Resgurce
Standalone
Honeynet Decoy
ersana
Decay
Public
Release
Decoy
Session
Token
Decoy
User
Credential

- HA

Credenti e JCess
Eviction Eviction Eviction
Account File Process
Locking Removal Suspension
Authentication Email Process
Cache Removal  Termination
Invalidation
Credential
Revoking

- Restore
Restore Restore
Access Object
Restore Reissue
Metwork Credential
Apcess

Restore
Restore  Configuration
User
Account

Restore
Aocess Database
Unlock
Ac:‘::Snl Restore Disk

Image

Restore File

Restore
Email

Restore
Software
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A= ZFXH (NIST800-3B)

I

Free Password Hash Cracker

[Web&4l]
EOIE0IE Qlsl QIBHS 221647

[Web'2t41]
EHOIE0IS 2ol QB
(135455)E Y=al FHL

Google

870 715
734 855

Instagram

424 372

o|=
o

=
ol
40
(@)
_|
)

@ PLAINSIT

Free Password Hash Cracker

Hash Type Result

011520234 b 7325051 510834 1 86500 H 6 H adhinl 23

Color Codes: Green! Exact match, Yellow: Partial match, [EH Not found.

Hash Type Result

\ R GR Bec 4815249 a2t H M H st 23168

Color Codes: Green! Exact match, Yellow: Partial match, JEBH Not found,

|E IAQIE 33 27

(2l : admin123, Test123!@#)

FIND TRUTH, SEEK JUSTICE.

Hash Type Result

Color Codes: Green; Exact match, Yellow: Partial match, [BE Mot found.

Hash Type Result

Color Codes: Green: Exact match, Yellow: Partial match, [l Not found.

M2 I{H, 28 AR E A2 AL}
( @l : test1#2#3,Today lunch is chicken)
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“;! P =4 & =2 HIE

= URL AN ™2 =7

S8BT = 0| IS8 MESI0LP T4 B= EHO 0|25 JIEC2 8 BHEM HE A AS MEEIHLHSEL

Ch'2H =8 =02 Hets gRshin 2.

= URL AFE A| 83617 2|2 22X} X[ <2 = ::EEP ot . |
GC . ST} 312 o5
B 12700, 1 EE!
HeE

1550, G oEE T 7 2

« /admin, /manager, /master -

= ZIE|XpHO[X] H2 Al 2Kt 01T =Y

2 ATH0| gt IPOIA ESSIt S LICH.
22| Xt HO|X|2] 2ot HHOM 8 SUIP T E
Selsi S MR,

[Code : 40221)
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D018 & 20I3}? @ PLAINSIT

=
= OS2 C MO|X| LH I} HAF THEL XD} (A 3C] //EREEE THEE U2t 7S
== -” | | H |-E = |- H =T |- ( |-ﬁ-0-|_l_ O) $str = "ABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890abcdefghijklmnopgrstuvwxyz”;
N $str = str_shuffle($str);
¢ ]Il-?EI %!-%I-Xl- jl:-ll*l- $str = substr($str, 0, 30);
= $upName = $str.$_FILES['Coverlmage']['name’];
- IO 0|5 2fEA HAAHIIZO|F S A HAL | , o 8
$tempFile = $_FILES['Covermage']['tmp_name');
$targetPath = $_SERVER[DOCUMENT_ROOTT . $targetFolder;
u ﬁEE EEEI:—-I _+_1c->|-2|:— Ifl_:ljc:)‘('?ll'e-lxl' El:l' Iil-% :"L|_'IO._|-9—| 7:”xc-pl) $targetFile = rtrim($targetPath, "/")."/".$upName;
s 2T E[ LY mpUQ| ASHASH K| H /) @RE ¥ % Y& DYl BHAE XL

$fileTypes = array(jpg’, ‘jpeg’, 'gif, 'png);
$fileParts = pathinfo($_FILES[ Coverlmage]['name’]);

if(in_array($fileParts['extension’], $fileTypes)) {
move_uploaded_file($tempFile, $targetFile);

echo $upName;

} else {

FIND TRUTH, SEEK JUSTICE. 23
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BEQEAUE AR 3471 U U2 thyo= BH0|A] 2ot USHE A
PYRC(WE YR 24 AOIEF BAISH: =74F A4 WE s AGLIC

FIND TRUTH, SEEK JUSTICE.

OE| HIOIHA M Al
MHE QUUE|= [f2¥st OFH AL HI0IMA, SHEY019] g
Windows & Linux &-Z M| X/ H3-E! HHEQE OHEIHI0 A S2M

@ PLAINSIT

(WebShell) C:\Users\ \Downloads\NeoPI-master>python neopi.py -s C:\ESD

[[ Total files scanned: 17 ]]
[ Total files ignored: 6 ]]
[[ Scan Time: 1.691135 seconds ]]

[ Top 10 signature match counts ]]

18 C:\ESD\pyspy. php
3 C:\ESD\374k-2.5. php
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= G|O[H{H[O]A EOF

MY-SQL(MariaDB)

Florst IIAQIE AL XSt

Ef AtEXI0] Het 20 S4 AR X[t

DB AR AIE EE (O]

— O = O
U MEA| QHHSH U2 YNE|E AR

FIND TRUTH, SEEK JUSTICE.

MS-SQL

SR A A
(= Hd AE HIAE AE S)

SYSADMIN %t Hot

SA A8 AR E e

Guest AHIg A+E X[t
Registry Procedure Permission At

Xp_cmdshell AHE X[t

>

£|41 TA| =8

r

@ PLAINSIT

A& J10|E" (2020.12)

"=23l0 X
=CofRE 79 84

MongoDB

=289 HIO|H #|O]A BLHO|Z A

http interface 2 &4

Cl|O|E{Hf| O] A 2 Aot 27
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